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The predefined users and default passwords are shown in Table 1.

Table 1 — Default users and passwords

Default User Login Password
Administrator admin 0100
Protection and control engineer engineer 0200
Operator operator 0300
(i ) NOTICE

In order to ensure information security, it is recommended to change the default pass-
words before operation start.

In case of password loss one shall inform the manufacturing enterprise.
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1 Introduction

1.1 Purpose of this manual

The purpose of this manual is to describe the instructions for operating and configuring the
ED2 series devices using the EKRASMS-SP software package.

1.2 Target audience

This manual is intended for relay protection engineers, specialists in commissioning, testing
and maintenance of protection, automation and control devices, operating personnel of electrical

installations of power plants and substations.

1.3 Purpose and scope of EKRASMS-SP software package

The Health Monitor program is designed to monitor the state of IEDs by such service signals
as “In service”, “Error”, “Operate” and “Communication”. Health Monitor allows you to simultaneously
monitor the state of several IEDs. Additionally, Health Monitor can download disturbance records of
IEDs at specified intervals, send them by e-mail, and combine disturbance records manually or
automatically. If necessary, it is possible to switch from Health Monitor to Smart Monitor for a detailed
analysis of the state and settings of the selected IED.

Smart Monitor program allows you to do the following:

— view the current state of functions, measurements and state of logic in real time;

— change settings and parameters of IEDs;

— update software, configurations and licenses of IEDs;

— view and download disturbance records, event records, reports, etc.;

— test and diagnose IEDs;

— and debug logic in the Emulation mode.

When viewing disturbance records in Smart Monitor, a separate dedicated Waves software
is automatically launched. Waves features include:

— construction of vector diagrams;

— harmonic analysis of signals;

— arithmetic operations with signals;

— combining several disturbance records into one.

Configurator program is intended for editing configurations of ED2 devices.

1.4 Software installation

To download the installation file, open your web browser and go to:

https://soft.ekra.ru/smssp/downloads/software/SMForeign/?LANG=en.

Click Download to download the setup file. Wait for the download to finish.
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Run the downloaded installation file on your computer, the installation language selection
window will open (Figure 1). Depending on your Windows OS settings, you may need permission to

run, in which case contact your system administrator.

Installer Language >
[ i Please select the language of the installer
Ty,

English e
Ok Cancel

Figure 1 — Installation language selection window

Follow the instructions on the screen, the installation process will start after clicking the Install
button. During installation, all necessary components of the EKRASMS-SP software package will be

installed. When installation is complete, click Finish to exit the installer.

1.5 Minimum system requirements for functioning of EKRASMS-SP software package

a) operating systems:
— Windows Vista SP1 or later version;
— Windows Server 2008 (not supported as server’s main role);
— Windows Server 2008 R2 (not supported as server’s main role);
— Windows Server 2012 R2 (not supported as server’s main role);
— Windows 7;
— Windows 8;
— Windows 8.1;
— Windows 10;
6) supported architectures:
— Xx86;
— X64;
B) hardware requirements:
1) 1.7 GHz processor or faster, 2 GB (for 32-bit system) or 4 GB (for 64-bit system) or
more RAM;
2) minimum required space on HDD:
- Xx86 — 850 MB;
- X64 — 2 GB;
r) preliminary requirements:
— Internet Explorer 6 or later, Mozilla Firefox, Google Chrome;

— Microsoft Office 2003 or later.
6 EKRASMS-SP software package manual
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1.6 Related documentation

At different stages of the life cycle of the ED2 series devices, appropriate documentation may
be required. The list and title of the documentation covering a certain life cycle (Figure Owmn6ka!l
MCTOYHUK CCbINKM He HanaeH.):

— certification guide. The certification manual contains the entire list of current certificates
and requirements that the ED2 series devices comply with;

— catalog of device types. The catalog of standard versions of devices contains all the nec-
essary information for planning and purchasing. Contains a description of the functions and applica-
tion of each specific device of the ED2 series;

— operation manual for a series of devices. The operation manual for a series of devices
describes the basic principles of operation, actions for the operation and installation of devices of
the ED2 series;

— operation manual for a specific device version. The operation manual for a specific version
of the device contains basic information about the installation and mounting of the device, technical
data, permissible values of inputs and outputs, conditions for preparing the device for operation;

— EKRASMS-SP software package manual. The manual for the software complex
“EKRASMS-SP” describes the basic principles of working with the applied software of the ED2 series
devices;

— Waves software manual. The manual for working with the Waves software contains com-
plete information on working with disturbance records and their analysis;

— communication, time synchronization and network redundancy protocols manual. The
communication, time synchronization and network redundancy protocol manual includes a descrip-
tion of communication protocols, time synchronization protocols and methods for organizing network
redundancy in the ED2 series devices;

— online materials and YouTube video tutorials. Online materials and video tutorials on
YouTube, available around the clock on the Internet, describe the basic operations for working with
application software, operation and operations with the functionality of devices.

EKRASMS-SP software package manual 7
EKRA.00019-01 34 02, Edition 05.2023



Planning and

purchase Engineering Mounting Commissioning Operation Maintenance ~ Decommissioning

w U

{J

Certification Guide

Catalog of device types

Operation manual for a series of de-
vices

Figure 2 — Use of documents at different stages of the life cycle for the ED2 series devices
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1.7 Support

Manu'facturer S https://ekra.ru/

website

E-mail support@ekra.ru -
Software support http://soft.ekra.ru/smssp/en/downloads i
page [software/

Operational http://soft.ekra.ru/smssp/en/downloads

documentation /documents/

Video tutorials on https://www.youtube.com/playlist?list=

working with ED2 PLSHLRtYG8WJeMyAaGOt-

series devices NibkO r2eyJimN

1.8 Address of manufacturer

Address: STE 541, 3 Yakovlev prospect, Cheboksary, Chuvashia - Chuvash Republic, 428020,

Russia.

E-mail: ekra@ekra.ru

ekra3@ekra.ru

1.9 Training

KRA Training Center implements advanced training programs for products manufactured by EKRA
Group and their applications at the facilities. Requests for training courses should be sent to:
Address: 3 Yakovlev Prospect, Cheboksary, Chuvashia — Chuvash Republic, 428020, Russia.

E-mail: training@ekra.ru
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1.10 Safety

1.10.1 Warnings
This user manual uses a warning symbol to advise the user to be careful when performing certain
operations.

NOTICE A situation that is not dangerous to life and health, but fraught with other
undesirable consequences, for example, losses

1.10.2 Instructions

In the event of questions or problems, no further action should be taken without obtaining the re-
quired approval of the manufacturer. In this case, in order to obtain required information, it is necessary to
send a corresponding request to the technical department of the company.

Only professionally trained and instructed personnel may be allowed to work with the device. Im-
proper handling of the device and non-observance of safety measures can be dangerous for the operating
personnel.
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2 Description of Smart Monitor interface

The Smart Monitor program uses a graphical user interface.

Graphical user interface is multi-window with support of Drag&Drop technology, in which there is
one main window, containing several child windows. Child windows contain main functionality of the soft-
ware. The main window contains the main menu and toolbar.

This section contains the description of graphical interface of the program and its main elements.

1.1 Functionality of the Smart Monitor program

The Smart Monitor program is designed for:

— operating the ED2 series devices online;

— viewing current values of analog signals;

— displaying current and voltage phasor diagrams;

— viewing the state of binary signals;

— viewing, changing device settings and parameters;
— saving all device parameters and events in external files;
— viewing the event recorder;

— downloading disturbance records;

— viewing the state of logic.

1.2 Start

Before starting the Smart Monitor program, you must connect the device to the PC using an avail-
able communication channel.

The software is started using menu Start. To work with multiple devices at the same time, it is

necessary to run a separate instance of the program.

1.3 Program termination
The program is terminated using standard methods for Windows applications:
— ALT+F4 key combination;

— via menu E — Exit;

— byclicking 3 onthe title bar of the main window.

1.4 Logging in

After starting the Smart Monitor program, the Connection to IED window is displayed on the
screen. The window (Figure 3) consists of three tabs:

— TCP/IP. This tab makes it possible to connect to the device via Ethernet automatically or man-
ually. You can also select from the list of previously connected devices. To connect manually, enter the

device's IP address and press the Connect button. For automatic connection, press Search for IEDs in

EKRASMS-SP software package manual 11
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local network, select the necessary device from the list that appears and press the Connect button (Fig-

ure 3);
"] Connection to the terminal - O X
TCR/IP lm‘ com
Enter terminal IP-address: | 172.16.65.65 port: | 202 Gateway | Connect Terminal searching on the local network
Communication Protect |P-address: Port  Description Object MName Software version ~ Number
v [ 10.27.4.105 502 |TestKP Test KP Test KP 7.1.0.5 0

Connect Cancel

Figure 3 — Connection to IED window

— USB. This tab automatically searches for devices connected via USB. To connect, select a de-

vice from the list and click the Connect button (Figure 4);

™ Connection to the terminal — O X

|TCP,’|P| USE | COM |

Select a terminal to connect:

[172.16.69.73

Terminals no connected

Connect Cancel

Figure 4 — USB tab

— COM. This tab (Figure 5) makes it possible to connect to the device via the COM port. To con-
nect it is necessary to do the following:

1) select a COM port and the port speed from the drop-down list;

2) click on the Search button;

3) select the required device and click the Connect button.

12 EKRASMS-SP software package manual
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™| Connection to the terminal — O %

TCB/IP || USB || COM
Select COM Port: | COM4 *| Speed: | 115200 v

Modhbus address Description Ohject MName Software versior  Number

11 Korenowsk substation | rail protection ED2RADY 7.1.0.8 1

Connect Cancel

Figure 5 — COM tab

After connecting to the device, a standard program window is displayed on the screen (Figure 6).
The standard window contains the following elements:

— title bar (item 1);

— main menu (item 2);

— toolbar (item 3);

— bottom toolbar (item 4);

— device “tree” (item 5);

— work area (item 6);

— right toolbar (item 7).

The title bar displays the name of the device, the IP address of the connected device, and buttons
for collapsing, expanding, and closing the window. The bottom toolbar contains information about the op-
eration mode, the left one contains the “tree” of the device.

The work area of the main program window (Figure 6, item 6) contains brief information about the
device, the right part (Figure 6, item 7) contains general information about the device, its state and con-

nection.
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Figure 6 — Standard window of the program

Without user authentication, the use of some program functions is unavailable (Figure 7).

| ap s :
- Main | Setings  Service  Help .
o = W
B o M) =: T e
3 2 —_— s - Secondary * P T
Canmat Desioeeielt Oeboe Coovwrands (T4 BepTi wlmarg pgrabeg  Sign
: : & Mbaifurscton L]
Termina i Aure? sefiogi froupd | Soitiag wy el Termanal it Uner
- 1‘ T weork, your mamt log im oy 3 user with the sppeopriate righty
Ducrighion
D irdoemaban - Test kP
Csrint vk OEpect Test WP
Analeg Eguts Hane sl K
[t et Termenal rusmber [
Discrete signals S 1109
g .
Calculated MEasunements o -
ADC vals Bl nemier s
Protechions Wate Fusenan R Pa%s
Logic Cawboprana g Teatkptd arh
Fheon logic - Eoneean
RN
Trpa of comnechion hernet
Event reconder Lt £
ncillagrams Addreny 10T A0S
Switching devices hendbart atkdnets 1
il managsr lgedbask prabash bevel Mo
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Terrningd
Service Sate Warn, fallure
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MAEmory monioring 2
L e . [T ST P m Ennl:lng
Mode: Masrimnano:

Figure 7 — Use of the program without authentication

To authenticate the user, click button = . The user authentication form is shown in Figure 8.

14

Sign
in

EKRASMS-SP software package manual
EKRA.00019-01 34 02, Edition 05.2023



User

Lagin: admin

Paszsword: | oo-|| L0

Ok Cancel

Figure 8 — User authentication form

In order to log in, you must enter a login and a password.

Each user has corresponding access rights. The access rights are assigned by the administrator.

If incorrect data is entered, a message is displayed (Figure 9). The user with administrator rights
can add, remove, and edit user rights (subsection 3.1).

Error authentication

Figure 9 — Error window

1.5 Title bar of the main window
The title bar of the main window consists of the following elements (Figure 10):
— buttons of system menu;
— program name;
— device name;

— device IP-address.

& Test KP - 10.27.4.103 - Smart Monitor — O .

Figure 10 — Title bar of the main window

1.6 Main menu
The main menu is located under the title bar of the main window and looks as follows E
The main menu is linked to the submenu (Figure 11). The submenu appears when you press the

left mouse button on a menu item.
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©

B Open configuration...

B open offline archive

Recent files

® save configuration...

B Update configuration...

™ save firmware...

B Update firmware...

Export SCL file
Export configuration as XML...

Import configuration from XML...

Download file Shlib.lzg

Download security log from terminal
Generate files to send

Generate offline archive

Generate security log

Figure 11 — Submenu of the main menu

Commands of the main menu and their functions are shown in Table 2.

Table 2 — Commands of the main menu

Command Function
Open configuration... Opening the existing device configuration
Open offline archive Opening the existing archive
Recent files Displaying and opening recent projects
Save configuration... Saving the existing device configuration
Update configuration... Updating device configuration
Save software... Saving the existing device software
Update software... Updating the device software
Export SCL file Exporting SCL file *.cid, *.icd
16 EKRASMS-SP software package manual
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Command

Function

Export settings as xml...

Exporting device settings as an xml file

Import settings from xml...

Importing settings from an xml file to the device

Download Shlib.lzg file

Saving the Shlib.lzg file (library file) of the device to the
computer

Download security log from IED

Saving the information security event log of the device to
the computer

Generate files to send

Saving the files to send to the computer

Generate offline archive

Generating an archive file

Generate security log

Generating an information security event log of the Smart
Monitor program

Exit

Exiting the Smart Monitor program

The command associated with the corresponding menu item is activated by pressing the left mouse
button on the menu item. An icon (displayed to the left of the menu command name) can be associated

with the command.

1.7 Toolbar

The toolbar provides an alternative way to access frequently used commands. It consists of the

Main, Settings, Service and Help tabs and looks as follows (Figures 12-15):

Main Settings Service Help
[F g 3 2 Y - — ® Work -
= S @ @ () @Q =F 'v‘:'arn alarm i
i — S - Setting Group 1~ Secondary ~ ) —
Connect Disconnect Online Commands =~ Refresh Pause  Read Reports Emerg. signaling = admin
M the page M Malfunction M
Termina Navigation Configuration Settings groups Settings display mode | Terminal status User
Figure 12 — Main tab
Main Settings Service Help
R B ¢
Settings| Color Profile
theme ~ -
Figure 13 — Settings tab
Main Settings Service Help
3 = v
= = e E‘Béa 24
Convert Error | Download  Decrypt Service
to COMTRADE |report log security log function activation
Figure 14 — Service tab
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E Main Settings Service Help
o

About

Figure 15 — Help tab

Commands available on the toolbar commands are shown in Table 3.

Table 3 — Toolbar commands

Icon Name

Main tab

Connect to the device
Connect

Disconnect from the device

Disconnect

Communication with the device is present/absent

Commands

-

Execute a command:
—  Start oscillography;
— Reset alarms;

% Start oscillography — Set divice date and time.

e) Reset alarms

@ Setup date and time

3

Refresh current page

Refresh
the page
(i)
D_D Pause page refresh
Pause
E@ Read configuration from the device. All unsaved changes will be lost
Read
|_ . Write settings to the device
Write
= Generate a report on settings and communication protocols
Reports
Setting Group 1~ Selecting setting group
Secondary ~ Selecting the mode of displaying settings
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Icon

Name

@ Work

® Warn. alarm

® Emerg. signaling
@ Malfunction

Device state

to COMTRADE

Terminal status
-~ User. It contains a list of submenus:
Al — User administration;
admin — Change a password,;
- — Exit
Settings tab
_-'_"’T"
¢ Program settings
Settings
:L.J Color theme
Color
theme~
b
. Active profile
Prafile
Service tab
N Conver disturbance records to COMTRADE
Convert

>4

Error
report

Error report

Download
log

Download a log

Decrypt
security log

Decrypt an IS log

<

Service
function activation

Activation of service functions

Help tab

N4

About

Information about the program

Note — The Activate service functions command is available only after entering the activation key of ser-

vice functions.
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1.7.1 Home tab
The Commands menu includes the following elements:
— start disturbance recorder. The command is intended for manual start of disturbance recorder

on the device. The command execution window is shown in figure 16;

Infarmation x

Oscillograph successfully started

Figure 16 — Start disturbance recorder command window

— reset alarm. The command is intended to reset the state of latching signals for LEDs, relays, the
state of output signals of latching logic for transmission to the PCS. The command execution window is
shown in figure 17;

Information x

Alarm reset successfully

Figure 17 — Reset alarm command window

— set date and time. The command window is shown in figure 18. When setting the date and time,

you must enter a password.

& Set terminal time and date >

Value: | 8/3/2021 8:59:13 AM

OK Cancel

Figure 18 — Set time and date command window

The Reports menu contains a list of submenus for generating various types of reports (table 4).

Table 4 — List of the Reports command submenus

Icon Description
Settings report Generation of a report on settings in TXT format
Settings report in Excel Generation of a report on settings in Excel format

Generation a list of signals for data transmission via Modbus proto-
col in Excel format

Modbus data description
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Icon

Description

List of signals in PCS (OPC identifiers)

Generation of a list of signals for data transmission via
OPC protocol in Excel format

IEC 60870-5-103 protocol data

Generation of a list of signals for data transmission via
IEC 60870-5-103 protocol in Excel format

IEC 60870-5-104 protocol data

Generation of a list of signals for data transmission via
IEC 60870-5-104 protocol in Excel format

IEC 61850-8-1 protocol data

Generation of an Excel file with a list of signals transmitted via
IEC 61850-8-1 protocol

Settings sheet

Generation of a settings sheet

Modbus parameters in xml

Generation of Modbus parameters

1.7.2 Settings tab

The Settings command window consists of two tabs. The description of parameters is shown in

table 5.

Table 5 — Description of parameters of the Settings command

Parameters

Description

General tab (figure 19)

Auto connect upon start

Select Auto connect when starting the Smart Monitor program.
The connection is made to the device with which communication
was carried out during the last session

Send statistics and errors to developers

Selection of sending statistics and errors to developers

Show “Information” panel

Selection of display of the “Information” panel

Interface scale

Selection of the interface scale

Program language

Selection of the program language. The following languages are
available:

— Ru (Russian);

— En (English)

Disturbance record viewer

Selection of the viewer of disturbance records

IEDs 2xx tab (figure 20)

Expand logic for protections

Selection of expanding logic for protections (the Logic menu
item will contain sub-items corresponding to the frames in the
general diagram)

Disable advanced file transfer features via
Modbus

Disable advanced Modbus file transfer features
(used for compatibility with protocol converters)

Create and edit profiles

Create and edit profiles

EKRASMS-SP software package manual
EKRA.00019-01 34 02, Edition 05.2023

21




tons

22

% Settings - O X
Common || 2xx Terminals
Auto connect at startup
Send statistics and bugs to developers
~| Show panel "Information"”
Interface scale,%: 100
Program language: en =
Program oscill viewer:
C:\Program Files (x86)\EKRA\EKRASMS-SP\Waves\Waves.exe
Ok Cancel
Figure 19 — General tab
xR Settings — O x
Gateway || Zxx Terminals
[] unfold logic on protections
Disable extended file transfer functions
Create and edit profiles
Ok Cancel

Figure 20 — IEDs 2xx tab

The Create and edit profiles command (figure 21) allows adding and deleting profiles using but-

) |and | X . Methods for editing the device tree menu are presented in table 6.
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@ Create and edit profiles — O X

[©][ %

Profile 1 Mame: | Profile 2

Profile 2 Menu editing field

e LY ]
FLS (]

-] Current values

Analog inputs

Available menu items

Data sets
] Discrete signals
Logical signals
Digital inputs
Discrete outputs
S5F signals
DSP signals
LEDs
Diagnostic signals 5V
Calculated measurements

ADC values

Ok Cancel

Figure 21 — Create and edit profiles window

Table 6 — Methods for editing the menu field

Icon Description
e Minimize the menu
L . .
o u Maximize the menu
T Move the item up
-l, Move the item down
- Move one level up

The Color theme command (Settings tab) is used to select the program theme. The following
color schemes are available:

— Dark 1;

— Dark 2;

— Light;

— Grey 1,

— Grey 2;

— Blue.

Using the Profile command (Settings tab), it is possible to select a device tree profile that will be

used when Smart Monitor is running.
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1.7.3 Service tab

The Convert to COMTRADE command is used to convert disturbance records from the internal

format to the Comtrade format.

You can use the Error report command to report a bug in the Smart Monitor program or a sugges-

tion for improving Smart Monitor. To do this, it is necessary to fill out the form (figure 22).

& Error report

Your name:

Your e-mail:

Description:

Type:

With this form you can send an error message in the program or proposal to improve

the program. Please fill out the form, then click the submit button.

- O X

Error

~| Attach log

~| Attach system info
~| Attach screenshot

~| Attach project file

Submit

Cancel

Figure 22 — Service tab

The Download log commandallows saving log files maintained by the Smart Monitor program as

an archive in *.zip format.

The Activate service functions command after entering the registration key allows you to access

additional tools (for example, Memory card, File manager, IED logs, etc.).

1.7.4 Help tab

Using the About command you can obtain brief information on this program (figure 23).

24

& About the program

ey

EKRA Research and Production Enterprise Ltd

Smart Monitor 4.0.0.27563

http:/ fwww.ekraru

0K

pd

Figure 23 — About command window
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1.8 Status bar

The status bar (figure 24) is located in the lower part of the main window.

By default, the status bar displays information on the mode. The following operating modes are
provided for the device:

— No connection — mode in which there is no connection to the device;

— Adjustment — mode with extended functionality;

— File — mode when opening a configuration file or opening an offline archive.

Mode: Maintainance

Figure 24 — Status bar

1.9 Function windows

Function windows are the main window’s child windows which are opened when selecting the ele-
ments in the device tree.

Function windows may contain additional panels (pop-up windows), which can be hidden via con-
text menu of windows. They can also be embedded in various parts of the function window (right, left, top,
bottom, etc.) by dragging through the window titles (figure 25). To the right of the title, pop-up windows
have a button n that can be used to minimize the window.

Options for setting the user interface make it possible to arrange program windows and panels in
the most convenient way.

The Drag&Drop technology allows the user to adjust the size of program windows using the mouse.
To perform this operation, move the mouse pointer to the border of the target window until the shape of
the mouse pointer changes to a double-sided arrow. From now on, you can resize by pressing the left
mouse button and moving it in the desired direction. Then release the left mouse button.

Arrangement of windows can be changed using mouse by dragging the window by its title or using

functions of the system menu.
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& Test KP - 10.27.4.105 - Smart Monitor - a x
Main Settings Service Help ~

AW
settings  Color  Profile
theme~  +
h t bl heS Custom vector z | g Export
@ information “/| paseangle Ne Name Primary value Secondary value Relative value Angle,*  Frequenc  Color o
= B Current values ® 1 A 0.0000 A 0.0000 A 0.0000 p.u. 0.0° 50.0 Hz
Analog inputs 2 B 0.0000 A 0.0000 A 0.0000 pu. 0.0° 50.0 Hz
Data sets 3 C 0.0000 A 0.0000 A 0.0000 p.u. 0.0° 50.0 Hz
# |~ Discrete signals 4 A 0.0000 A 0.0000 A 0.0000 p.u. 0.0° 50.0 Hz
Calculated measurements 5 B 0.0000 A 0.0000 A 0.0000 p.u. 0.0° 50.0 Hz
ADC values 6 ¢ 0.0000 A 0.0000 A 0.0000 p.u. 0.0° 50.0 Hz
% I Protections state 7 0.0000V 0.0000 v 0.0000 p.u. 0.0° 50.0 Hz
Logic 3 A 0.0000V 0.0000 V 0.0000 p.u. 0.0° 50.0 Hz - 2700
Flex logic 3 B 0.0000V 0.0000 V 0.0000 p.u. 0.0° 50.0 Hz
et € . 10 ¢ 0.0000V 0.0000 V 0.0000 p.u. 0.0° 50.0 Hz
nstruments 11 0.0000 V 0.0000 v 0.0000 p.u. 0.0° 50.0 Hz
Event recorder 12 0.0000 V 0.0000V 0.0000 p.u. 0.0° 50.0 Hz
Oscillograms 13 A 0.0000 A 0.0000 A 0.0000 p.u.
Switching devices 14 B 0.0000 A 0.0000 A 0.0000 p.u.
File manager 15 C 0.0000 A 0.0000 A 0.0000 p.u.
Terminal documents 16 A 0.0000 A 0.0000 A 0.0000 p.u.
Terminal logs 17 B 0.0000 A 0.0000 A 0.0000 p.u. -
5 = Service menu 18 ¢ 0.0000 A 0.0000 A 0.0000 p.u.
o BS ADC calibration 13 A 0.0000 A 0.0000 A 0.0000 p.u.
20 B 0.0000 A 0.0000 A 0.0000 p.u.
Memeory menitoring
21 ¢ 0.0000 A 0.0000 A 0.0000 p.u.
Network diagnistics 22 A nnnnn a nnnnn & NONON N 1 > ||| Todisplay a c
2 DSP diagnostic 17| @ - Base angle (selected by right-clicking on the line) gt Information | Event log
Mode: Maintainance

Figure 25 — Example of a function window

1.10 Menu panel of the device
The menu window of the device is located in the left part of the program window. The default tree
menu for the ED2 series devices is shown in figures 26, 27. To go to the previous window or one level up,

use buttons |+ | = T | respectively.
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= 7 Current values
Analog inputs
Data sets
=1 1 Discrete signals
Logical signals
Digital inputs
Discrete outputs
SSF signals
DSP signals
LEDs
Diagnostic signals SV
Calculated measurements
ADC values
" Protections state
|
13>
ul>
u2>
=}
du / dt
=If
3I1>BF
FPVN
1d(5)_ldG
Logic
= 27 Instruments
Event recorder
Oscillograms
Switching devices
Terminal documents
= 1 Service menu
= 17 ADC calibration
Coefficients
Zero offsets
Network diagnostics
DSP diagnostic
Hardware configuration
Blocks diagnostic
Tests
Logic testing
Matrix inputs emulation
Logic emulation
Data set testing
LED testing
Relay testing
GOOSE testing
SV testing
= [ Settings
Analog inputs
Digital inputs
Discrete outputs
LEDs
Calculated measurements
Indicated measurements
Switching devices
Calculated measurements parameters
Protection In/Out

Figure 26 — ED2 series device tree menu
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= Protects settings

= Group no
Parameters
Registration and Oscillography
Qutput table
LED table
Matrix of outages

]

+H 13>

+ Ul=

U2

7 =|

* du fdt
H =] f
+ 3I=-BF
* FPVN
H1d(5)_1dG
Differences in setting groups
= Registration and Oscillography
Oscillography parameters
Analog inputs
Logical signals
Digital inputs
Calculated measurements
Matrix outputs
DSP signals
SSF signals
Incoming GOOSE
= System parameters
Terminal options
Setting groups
= Digital communication channels
Communication parameters
Reservation settings
Analog input parameters
Calculated measurements parameters
= 1" Time synchronization
Control
Parameters
SNTP
PTP
= Communication protocols
Control
ModbusRTU
60870-5-103
IEC103Master
ModbusTCP
60870-5-104
= 81850
Parameters
Outgoing GOOSE
Incoming GOOSE
Incoming 5V
Data sets
Report blocks
User data

Administration of management

Figure 27 — ED2 series device tree menu
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The operations will be activated by selecting the corresponding element of the tree.

You can minimize/maximize the tree by clicking the right mouse button on the tree element and
selecting the corresponding command (figure 28) or by double-clicking the left mouse button on the ele-
ment. To open a menu/submenu in a new window, right-click on the element of the tree. Next, a copy of
the application is launched with the installation of the selected menu item.

Expand Submenu
Expand all
Collapse all

Open in new window

Figure 28 — Context menu of the tree

The tree provides the user with the ability to conveniently navigate between program modes. A
single click of the left mouse button on an element opens the element in the current child window.

“Opening a tree element” means opening the content corresponding to the given tree element in a
child window.

The tree elements are divided into two groups:

1) Mode group element, which contains a group of modes and function windows. It is a branch of
the tree.

The purpose of the element is a logical grouping of modes. Each element is visually connected to
the tree through icon # or =, Icon #l stands in front of a minimized group, and = — in front of a maximized
one. Pressing the left mouse button on this icon will cause the corresponding group to minimize/maximize.

Opening this element in a child window is a listing of the contents of the group.

2) Mode element, which represents a specific mode of the program (function window). It is a leaf
of the tree.

The purpose of the element is to activate the required mode of the program. Opening of this ele-

ment is the opening of corresponding function windows.
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3 Description of work with the Smart Monitor program

3.1 User administration

Administration of system users is intended for adding, changing, deleting users and groups, as well
as setting access rights for user groups.
User administration is available only after administrator authentication.

-~

F
The administration center window is opened by users from the main window with button smn on

the toolbar.
The window (figure 29) consists of three tabs:
— Users;
— Groups;
— Rights.

| %% User administration - a x

Groups | | Permissions

O x
Groups
5
B =
3 £ &
admin +
E‘ﬂEiHEEI +
operaton +
Ok Cancel
Figure 29 — User administration window
3.1.1 Users

Operations on user accounts are performed in this tab.
Operations are available via toolbar | €@ > || ./ ~-.
Editing, deleting and changing user password are available only after selecting the corresponding

user from the list.
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Login can consist of the following characters: “A — Z°, “a— 2", “0 — 97, “ . The maximum quantity
of login characters is 16. The password can only consist of characters “0 — 9”. Quantity of password char-

actersis 4 — 16.
A new user is added by pressing button € |. In this case, in the displayed window (figure 30) it is

necessary to enter the data of the new user.

- >

Create a new user

Login: ‘ |

Password:

Ok Cancel

Figure 30 — Create a new user command window

A user is deleted by pressing button | % |. A dialog box will appear to confirm deletion.

The password and the number of active sessions is changed by pressing button | . " . In this

case, in the displayed window (figure 31) it is necessary to enter a new password.

il x

MNew password

Password: | |

Ok Cancel

Figure 31 — New password command window

After entering a new password, it is necessary to enter the quantity of active sessions (figure 32).
The Set number of active sessions command sets a limit on the maximum quantity of parallel sessions

with the device.

& Setting the number of active sessions *

Value: | 1[21

OK Cancel

Figure 32 — Set number of active sessions window
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Entering the password expiration date is shown in figure 33. In this case, in the displayed window,
it is necessary to enter the quantity of days during which the password will be active. Quantity of days:
1) 0 — password never expires;

2) 999 — maximum value.

&% Password expiration ¥

MNumber of days: 16

Ok Cancel

Figure 33 — Password expiration window

3.1.2 Groups

This tab is used to perform operations on groups.
Operations are available via toolbar | € | > .

Editing and deleting a group is available only after selecting the corresponding group from the list.

The name of the group can be edited by clicking the left mouse button on the name.
A new group is added by pressing button | € . In this case it is necessary to enter a name for the

new group in the displayed window (figure 34). Once added, the new group will appear on the Users and

Rights tabs in the Groups column.

& Create a new group x

Marne: ‘ |

0K Cancel

Figure 34 — Create a new group window

A group is deleted by pressing button | X | after excluding all users from the group. A dialog box

will appear to confirm deletion.
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3.1.3 Rights
This tab (figure 35) is designed for assigning permissions and access rights for user groups.

% User adminstration - |} b4

Lisers | Groups [ Permistions

Groups
£ ¢ »
g & &
i 5 8
3%

Analog inputs settings

Enable/disable digital inputs settings (hard logic)
Protects settings

Matrix settings (hard logic)

Matrix settings (flexible logic)

Logic settings (hard logic)

Logic settings (flaxible logic)

Oscilloscope settings

Event recorder settings

Settings breaker wear status

Save settings and software, configuration updates
Communication settings

Smoothing factor settings for calculated values
Analog madules calibration

Discrete blocks settings

synchronization settings

Language settings

Set systemn time

LED test

Output relay test

Goose test

T SV

Automatic testing

Mirnic diagram, manage

ok [ | e | |
R IE NE R R R R R R R R R R

Ok Canceal

Figure 35 — Rights tab

The permission is controlled by setting/clearing the pluses “+” in the cell of the rights table in the

column of the required group.

3.2 Replacement of device configuration and software

Device configuration? and software can be replaced only if you have the corresponding access
rights (see 3.1.3). The device communication port used to work with Smart Monitor must have write per-

mission.

D Configuration file is a file of device software settings that contains a description of the hardware, set
of functions, logic and mimic diagram.
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@ NOTICE

Before replacing the configuration and software, it is necessary to take the device out of

operation or prevent false influence of the device on external circuits!

3.2.1 Replacement of software

3.2.1.1 Start the Smart Monitor program and establish connection with the device.

3.2.1.2 Device software is replaced via menu item E — Update software.... When you
select this item (figure 11) a dialog box (figure 36) is displayed in which you must specify the path to the
core.arh or sh.rtb file, then confirm the selection by clicking the Open button. If the version of the selected

file is incorrect, a corresponding entry will appear in the dialog box.

& Terminal software update *
Select the new terminal software file:
core.arh Select...
shorth Select...
Reset Cancel

Figure 36 — IED software update window

3.2.2 Wait until the file is copied.
3.2.2.1 When copying is completed, an information window is displayed.
3.2.2.2 Restart the device by power supply.

3.2.3 Replacement of configuration

3.2.3.1 Start the Smart Monitor program and establish connection with the device.

3.2.3.2 Device configuration is replaced via menu item E — Update configuration....
When this item is selected, a dialog box (figure 37) is displayed in which you must specify the path to the
xxxx.arh configuration file. The name of the loaded configuration file must match the name of the config-
uration file on the device. If the configuration contains incorrect versions, an error message will be dis-
played.
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& Terminal configuration update >

Select the new terminal configuration files:

testipOd.arh Select...

Reset Cancel

Figure 37 — IED configuration update window

3.2.3.3 Wait until the file is copied.
3.2.3.4 When copying is completed, an information window is displayed (figure 38).

Information *

Files copied to terminal, restart the terminal to apply program

Figure 38 — Information window
3.2.3.5 Restart the device by power supply.

3.3 Display of actual values

3.3.1 Actual values of analog inputs

The Analog inputs window (figure 39), device tree menu Actual values — Analog inputs, is
designed to display the actual values of analog inputs (circuits). The Analog inputs window consists of a
table of measurements of circuit values and an additional window of phasor diagram.

By clicking the right mouse button on the required analog measurement, the base phasor (fig-
ure 39, item 1) is selected in the tab, relative to which current values of the angles of other phasors are
calculated. When you press the left mouse button in the tab, other analog measurements are highlighted
in green (figure 39, item 2). It is possible to decrease or increase the digit capacity of values using buttons

v || G0 (figure 39, item 3).
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Current values / Analog inputs

3 ] ;Eg _'33 Custom vector z | |5 Export
Base angle Nz Name Primary value Secondary value Relative value Angle, * Frequenc | Color

| O 1 A 0.0000 A 0.0000 A 0.0000 p.u. 0.0° 50.0 Hz |
2 B 0.0000 A 0.0000 A 0.0000 p.u. 0.0° 50.0 Hz
3 C 0.0000 A 0.0000 A 1 0.0000 p.u. 0.0° 50.0 Hz
4 A 0.0000 A 0.0000 A 0.0000 p.u. 0.0° 50.0 Hz u
5 B 0.0000 A 0.0000 A 0.0000 p.u. 0.0° 50.0 Hz
7] C 0.0000 A 0.0000 A 0.0000 p.u. 0.0° 50.0 Hz
7 0.0000 V 0.0000 V 0.0000 p.u. 0.0° 50.0 Hz
3 0.0000V 0.0000V 0.0000 p.u. 0.0° 50.0 Hz |
9 0.0000 V 0.0000 V 2 0.0000 p.u. 0.0° 50.0 Hz
10 C 0.0000 V 0.0000V 0.0000 p.u. 0.0° 50.0 Hz
11 0.0000 V 0.0000 V 0.0000 p.u. 0.0° 50.0 Hz
12 0.0000 V 0.0000 VvV 0.0000 p.u. 0.0° 50.0 Hz
13 A 0.0000 A 0.0000 A 0.0000 p.u.
14 B 0.0000 A 0.0000 A 0.0000 p.u.
15 C 0.0000 A 0.0000 A 0.0000 p.u.
16 A 0.0000 A 0.0000 A 0.0000 p.u.
17 B 0.0000 A 0.0000 A 0.0000 p.u.
13 C 0.0000 A 0.0000 A 0.0000 p.u. 4
15 A 0.0000 A 0.0000 A 0.0000 p.u.
20 B 0.0000 A 0.0000 A 0.0000 p.u. -

®' - Base angle (selected by right-clicking on the ling)

Figure 39 — Analog inputs window

Fields of the circuit value measurement table are shown in table 7.

Table 7 — Circuit value measurement table

Name Designation
Base angle Base angle, relative to which the calculation is made for other analog values
No. Sequence number of the circuit
Name Circuit name
Primary value Secondary value of the analog signal multiplied by the transformation ratio
Secondary value Values of current or voltage coming to analog inputs of the device
Relative value Ratio of the actual value of the signal to its circuit rating
Angle, * Phase angle of the analog signal relative to the base phasor, in degrees
Frequency of a signal in Hz:
Frequency — for frequency groups — measured frequency;
— for zero frequency group — allocated frequency
Color Phasor color on the phasor diagram

The phasor diagram is located on the right side of the Analog inputs window. Using button n it
is possible to control location of the open Phasor diagram tab (figure 40) on the page. To display a phasor

on a phasor diagram, you need to set a color for it (figure 39, item 4).
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Vector diagram 4

-

180°

To display a wector, set its color

VWG ETueTnl Information | Event log

Figure 40 — Phasor diagram tab

3.3.2 Actual values of data sets
The Data sets window (figure 41), device tree menu Actual values — Data sets, is designed to

display actual values of the specified data sets.

Current values [ Data sets

Ne  Name Value =
v DT

1 In service 1
v AT

1 A 0.0000 A

2 B 0.0000 A

3 cC 0.0000 A

4 A 0.0000 A

5 B 0.0000 A

+] cC 0.0000 A

7 0.0000 WV

2 A 0.0000 WV

9 B 0.0000V

10 C 0.0000 WV -

Figure 41 — Data sets window
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3.3.3 Actual values of binary signals
3.3.3.1 Logic signals
The Logic signals window (figure 42), device tree menu Actual values — Binary signhals —

Logic signals, is designed to display actual values of logic signals.

Current values / Discrete signals / Logical signals

Ne Name Value Alarm type
1 Start disturb. recorder 0

2 Start rec. from keyboard 0

3 Warning signaling 0

4 Start 0

5 Diagnostics 1

B Failure 0

7 Failure signaling 0

3 Control relay 0

9 Ready 0

10 In service 1

11 Out of service 0

12 Indication 0

13 Reset 0

14 Power on 1

15 Synchronization 0 v

Figure 42 — Logic signals window

The description of parameters of logic signals is given in table 8.

Table 8 — Description of parameters of logic signals

Parameter Description
No. Sequence number of the logic signal
Name Name of the logic signal
Value Current value of the logic signal

Alarm of the logic signal:

— Warning alarm (yellow square);
— Emergency alarm (red square);
— No alarm

Alarm type
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3.3.3.2 Binary inputs
The Binary inputs window (figure 43), device tree menu Actual values — Binary signals —

Binary inputs, is designed to display actual state of binary inputs.

Current values / Discrete signals / Digital inputs

Ne  Name Value

w Hardware discrete inputs

v A-E2 (PU1602) Power and control module

1  Ready 0
2 Work 1
3  Outof work 0
4 Call )
5 Reset 0
v A-E9 (EI2582) Binary inputs module
1 )
2 )
3 0
4 0
5 )
3] )
7 )
2 0]
9 )

Figure 43 — Binary inputs window

3.3.3.3 Binary outputs
The Binary outputs window (figure 44), device tree menu Actual values — Binary signals —
Binary outputs, is designed to display actual state of binary outputs.

Current values / Discrete signals / Discrete outputs

Nz Name Value =
~ Hardware discrete outputs
~ A-E3 (R1630) Binary outputs module
1 . Emergency alarm 0
2 . Warning alarm 0
3 . OpencB 0
4 | OpencCB 0
5 /. Close CB 0
o .| Failure 0
7 . Output 1 0
g /. Output 2 0
9 /. Output 3 0
10 .~ Output 4 0
11 .~ Output5s 0
12 .~ Output 6 0
13 .~ Output? 0
14 . Output 8 0
15 .~ Qutputs 0
16 .~ QOutput 10 0 -
Figure 44 — Binary outputs window
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3.3.3.4 CP signals

The CP signals window (figure 45), device tree menu Actual values — Binary sighals — CP

signals, is designed to display actual state of communication processor signals.

Current values / Discrete signals / SSF signals

Me

LY o R R VR | R SR N B R

R e e e e e
O~ U U R e O

Name

Logic emulation mode
IMOS emulation mode
Program is started

Test indication module

No DSP interrupts

Failed apply user settings
Configuration error

Change settings
Oscillograph slice skipped
Auto test mode

Working with LCD

Working with COM1
Working with COM?2
Working with service port
Working with Ethernet
Time was changed from LCD
Synchronization over COM1
Synchronization over COM2

Value

090 0 = = 0O 00000000022 00

Alarm type

Figure 45 — CP signals window

The description of parameters of CP signals is given in table 9.

Table 9 — Description of parameters of CP signals

Parameter Description

No. Sequence number of the CP signal

Name Name of the CP signal

Value Actual value of the CP signal
Alarm of the CP signal:

Alarm type — Warning alarm (yellow square)i
— Emergency alarm (red square);
— Information (green square)
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3.3.3.5 FP signals
The FP signals window (figure 46), device tree menu item Actual values — Binary sighals —

FP signals, is designed to display actual state of functional processor signals.

Current values [ Discrete signals / DSP signals

Ne Name Value Alarm type
1 Ready 0
2 In service 1 |
3 Out of service 0
4 Indication 0
3 Reset 0
6 Power On +12V 1 |
7 Diagnostics 1 |
2 Failure 0
9 Failure signaling 0
10 HOST warning error 1
11 IRIG-B synchronization error 0
12 External RAM error 0
13 PPS synchronization error/absence 0
14 Configuration error 0
15 Module error 0
16  CPis not responding 0
17  Failed to apply new configuration 0
18  Reading config error 0 -
Figure 46 — FP signals window
The description of parameters of FP signals is given in table 10.
Table 10 — Description of parameters of FP signals
Parameter Description
No. Sequence number of the FP signal
Name Name of the FP signal
Value Value of the FP signal
Alarm of the FP signal:
— Warning alarm (yellow square);
Alarm type — Emergency alarm (red square);
— Information (green square);
— No alarm
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3.3.3.6 LEDs
The LEDs window (figure 47), device tree menu Actual values — Binary signals — LEDs, is

designed to display actual state of device LEDs.

Current values [ Discrete signals f LEDs

Ne Color Fixation Name Value s
v A
1 o + Start disturb. recorder 0
2 @ + Start rec. from keyboard 0
3 . + Warning signaling 0
4 - Start ]
5 z + Diagnostics 1
5] et + Failure 0
7 @ + Failure signaling 0
8 & Control relay 0
] & Ready 0
10 L In service 1
11 [ Out of service 0
12 e Indication 0 =

Figure 47 — LEDs window

The description of parameters of the LEDs window is given in table 11.
Table 11 — Description of parameters of the LEDs window

Parameter Description
No. Sequence number of the LED
Color LED color
Latching Latching of the LED
Name Name of the LED
Value Actual state of the LED
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3.3.3.7 SV diagnostic signals

The SV diagnostic signals window (figure 48), device tree menu Actual values — Binary sig-
nals — SV diagnostic signals, is designed to display diagnostic signals of sampled values module (pro-
tocol of the IEC 61850 standard).

Current values / Discrete signals / Diagnostic signals SV

Name Description Value
v A-E12 D3032
v State of block

b

hhError 0
hhMoSyncPTP 0
v ASDU1_EKRAMUOQ0O1 (Inn)

v  Gateway

replaceStream
noSmpSynch
noValue

O o O O

oldValue
v Inni:
test

good
invalid

[ I o R o R o |

questionable

Figure 48 — SV diagnostic signals window

3.3.4 Calculated values
The Calculated values window (figure 49), device tree menu Actual values — Calculated val-
ues, is designed to display actual calculated values. Calculated values are values added by the user that

are calculated during operation of the device. There are two types of calculated values: analog and logic.

Current values [ Calculated measurements

Ne:  MName Value
1 K1 1 0
2 L11 0
3 CB 0
4 1 1

Figure 49 — Calculated values window
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3.3.5 ADC measurements
The ADC measurements window (figure 50), device tree menu Actual values — ADC measure-
ments, is designed to display actual values of the signals coming to analog to digital converter channels.

The latest version devices use only fine channels (even channel numbers of the corresponding ADC).

Current values / ADC values

Baseangle Ne  Absolutevalue  Angle, ®

v AF11(D2976)

() 1 0.0000 0.0
2 0.0000 0.0
3 0.0000 0.0
4 0.0000 0.0
5 0.0000 0.0
6 0.0000 0.0
7 0.0000 0.0
g 0.0000 0.0
9 0.0000 0.0
10  0.0000 0.0
11  0.0000 0.0
12 0.0000 0.0
13 0.0000 0.0
14  0.0000 0.0
15  0.0000 0.0
16 0.0000 0.0

¥

#® - Base angle (selected by right-clicking on th

Figure 50 — ADC measurements window

The description of parameters of the ADC measurements window is given in table 12.

Table 12 — Description of parameters of the ADC measurements window

Parameter Description
Base angle Base angle
No. Channel number of the corresponding ADC
Absolute value Absolute value of the signal component coming to the corresponding ADC channel
Angle, ° Angle of the signal component coming to the corresponding ADC channel, in degrees
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3.3.6 HF channel measurements

The HF channel measurements window (figure 51), device tree menu Current values — HF

channel measurements, is designed to monitor the states of the HF channel and its own HF transmitter.

The menu available only in devices with teleprotection equipment functionality.

Current values / HF channel measuring

Name Value Unit of measurement
Input sequrity signal level -52.40 dBm

Input command signal level -40.40 dBm

Moise level at 4 kHz bandwidth -43.00 dBm

Stock of sequrity signal level -32.40 dB

Stock of command signal level -20.40 dB

stock of signal/noise -7.40 de

signal/noise level 2.60 de

Voltage on high frequency output 0.02 W

Curent on high frequency output  0.000 A

Figure 51 — HF channel measurements window

The description of parameters of the HF channel measurements window is given in table 13.

Table 13 — Description of parameters of the HF channel measurements window

Parameter

Description

SS level at HF input

Level of the security signal at the HF input

Command signal level at HF input

Estimated level of the command signal at the HF input (determined by the
difference between the set command level and current level of the security
signal)

Noise level in 4 kHz band

Level of noise in the operating 4 kHz band

SS level margin

Estimated margin of the security signal level. Margin is defined as the dif-
ference between the SS level at the HF input and sensitivity of
the HF receiver

Command signal level margin

Estimated margin of the command level. Margin is defined as
the difference between the estimated level of a command signal
at the HF input and sensitivity of the HF receiver

Estimated margin of the SNR level. The margin is defined as the difference

SNR margin between the estimated SNR level and the SNR threshold for blocking
Estimated level of SNR. The SNR level is defined as the difference
SNR level between the estimated level of command signal and noise level in the

4 kHz band

Voltage at HF output

Voltage at the HF output of the IED, measured by the built-in voltage meter

Current at HF output

Current at the HF output of the IED, measured by the built-in current meter

3.3.7 State of measuring elements

The Measuring elements status window (figure 52), device tree menu Actual values — Meas-

uring elements status, is designed to monitor the state of measuring elements. The Measuring elements

status window consists of a table of measurements of circuits, logic, phasor diagram and characteristic
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curve. The availability and the set of measuring elements depends on device configuration. Work with a

phasor diagram is described in 3.3.1.

Current values / Protections state / I>HV

Name Value Rel. value Color . DW?2
w Analog inputs DW1
Ihv auxt A* 0.0000 A, 0.0° 0.0000 p.u. U<LV1_Cper

lhv auxt B 0.0000 A, 0.0° 0.0000 p.u. Uz=Lv1_Oper
Ihv auxt C 0.0000 A, 0.0° 0.0000 p.u.

<

Estimated Values

L2_|>_Fail_U_Lv1
[I>HV] I>HV Ihy aux: AB 0.0000 A, 0.0° 0.0000 p.u. VXNT_Fail U1
[I=HWV] I=HV Thv auxt BC 0.0000 A, 0.0° 0.0000 p.u. o
[I2HV] 1>HV v auxt CA 0.0000 A, 0.0° 0.0000 p.u. Dw3
v Digital inputs U<LVZ_Oper DX1

[I=HV] Resolution in the logic U2>Lv2_Oper

I=HY_Oper
; e E |>HV_Oper_t

~ Discrete outputs

[I=HV] Oper. AB o L4_|=_Fail_ U_Lv2
[I>HV] Oper. BC 0 VXN2_Fail_Un2
[I=HV] Oper. CA 0 o
[I>HV] Oper. 0
w Logical signals
25. I>HV Input 0 VXN3_Superwise_U
26. 1>HV Oper 0
27.1>HV Oper. (t) 0 ~
v Parameters A
[I=HV] Enter 1 + || 100% L

* - base vector v

Graphical characteristic protection: | I=HV ~

Oper (0.3239)
SN
Return{0.3077)
0.0000000 0.0000000 0.0000000
n MN=HV1I>HV leu Teu AR MN=HV1 I>HV lau Tru RC MN=HV1I=HV Ipu 1 |~
Figure 52 — Measuring elements status window
The description of measuring elements status parameters is given in table 14.
Table 14 — Description of measuring elements status parameters
Parameter Description
Name Name of the value
Value Value of the variable
Rel. value Relative value of the variable
Color Phasor color on the phasor diagram
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3.3.8 Logic
The Logic window (figure 53), device tree menu item Actual values — Logic, displays the state

of all logic components in real time. The red color indicates the state of signals corresponding to the logical
“1 !!.

E Main Logic | Settings Service Help

Zoom Zoom 100%  Search
In Out \

Instruments Scale l
B4 Current values / Logic
@
=
By elements || | Full match —_— 2 b4
TR s T Uz . Service signals _ .
——— | - | | | Start disturb. recorder [ Op. A
| | | | | | Start rec. from keyboard =2 Op.B}
l_____l —————————— Warning signaling —xC3 12 oo C
_— P a Pl
= = Start —xC4
(=2 O T Y O T N N I - o - 0. A comp L1 |
| | | | | | Diagnostics x5 P. A Comp |
| | | | | | Failure [ C6 3I-BF Op.Bcomp_ L1 |
____________________ Failure signaling =X C7 Op. € comp L1 |
Cantrol relay |8 -
Ready g u Op. Acomp L2 F
Waming — FPVN_Warning In service = C10 Op. B comp_L2 -
FPVN Signal |— FPVN_Signal Qut of service —*C11 Op. Ccomp_L2
Indicati =12 -
Rr;sl: on . Measuring organs outputs
T T == ]
| !__lJ I I_li[i—l_ﬁ_-l : _3|>BF : Power on *C14 _S.
I I | [ | Synchronization = C15 . S'_
——————————————— LEDs diagnostics —xC16 s
[ 5
4 CHrom1 =3
. . — 5
Wirtual inputs ready Bi1 —|c+ 1 max|— L_15 3 o
V1 X | . —
| Biz —{c. [* min|— L 16 = s
V2 —rom— Access matrix outputs
\ ™ Bi3 —r pl— L_17 |
V3 | |
s
R V4 |
100% [ = -
4 »

Figure 53 — Logic window

The toolbar allows you to scroll the diagram using the Hand tool, zoom and search the logic dia-

gram (figure 53, item 1).

Q

When you click on button ...} asearch field will appear (figure 53, item 2). The search is possible

by the name of elements or by the name of addresses. The search result is highlighted in blue (figure 53,
item 3).

Also, the scale of the logic diagram can be changed using buttons Q Q (figure 53, item 4).
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3.4 Tools

3.4.1 Event recorder
The Event recorder window (figure 54), device tree menu item Tools — Event recorder, is de-

signed to display records of the event recorder.

Instruments / Event recorder

E view ~| Period: | 11/20/2020 12:00 AM = | - | 12/22/2021 11:59 PM | [v] Displayed on the display Groups ~||[{ Export ~
Filter by name:

# Date Time Group State MName Value =
6083 04.08.2021 15:24:01.851 Service signals state Lo Working with Ethernet on

65084 04.08.2021 15:24:01.852 Service signals state Lo Working with service port on

6085 04.08.2021 15:24:45.140 Service signals state < Acl edit on

6086 04.08.2021 15:24:45.939 Service signals state b | Acl edit off

5087 04.08.2021 15:24:46.233 Service signals state L o Acl edit on

65088 04.08.2021 15:24:46.520 Service signals state b | Acl edit off

65089 04.08.2021 15:28:49.850 Service signals state L | Working with LCD off

5090 04.08.2021 15:29:22.321 Service signals state b | Working with service port off

5091 04.08.2021 15:29:22.321 Service signals state b | Working with Ethernet off

6092 04.08.2021 15:29:33.739 Service signals state Lo Working with Ethernet on

6093 04.08.2021 15:29:33.740 Service signals state Lo Working with service port on

5094 04.08.2021 15:30:15.532 Service signals state < Acl edit on

6095 04.08.2021 15:30:16.671 Service signals state b | Acl edit off

6096 04.08.2021 15:30:16.818 Service signals state L Acl edit on

6097 04.08.2021 15:30:17.097 Service signals state | Acl edit off v
Num of events: 3935 Marker: 20.11.2020 00:00:00 Scale: 1px: 00:01:00 sec

Figure 54 — Event recorder window

Parameters of the Event recorder window are shown in table 15.

Table 15 — Parameters of the Event recorder window

Name Description
Display options:
View — Table;
— Diagram,;
— Table and diagram
Period Filtering events by time (issue events for a specified time interval)
Displayed Displayed events
Filtering events by groups. Only those events that belong to the selected
group are displayed:
— All;
— Service FP signals status;
— Logic signals;
Groups — Binary inputs;
— Measuring elements input/output;
— Binary outputs;
— Service CP signals status;
— Calculated values;
— Incoming GOOSE
Export Saving events in Excel or Html format
Filter by name Filtering events by name
No. Number of the event
Date Date of the event
Time Time of the event
Group Group of the event
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Name Description
Status State of the event
Name Name of the event
Value Value of the event

3.4.2 Disturbance records
The Disturbance records window (figure 55), device tree menu item Tools — Disturbance rec-
ords, is designed to work with disturbance records of the device.

Instruments / Oscillograms

File I Size Date/Time

testkp04.a0011 2026878 8/3/2021 8:57:22 AM

MNumber of oscillograms: 1

Figure 55 — Disturbance records window

Parameters of the Disturbance records window are shown in table 16.
Table 16 — Parameters of the Disturbance records window

Column Description
File Name of the generated disturbance record
[ Disturbance record overwrite protection
Size Size of the disturbance record in bytes
Date/Time Date and time of disturbance record generation

A disturbance record can be opened by right-clicking on the file of the required disturbance record
and selecting the corresponding command (figure 56) or by double-clicking the left mouse button on the
file of the required disturbance record. The disturbance record opens in the viewer program, the path to

which was specified in line “Disturbance record viewer” (figure 19).

Comtrade open
Save

Comtrade save

Figure 56 — Context menu of the Disturbance records window

Commands of the context menu of the Disturbance records window are shown in table 17.
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Table 17 — Commands of the context menu

Column Description
Open Open the disturbance record
Open in Comtrade Open the disturbance record in Comtrade format
Save the disturbance record in .a0011 format (internal format that is converted to
Save
Comtrade)
Save as Comtrade Save the disturbance record as Comtrade
FLOC report FLOC report (available if the device has the FLOC function)

3.4.3 Switching devices

The Switching devices window (figure 57) is designed to view the settings of switching devices

and monitor the switching and mechanical service life of SD. The Switching devices window consists of

two parts. The upper part of the window contains brief information about the SD settings, the bottom part

of the window contains information about events of the selected switching device and service life of the

selected SD setting.

Instruments / Switching devices

POSITION ENABLED ON ENABLED OFF
Me Name Type Position signaling Gateway A B C Gatews A B C Gatews A
Switchcontrol 1 Switch  Commen Disabled (01)
2 Switch control 2 Switch Common Undefined (00)
Events Switch control 1 Resource Switch control 1 final
Me Date/Time Phase  State Gateway A B
Start resource, % 0 100 100
Switch off count 0 0 0
Switch co count 0 0 0
Residual resource, % 0 100 100

LOCAL CONTROL

B C Gatewz A B C

100
0
0
100

Figure 57 — Switching devices window

Parameters of the Switching devices window are shown in table 18.

Table 18 — Parameters of the Switching devices window

Parameter Description
No. Number of the switching device
Name Name of the switching device
Type of the switching device:
Type — Circuit breaker;

— Disconnector

Position signaling

Signaling of the position:
— Three-phase;
— Single-phase

Switching device Events

Events belonging to the selected switching device

Switching device Service life
final

Service life belonging to the switching device at the time of the event selected

on the Switching device Events window
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Parameter Description

There are four SD positions (Closed (10), Tripped (01), Undefined (00),
Failure (11))

Position

Enable closing

Displays the state of related signals (Imos) that have been set

Enable tripping for the switching device. If Imos is specified, then “1” or “0” is displayed

Local control

3.4.4 File Manager
The File Manager window (figure 58), device tree menu Tools — File Manager, is designed to
work with the file system. The window consists of two panels. The left panel refers to the file system of the

local disk, the right panel refers to the file system of the IED.

Instruments / File manager

= c:\ File name Type Size Date
] 2530103_257PRD261FPRM

2530103_257PRD261PRM ar 128030 12/26/2022 2:53:54 Ph
+ 257PRD_261PRM.arh_dur - -

2530103_257PRD261PRM arh 129901 12/27/2022 11:36:26 A
+ [ 503PRD_501PRM.arh_dun -
confi - - 2530103_257PRD261PRM.arh(202 bak 108321 11/3/2022 3:56:54 PM
. Doc & 2530103_257PRD261PRM.arh(202 bak 125761 12/5/2022 1:41:06 PM
D load 2530103_257PRD261PRM.arh(202 bak 104599 12/5/2022 1:41:32 PM
+ ownloads
facto 2530103_257PRD261PRM.arh(202 bak 108299 12/5/2022 1:42:24 PM
led d’j'!" 2530103_257PRD261PRM.arh(202 bak 108560 12/5/2022 1:46:24 PM
cd_dis
LO(E P 2530103_257PRD261PRM.arh(202 bak 108525 12/5/2022 1:47:52 PM
2530103_257PRD261PRM.arh(202 bak 108444 12/5/2022 1:48:06 PM
+ nas-ek-20002.ekra.local =
Netlo 2530103_257PRD261PRM.arh(202 bak 108720 12/5/2022 1:50:30 PM
NEWSE\I’ 2530103_257PRD261PRM.arh(202 bak 108734 12/5/2022 1:51:42 PM
5 = Oscill 2530103_257PRD261PRM.arh(202 bak 108702 12/5/2022 1:53:00 PM
SEC LOG 2530103_257PRD261PRM.arh(202 bak 108698 12/6/2022 3:48:46 PM
sna_shots 2530103_257PRD261PRM.arh(202 bak 108736 12/6/2022 4:03:10 PM
S‘."u'ifl:h 2530103_257PRD261PRM.arh(202 bak 107030 12/6/2022 4:08:48 PM
. | 2530103_257PRD261PRM.arh(202 bak 110626 12/6/2022 4:30:08 PM
System Violume Informatio =
. m 2530103_257PRD261PRM.arh(202 bak 106917 12/6/2022 4:38:02 PM
. WeprerverCIient 2530103_257PRD261PRM.arh(202 bak 107001 12/15/2022 1:58:04 Ph
. work 2530103_257PRD261PRM.arh(202 bak 110426 12/16/2022 11:32:42 A
2530103_257PRD261PRM.arh(202 bak 106896 12/20/2022 4:46:58 Ph
F] v || 2530103_257PRD261PRM.arh (202 bak 116547 12/20/2022 4:47:14 PN [+

Figure 58 — File Manager window

Parameters of the File Manager window are shown in table 19.

Table 19 — Parameters of the File Manager window

Column Description
File name Name of the file system element (file, directory)
Type File extension
Size File size in bytes
Date Date and time the file was last modified

Note — The File Manager window is available when you enter the service function activation key.
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3.4.5 Working with IED documents

The IED documents window (figure 59), device tree menu item Tools — IED documents is de-
signed to work with documents that have been loaded into the device by the user. Here you can store
circuit diagrams, function diagrams, setting lists and other files related to the device.

Instruments f Terminal documents

File name Type Size Date

v User documents

testkp.docx docx 37 kB 8/4/2021 4:17:30 PM

Free: 12250kB Busy: 37kB Total: 12287kB

Figure 59 — IED documents window

Parameters of the IED documents window are shown in table 20.

Table 20 — Parameters of the IED documents window

Column Description
File name Name of the file system element (file, directory)
Type File extension
Size File size in bytes
Date Date and time the file was downloaded to the device

The context menu (figure 60) allows you to open, save, load and delete files. The context menu
can be opened by right-clicking on the required file. You can download the required file by double-clicking

the left mouse button on the file.

Open
Save
Download

Delete

Figure 60 — Context menu of the IED documents window

When deleting files, a confirmation request for deletion opens (figure 61). If the answer is yes,

marked files will be deleted from the file system.

Do you really want to delete file testkpO4.arh.zip?
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Figure 61 — Confirmation request for file deletion

3.4.6 IED logs
The IED logs window (figure 62), device tree menu item Tools — IED logs, is designed to view

event records.

Instruments / Terminal logs

sh_log.0 || sh_log.1

i

[25/12/2022 13:47:41] 3anuch KOHGUIYPaLWK/YCTIBOK 3aBEpLWEHa YCNEWHOD, NaPameTREl MPUMMEHEHDL.

[25/12/2022 13:47:41] NpumeHeHue dailna HoBOW KoHdMrypauuu c:\2530103_257PRD261PRM.CZg 3aHOHYEHO YCMNELWHO.
[25/12/2022 13:47:41] ®aiin koHdurypaumn c:\2530103 257PRD261PRM.arh or 25.12.2022 13:47:34, eepcwa: 1.1.0.2
[25/12/2022 13:47:41] KoHg-uma c:\2530103_25?PRD261PRM.czg oT 25.12.2022 13:47:34, sepcwma: 4.5.1.1
[25/12/2022 13:47:41] KoHeL NPUMEHEHKUA KoHDUrypaLMK.

[25/12/2022 13:47:41] Koney, coxXpaHeHuAa ycTaeok ¢ LCD ancnnes

[25/12/2022 13:47:42] CrapT ocunnnorpada.

[25/12/2022 13:47:45] Hayano U3MEHEHUA NaPaMETPOE NOMb30BATENBCHUY JaHHBIX.

[25/12/2022 13:47:45] HameHeHHe napameTpoE NoMb30BATENbCKMX AaHHLIX 3aBEpPLUIEHO.

[25/12/2022 13:47:46] 3arpyzka B DSP daiina nporpammatopa c\modutils.ldr

[25/12/2022 13:47:46] B DSP 3an1cada nporpammHan Hoddurypauma Gnoka ona kondurypupoeanua E10 (33191)
[25/12/2022 13:47:46] KoHdwurypuposaxdue Gnoka E10 (33191) zaseplueHo yonewHo

[25/12/2022 13:47:46] Konvuectso ownbok npu sanmck NK 8 DSP =0

[25/12/2022 13:47:49] Boixoa w3 pexwma modutils

[25/12/2022 13:47:49] CToN PACYETa BLIUMCNAEMBIX M3MEDEHMIA.

[25/12/2022 13:47:49] NlucTuHr 3arpy:«aembix 8 DSP ycTagok co3aaH & gaitn Ust_DSP.st

[25/12/2022 13:47:49] JlncTMHT 3arpy:xaembix & DSP BbI30B0B NPMMMTHEOE co3aaH B @ain ConfPrim.lst

[25/12/2022 13:47:49] 3arpy3ka NapaMeTpoB DUIMUYSCKMX BENHUMH

[25/12/2022 13:47:49] 3arpyzka NapamMeTpOE NPUEASKK QHUINUYECKMX BEAMYMH ANA DnoKos

[25/12/2022 13:47:49] MHWUMaNM3aUMA pETMCTpaTOpa.

[25/12/2022 13:47:49] WHWUMANM3AUMA DETMCTPATOPAE 33BEPLUEHA.

[25/12/2022 13:47:49] MHWUWMaNWM3IaUMA ocuKANOrpada. -

Figure 62 — IED logs window

3.5 Service menu

3.5.1 ADC calibration

To open the Factors and Zero offsets windows, click “Get started”.

3.5.1.1 Factors

The Factors window (figure 63), device tree menu item Service — ADC calibration — Factors,

is designed for setting the values of ADC factors.
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Service menu / ADC calibration / Coefficents

@ (A [H|D 2
Calibration Write Return Export Import Installation Select all
Block: Range:
RANGE 1 RANGE 2 RANGE 3 RANGE 4 RANGE 5 RANGE & =

Mz Name Apply Precise Precise Precise Precise Precise Precise

v Block 1 [A-E10: D2807]
1 =Il{A}-1DC1 0.9229
2 =I2(A})-1DC2 0.9239
3  =I13(A}-1DC3 0.9199
4 =14{A) - 1 DC 4 0.9277
5 =I5(A}-1DC5 0.9180
6 =I6(A)-1DCBE 0.9239
7 =I7(A)-1DC7 0.9252
3 =I8(A})-1DC8 0.9236
9  =I9(A}-1DCS 0.9238
10 =110(mA}-1mA1l 1.0000
11 =111(mA)-1mA2 1.0000
12 =112(mA)-1mA3 1.0000 -

L4

Figure 63 — Factors window

Commands available on the toolbar are shown in table 21.

Table 21 — Toolbar commands

Icon Name

:ﬁ Enable calibration mode
Calibration

; Write the values of ADC factors to the module
Write

W Return previous values of ADC factors

Return

El ﬂ Export values of ADC factors
Export

[ij Import values of ADC factors
Import

=i~

Installation

Set the value of all ADC factors

il
v Check all channels of the current module in the current range
Select all
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3.5.1.2 Zero offsets
The Zero offsets window (figure 64), device tree menu item Service menu — ADC calibration —

Zero offsets, is designed to calculate the zero offset.

Service menu / ADC calibration / Zero offsets

< | ¥ | N H| DO 4l
Calculate Write Return Export Import Reset Select
Nz Name Range 1 Range 2 Range 3 Range 4 Range 5 Range &

~ Block 1 [A-E10: D2807]

# 1 =I1{A}-1DC1 -40 0 0 0 0 0

v 2 =12{A)-1DC2 56 0 0 0 0 0

« |3 =I3(A)-1DC3 -6 0 0 0 0 0

< 4 =l4{A)-1DC4 -105 0 0 0 0 0

“ |5 =IS{A)-1DCS 60 0 0 0 0 0

¥ |6 =I6{A}-1DC 6 -7 0 0 0 0 0

# 7 =I7(A)-1DC7 41 0 0 0 0 0

v | 8 =I8(A)-1DC8 0 o] o] o] o] 0

~# 9 =I9(A)-1DC 9 21 0 0 0 0 0

+ 10 =110{mA)-1mAl O 0 0 0 0 0

+ 11 =111{mA)-1mA2 O 0 0 0 0 0

<+ 12 =112{mA)-1mA3 O 0 0 0 0 0 =

Figure 64 — Zero offset window

Commands available on the toolbar are shown in table 22.

Table 22 — Toolbar commands

Icon Name
\ﬁ Calculate offsets for selected channels for all bands
Calculate
: Write values to the module
Write
N Return previous values
Return
El ﬂ Export values
Export
[U Import values
Import
= Reset the value
Reset
o/
L Check all channels of the current module in the current range
Select all
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3.5.2 Memory card
The Memory card window (figure 65), device tree menu item Service menu — Memory card, is

designed to view the IED memory.

Service menu / Memory monitoring

Address HEX: | g Word Count: 1 " Add

Address DEC: | g Mode: | wordi6 -

Figure 65 — Memory card window

Parameters of the Memory card window are shown in table 23.

Table 23 — Parameters of the Memory card window

Column Description

HEX address

Address of the beginning of the viewed memory area in decimal and hexadecimal form
DEC address

Word count Quantity of words viewed

Memory data display modes:
—Word16 (in the form of words occupying 16 bits in memory);
—Word32 (in the form of words occupying 32 bits in memory);

Mode — Float (as a floating-point number);
— InvFloat (as a floating-point number in inverse form: the low and high bytes
in the word are swapped)

Set Entering a new area in the memory card

Add Creating a new memory area

Note — The Memory card window is available when you enter the service function activation key.

3.5.3 Communication diagnostics

The Communication diagnostics window (figure 66), device tree menu item Service menu —
Communication diagnostics, is designed to view statistics of the operation of the device’s communica-
tion protocols. The window contains a drop-down list of protocol selection and a table of counters. When
the protocol is selected, the program automatically starts polling and displaying information on the screen

with a frequency of 1 s.
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Service menu / Network diagnistics

Protocol: | SNTP v

~ Gateway

Number of servers 4
Active server 0

v Client 1

server address 127.0.0.1
Packets transmitted
Packets received

Time diff, ms

Server process time, ms
Client wait time, ms
Summer time setting
Last sync time

Last received time

~ Client 2

server address 127.0.0.1
Packets transmitted 0
Packets received 0
Time diff, ms 0

[ I o R R e R T

Figure 66 — Communication diagnostics window

3.5.4 FP diagnostics
The FP diagnostics window (figure 67), device tree menu item Service menu — FP diagnostics,

is designed to view parameters of the function processor.

Service menu / DSP diagnostic

Ne  Code section 1 2 3 4 5 6 7
1 Start work cycle 0.686 0.743 0.743 0.743 0.686 0.743 0.743
2 Extracting the data received 75886 75771 75771 (75771 75714 75714 75971
3 Checksum 0.400 0.400 0.400 0.400 0.400 0.400 0.400
4 Formation of the input buffer ouw... | 6.743 6.743 5.743 6.743 6.743 6.743 5.743
5 Frequency algorithm 26.000 | 26.000 | 26.000 | 26.000 | 26.000 | 26.000 | 26.000
& Translation frequency format FP{1) 12971 12971 12971 12971 12971 12971 12971
7 The calculation algorithms of pro... | 68.171 | 68.171 68171 68.114 68171 68.171 63171
8 The calculation algorithms of pro... | 106,114 21771 51429 21714 51429 21771 51429
9 Calculating LOGE, LOGIC, SB_DSP.. 91943 62229 77657 62229 77829 62286 77.829
10 | The calculation of the matrix, the... 368457 36571 36400 36457 36.343 35514 36.343
11  Registrator 22286 22514 22514 | 22629 22571 22686 22571
12 | Handler dicking the "Reset” 2.400 3371 3371 3371 3371 3371 3371
13 | The formation of a buffer for out... | 0.514 0.514 0.514 0.514 0.514 0.514 0.514
14 | Packing data to send 25543  39.257 39.086 | 39.257 39.086 | 39.257 39.086
15 Before writing to the flash (neinf.. | 0.000 0.000 0.000 0.000 0.000 0.000 0.000
16 After writing to the flash (no info... | 0.000 0.000 0.000 0.000 0.000 0.000 0.000
17 | Time remaining until the end of t..  522.171 620.514 575.82% 620514 576.571 &20.514 575.771
18  The balance of time after comple... 521486 554514 554457 554457 555543 554457 554457 |+
4 k
Figure 67 — FP diagnostics window
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3.5.5 Hardware configuration of modules

The Hardware configuration window (figure 68), device tree menu item Service menu — Hard-

ware configuration, allows you to view service parameters of device modules.

Service menu / Hardware configuration

Name Block type  Barcode

Code

A-E1 L2571 12345678910 &

A-E2  PUl602 11111111111
A-E E2822A 0

A-E3  R1630 66666666660
A-E4  R1630 22222222222
A-ES  R1630 33333333333
A-E10  D2807 0

A-E11 D2976 33333333333
A-E12 D3032 0

A-ES  EI2532 535555555555
A-E8  EI2532 59991014763
A-E7  EI2582 59991014762
A-E6  EI2532 59991045688

* - for "0" HC block version
** _for "1" HC block version

W wwwoWwmo RO

*Group/ *Modification/
**block number | **P5 block number

o O O 0O 0O K O KRR OO =
STV R WS I I e TR SR e B W IR O T TS B e TR SR

Bootloader version

Card version HC block version

block, hex
1001
101
0
101
101
101
0

0

0
101
101
101
101

B R R RO RO RP PO

Figure 68 — Hardware configuration window

The description of columns is given in table 24.

Table 24 — Description of columns of the Hardware configuration window

Name Description
Name Name of the module
Type Type of the module
Bar code Bar code of the module
Code Code of the module

Module group/number

Number of the module

Module PL version/number

Number of module packing list

Board version

Version of the board

Module loader version, hex

Version of the module loader

Module HC version

Version of hardware configuration of the module
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3.5.6 Module diagnostics
In the Module diagnostics window (figure 69), device tree menu Service menu — Module diag-
nostics, the health of device modules is displayed.

Service menu / Blocks diagnostic

MName Block type  5State

A-E1 L2571 Warning or emergency the block fault
A-E2  PUle02 Ok

A-E3 | R1630 Ok

A-E4 | R1630 Ok

A-E5 | R1630 Ok

A-E10 D2807 Emergency fault the block
A-E11 D2976 Emergency fault the block
A-E12 D3032 Ok

A-ES  EI2582 Ok

A-EE  EI2582 Ok

A-E7 | EI2582 Ok

A-E6 | EI2582 Ok

Figure 69 — Module diagnostics window

The description of columns is given in table 25.

Table 25 — Description of columns of the Module diagnostics window

Name Description
Name Name of the module
Type Type of the module
Status State of the module
3.6 Tests

3.6.1 Logic testing

The Logic testing window (figure 70), device tree menu Tests — Logic testing, allows you testing
logic elements — time delays. It also allows you to output any logic signal to the test relay.

In order to switch to the test mode, click the Enable button. The “Test mode Enabled” message will

appear.

@ NOTICE

When testing the logic, in order to avoid unwanted shutdown of the primary equipment,

it is recommended to exclude the possibility of influence of output relays on external circuits!
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Tests / Logic testing

Test mode off On

= Logic outputs Parameter Value
+ == Time delays and monostable constants

+ Measuring organs outputs

=1 "= Flex logic outputs Oscilloscope look
Time delays and monostable constants Input signal
Measuring organs outputs Control output

State

Figure 70 — Logic testing window

Description of parameters of the Logic testing window is shown in table 26.

Table 26 — Description of parameters of the Logic testing window

Name Description
Dist. recorder block Disabling disturbance recording during testing
The point of logic is specified from the list, which will be sent to the input of
Input signal the element with a delay, specified in the list “Time delays and monostable
constants”

The “Measuring elements output” is indicated, which will be issued to the
test relay. Or an element with a delay is specified from the list “Time delays
and monostable constants”, from the output of which the signal will be sent
to the test relay

Control output

Status Terminals of the test relay are indicated

3.6.2 Matrix inputs emulation
The Matrix inputs emulation window (figure 71), device tree menu Tests — Matrix inputs emu-
lation, is designed to emulate operation of the matrix and to check the passage of signals through digital

communication channels.

Tests / Matrix inputs emulation

Emulation mode off on Auto mode:

Nz Name Value

Diagnostics
Failure

Control relay
Ready
10 Inservice

5
5]
7  Failure signaling
8
9

11 Out of service

12  Indication

13  Reset

14  Power on

15 Synchronization

16 LEDs diagnostics =

Figure 71 — Matrix inputs emulation window

The description of parameters of the Matrix inputs emulation window is given in table 27.
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Table 27 — Description of parameters of the Matrix inputs emulation window

Parameter Description

Emulation mode disabled Enable /

Emulation mode enabled Disable Enabling/disabling the emulation mode

Reset all Unchecking all the boxes in the Value column
Setallto 1 Checking all the boxes in the Value column
Auto mode Sequential checking of all the boxes of the Value column

The Matrix inputs emulation window allows you to set signals at the matrix input. Signals are
controlled as follows:

1) check the box — set the signal;

2) uncheck the box — release the signal.

Emulated signals in the IED take the value in accordance with those specified in the Smart Monitor

program.

3.6.3 Logic emulation
The Logic emulation window (figure 72), device tree menu item Tests — Logic emulation, is

designed to emulate logic.

Tests / Logic emulation

Emulation mode off on

Name Value

~ Power and control unit
Ready
Work
Out of work
Call
Reset

w Digital inputs

1.1
1.2
1.3
1.4
1.5
1.6
1.7 =

Figure 72 — Logic emulation window

In order to switch to the emulation mode, click the Enable button. In this case, the “Emulation mode
Enabled” message will appear. Signals are controlled as follows:

1) check the box — set the signal;

2) uncheck the box — release the signal.

The emulated signals in the device take the value in accordance with those specified in the Smart

Monitor program.
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3.6.4 Data set testing
The Data set testing window (figure 73), device tree menu item Tests — Data set testing, allows

you to test data sets.

Tests f Data set testing

Emulation mode off ‘ Matrix test Logic test On
- | Auto mode
Ne  MName Value
v DT
1 In service
v AT

Figure 73 — Data set testing window

The description of parameters of the Data set testing window is given in table 28.

Table 28 — Description of parameters of the Data set testing window

Parameter Description

Emulation mode disabled Enable /

Emulation mode enabled Disable Enabling/disabling the emulation mode

Matrix test / Logic test Selection of matrix/logic testing

Reset all Unchecking all the boxes in the Value column

Setallto 1 Checking all the boxes in the Value column

Auto mode Sequential checking of all the boxes of the Value column

3.6.5 LED testing

The LED testing window (figure 74), device tree menu item Tests — LED testing, allows you to
test the LEDs. To switch to the test mode, click the Enable button. The “Test mode Enabled” message will
appear. Signals are controlled in three modes (column, cell, all).

Tested signals in the IED take the value in accordance with those specified in the Smart Monitor

program.
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Tests / LED Testing

Test mode off on Switch mode: | All v

N A B C D E F G

LY R R B = R B N I R

e
(SR =]

-

Figure 74 — LED testing window

3.6.6 Relay testing

@ NOTICE

When issuing test influences on the device relay, it is possible to disconnect the operating equipment!

The Relay testing window (figure 75), device tree menu item Tests — Relay testing, allows you
to test output relays by simulating closed and tripped states. In order to switch to the test mode, click the

Enable button. The “Test mode Enabled” message will appear.

Tests / Relay testing

Test mode off On

Nz MName Value

v A-E3 (R1630) Binary outputs module

1 Emergency alarm

2 |WarnTng alarm
3 |OpencCB

4 OpenCB

5 Close CB
+]
7
a
9

Failure
Output 1
Output 2
Output 3
10 Qutput 4
11 Output s
12 | Qutput 6
13 | OQutput 7
14 Qutput 8
15 Qutput9
16 | Output 10

o 0o 00 00 00 0000008 o0

Figure 75 — Relay testing window

The description of parameters of the Relay testing window is given in table 29.
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Table 29 — Description of parameters of the Relay testing window

Parameter

Description

Emulation mode disabled Enable /
Emulation mode enabled Disable

Enabling/disabling the test mode

Reset all Unchecking all the boxes in the Value column
Setallto 1 Sequential checking of all the boxes in the Value column
3.7 Settings

3.7.1 Analog inputs

The Analog inputs window (figure 76), device tree menu item Settings — Analog inputs, is de-

signed to set the base value, transformation ratio and measurement range of analog inputs of the device.

Settings / Analog inputs

N:  Name

1I1A
I1B
11C
12 A
12B
12C
Uo
UA

L T = < B = R < I

uB

a

Basic value Coeff. tran... Harmonic  Sample = Parameter Value
1 1 v Signal
1 1 Sensor
1 1 Output sensor
Range 4:1n: 1 (0.05..40); Out: 2.4, ~
5 1 Visible
5 1 Reverse current 180°
5 1
100 1
57.74 1
57.74 1

Figure 76 — Analog inputs window

Parameters of the Analog inputs window are shown in table 30.

Table 30 — Parameters of the Analog inputs window

Parameter Description
No. Sequence number of the signal
Name Signal name
Base value Base value of the corresponding electrical quantity
Trans. ratio Transformation ratio of the corresponding electrical quantity
Harmonic Displayed signal harmonic
Number of the sample on which the signal phasor is created
Sample . )
(used to allocate processor time when calculating phasors)
Sensor Name of the sensor

Sensor output

Name of the sensor output of the selected sensor module

Range

Selecting the measurement range of the sensor

Visible

The checked box enables display of analog input measurement on IEDs screen

Revers current 180°

The checked box reverses current by 180°
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3.7.2 Binary inputs

The Binary inputs window (figure 77), device tree menu item Settings — Binary inputs, is de-
signed to specify the settings for binary inputs, and also determines technological time delays for operate
and release.

Settings / Digital inputs

Nz MName Discrete input entered ™ Value on deactivate ™ Invert * Operation DT, ms  Return DT, ms
~ EB (E2872) Binary inputs module

15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15

1  Safetyvalve
Cut-off valve

3 | From Bypass CB protections

4 Reserve (In.2.4)

5  Reserve (In.2.5)

6  Reserve (In.2.6)

7  Oil temperature

g  Oillevel

9  Multiplication circuits power on

10  SAZ "IAAUXT"

11 SA3 "Q1 DISABLE START CBFP Q1"

12 SA4 "2 DISABLE START CBFP Q2"

13  SA7 "Q3 DISABLE"

14 | SAB "Q4 DISABLE"

15  SG inserted

16  Oil level

SIS TS A IS TS TS TS TS T TS TS A TS (A
Th T v O T O h @ O v O O O O O

Figure 77 — Binary inputs window

Parameters of the Binary inputs window are shown in table 31.

Table 31 — Parameters of the Binary inputs window

Parameter Description
No. Number of the binary input
Name Name of the binary input
Binary input Enabled Whether the binary input is enabled or not

Value of the binary input when it is in its disabled position. Available for editing

Value when disabled if there is no checkbox in column Binary input Enabled

Invert When the box is checked, the signal is allowed to be inverted
Operate DT, ms Technological time delay for operate in milliseconds
Return DT, ms Technological time delay for return in milliseconds

3.7.3 Binary outputs
The Binary outputs window (figure 78), device tree menu item Settings — Binary outputs, is
designed to specify the settings for binary outputs, including technological time delays for release, as well

as settings for virtual binary outputs.
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Settings / Discrete outputs

Mz

Name

~ Hardware discrete outputs

~ A-E3 (R1630) Binary outputs module

[E= T v R B = I, R R SR R (N T Y

[y
[=]

~

Emergency alarm
Warning alarm
Open CB

Open CB

Close CB

Failure

Output 1

Output 2

Qutput 3
Output 4

NN N N N N N N N

Fixation ™

Return DT,...

00 o oo o o000

Figure 78 — Binary outputs window

Parameters of the Binary outputs window are shown in table 32.

Table 32 — Parameters of the Binary outputs window

Parameter Description
No. Number of the binary output
Name Name of the binary output
. Checked box indicates that the binary output is latched (if this box is checked,
Latching

to return to its initial position, it is necessary to send the Reset alarm command)

Return DT, ms

Return time delay in milliseconds (this field does not apply to
virtual binary outputs)

3.7.4 LEDs

The LEDs window (figure 79), device tree menu item Settings — LEDSs, is designed for specifying

LED settings.

66

Settings / LEDs

Nz

£
k-
(Y= I <R R = (R ) B U OE I S I )

R e e
ho N s W R e O

Name

Start disturb. recorder
Start rec. from keyboard
Warning signaling
Start

Diagnostics

Failure

Failure signaling
Control relay

Ready

In service

Out of service
Indication

Reset

Power on
Synchronization

LEDs diagnostics

Color

Figure 79 — LEDs window

Fixation ~
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Parameters of the LEDs window are shown in table 33.

Table 33 — Parameters of the LEDs window

Parameter Description
No. Number of the LED
Name Name of the LED
Color Color of the LED (green/red)
. Checked box indicates that the LED is latched (if this box is checked,
Latching S SR
to return to its initial position, it is necessary to send the Reset alarm command)

3.7.5 Calculated values
The Calculated values window (figure 80), device tree menu item Settings — Calculated values,

is designed for viewing and editing the smoothing factor. The smoothing factor is used to smooth out
changes (ripples) in the calculated value when calculating analog values. The factor value is set in the

range of 0.01 to 1.00.

Settings / Calculated measurements

Parameter Value Unit rev.  Description

Update period

Ne  Name Coeff.
5 1A 1
l¥] IB 1
7 IC 1

Figure 80 — Calculated values window

3.7.6 Measurements for indication
The Measurements for indication window (figure 81), device tree menu item Settings — Meas-
urements for indication, is designed to set the parameters for displaying information when the Call ser-

vice signal is triggered.
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Settings [ Indicated measurements
@

= Analog inputs —

Indicated measurements

LA = Analog inputs =
2:11B

Name(rus.) | UL
3:11cC

Name(eng.) | Ul
4112 A eng:)

Measure Absolute magnitude
5:12B
6:12C MName(rus.) | Ul
7:Uo Name(eng.) | Ul
8:UA Measure Nominal magnitude ~
9

:UB

= Name(rus.) | Ul

1:UC

101 Name(eng.) | Ul

12:U2 Measure Primary magnitude ~
13:1DC1 Name(rus.) | Ul

14:1DC2 Name(eng.) | Ul

15:1DC3 Measure | Angle -
16:1DC4

17:10C5 Name(rus.) | Ul

18:10C6 Name(eng.) | Ul

Measure Frequency =

Figure 81 — Measurements for indication window

3.7.7 Switching devices
The Switching devices window (figure 82), device tree menu item Settings — Switching de-

vices, is designed to specify settings for switching devices.

Settings / Switching devices
Local control: none

MNe  Name Type Position signaling ~ Communication inte  Software protocol  Control model Resource calculation type Parameter Value

1 Switchcontrol1 | Switch  Common Ethernet 1 61850 sbo-with-normal-security none v

2 Switch control 2 Ethernet 1 61850 direct-with-normal-security State Off 294:
State On 293:
Local control none
Off circuit 4:V2:
On circuit 312

~ Management permission

Enable Off none
Enable On
7| ID Substitution sign (g.source)
breaker wear W
- The table of switch offs The table of switch ons Start resource calculation
INITIAL NUMBER OF DISCONNECTIONS INITIAL NUMBER OF INCLUSIONS Start: By control signal
Cument, k. Outages numbershort:  Phase A Phase B Phase C Current,k;  Number of switchons ~ Phase A Phase B Phase € Phase Start signal status off  Start signal status on
A none none
B none none
C nang none
- Signaling Current hold time relative to start signals
Degree signaling Phase A Phase B Phase C Parameter Value
Degres 1 ] 0 ] When disconnected, ms 500
Degree 2 o 0 o When turned on, ms 20
Degree 3 ) o0 ) L
Degree 4 o 0 o [~]
Figure 82 — Switching devices window
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Parameters of the Switching devices window are shown in table 34.

Table 34 — Parameters of the Switching devices window

Parameter Description
No. Number of the switching device
Name Name of the switching device
Type Circuit breaker or disconnector
Position signaling Signaling of the position
Communication interface Communication interface
Program protocol Used program protocol
Control model Type of the model for control of the switching device according to IEC 61850

Type of calculation of the remaining life:
Remaining life calculation type | — Mechanical;

— Switching
Parameter Tripped/Closed state Parameter name
Value Setting values of the switching device
Remaining life calculation Calculation of remaining life is carried out by IED software

3.7.8 Calculated value parameters
The Calculated value parameters window (figure 83), device tree menu item Settings — Calcu-

lated value parameters, is designed for viewing and editing parameters of calculated values.

Settings / Calculated measurements parameters

Parameter Setting Group 1 Setting Group 2 Setting Group 3 Setting Group 4 Unit rev.  Description

~ Calculated measurements parameters

Imax 5 A [0..20]

Figure 83 — Calculated value parameters window

Parameters of the Calculated value parameters window are shown in table 35.

Table 35 — Parameters of the Calculated value parameters window

Parameter Description
Parameter Parameters of calculated values
Setting group 1 (2, 3, 4..)) Number of the group of settings
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Parameter Description

Unit Measurement unit

Range Range of parameters

3.7.9 Measuring elements enable/disable
The Measuring elements enable/disable window (figure 84), device tree menu item Settings —
Measuring elements enable/disable, is designed to enable/disable MEs, if it is allowed by the configu-

ration.

Settings / Protection In/Out

Name Enter ™

v

11>

12>

=14 A
w3

13> ¥
W Ul=

Ul= ¥
W U2

uz= ¥

Figure 84 — Measuring elements enable/disable window

3.7.10 Measuring element parameters
3.7.10.1 Parameters
The Parameters window (figures 85, 86), device tree menu item Settings — Measuring element

parameters — Measuring elements? — Parameters, is designed to set measuring element parameters.

Settings / Protects settings / I=HV / Parameters

Settings of protect | Settings of logic elements |
Parameter Setting group 1 Setting group 2 Setting group 3 Unit rev.  Description

~ Parameters I>HV

Enter o
Oper. 1.000 o.e. ~| [0.047..37.049]
Kret. 0.95 [0.5..1]

Figure 85 — Measuring element settings tab

1) Indicated nominally. The availability of protetions depends on device configuration.
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Settings [ Protects settings / Group no / Parameters

Settings of logic elements

Parameter Setting Group 1 Setting Group 2 Setting Group 3 Setting Group 4 Unit rev.  Range
“ Pulse generator
_period 10 s [3.001..27]
_width 3 5 [0.001..9.999
" Program lining
" Pulse shaper
5 [0.001..9999]
Imp_Switch_Cls 1 s [0.001..9599]
Imp_Switch_Opn s [0.001..9599]
Imp_Tech_401 [0.001..9999]
Imp_Tech_400 [0.001..9999]
* Steps counter
_min. Level [1..3]
_Initial stage 3 [1..30]
_max. Level 30 [3..64]
_dead levels numbers
Figure 86 — Logic elements settings tab
The description of columns of the Parameters window is given in table 36.
Table 36 — Description of columns of the Parameters window
Parameter Description
Parameter Parameter of the measuring element
Value Value of the parameter
Unit Measurement unit
Range Range of parameter change
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3.7.10.2 Event and disturbance recording
The Event and disturbance recording window (figure 87), device tree menu item Settings —
Measuring element parameters — Measuring element? — Event and disturbance recording, is de-

signed to set parameters for event and disturbance recording of measuring element signals.

Settings / Protects settings / Group no / Registration and Oscillography

Ne Signal :\;:1:3;“0 Reg. ™ Display ™ Osc. ™ Front start © Recession start ™ Fise. in ACS ™ Warn. signal = Emerg. signal ™
1 Start disturb. recorder

2 Start rec. from keyboard o ¢ - -

3 Warning signaling ¥ v v

4 Start

5 Diagnostics <

6 Failure o v "

7 Failure signaling ¥ ¥ v

g Control relay v

] Ready v < v

10 In service « o N

11 Out of service ¥ v v

12 Indication ¥ v v

13 Reset o

14 Power on o v v

15 Synchronization v

16  LEDs diagnostics -

Figure 87 — Event and disturbance recording window

The description of columns of the Event and disturbance recording window is given in table 37.

Table 37 — Description of columns of the Event and disturbance recording window

Parameter Description

No. Number of the signal

Signal

Name of the signal

Name as per IEC 61850

Signal name according to IEC 61850

Recording of the signal. When the box is checked, this signal is recorded by the

Event rec.

event recorder
Display Displaying events in the event recorder menu on the device display
Disturb. rec. Disturbance recording of the signal

Disturb. rec. edge-trig.
start

Start of the disturbance recorder on signal front

Disturb. rec. fall-trig. start

Start of the disturbance recorder on signal fall

Latch. in PCS

Latching in PCS

Warning alarm

Warning alarm

Emergency alarm

Emergency alarm

D Indicated nominally. The availability of measuring elements depends on device configuration.
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3.7.10.3 Oscillography of calculated parameters
The Oscillography of calculated parameters window (figure 88), device tree menu item
Settings — Measuring element parameters — Measuring element? — Oscillography of calculated

parameters, is designed to set up oscillography of calculated internal measuring element parameters.

Settings / Protects settings / dU / dt / Oscillography of calculated parameters

Number  Mame Unit rev. Osc. ™
w dU f dt >

1 U ")

2 du W

Figure 88 — Oscillography of calculated parameters window

The description of columns of the Oscillography of calculated parameters window is given in
table 38.

Table 38 — Description of columns of the Oscillography of calculated parameters window

Parameter Description
Numder Numder of the parameter
Name Name of the parameter
Unit Unit of the parameter
Disturb. rec. Selection the parameter for disturbance recorder

D Indicated nominally. The availability of measuring elements depends on device configuration.
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3.7.10.4 Outputs table
The Outputs table window (figure 89), device tree menu item Settings — Measuring element

parameters — Measuring element? — Outputs table, is designed to control the table of device outputs.

Settings / Protects settings / Group no / Output table
Active signals

E4

01. Emergency alarm
02. Warning alarm
03. Open CB

04. Open CB

05. Close CB

06. Failure

07. Output 1

08. Output 2

09, Qutput 3

10. Output 4

11. Qutput 5

12, Qutput 6

13, Qutput 7

14, Output 3

15. Qutput 9

16. Output 10

Signal

. Start the oscilloscope

. Start the oscilloscope from t...

Warning

. Warning signaling

. Failure signaling +
. Control relay

. Synchronization

Reset

. Local control

10. Remote control
11. Off

12, Blocked

13. Test/blocked

Figure 89 — Outputs table window

The cell filled with turquoise ‘¥ means that the table has been modified, but has not yet been
written to the device (settings have not been written). This window provides an opportunity for each logic
signal (vertical column on the left) to set the effects on device outputs (upper horizontal line) in accordance
with the matrix of output circuits of the functional diagram of the measuring element set. If several signals

correspond to one output, the influencing signal is determined by the “OR” gate.

D Indicated nominally. The availability of measuring elements depends on device configuration.
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3.7.10.5 LEDs table
The LEDs table window (figure 90), device tree menu item Settings — Measuring element pa-

rameters — Measuring element? — LEDs table, is designed to control the table of device LEDs.

Settings / Protects settings / Group no / LED table
Active signals

#*
#*
#
#*
#*
#
#*
#*
#
#*
#*
#
#*
#*
L
#*
#*
L
#*
#*

02. Start rec. from keyb...

03. Warning signaling

04, Start
16. LEDs diagnostics

07. Failure signaling
08. Control relay
15. Synchronization

05. Diagnostics
06. Failure

09. Ready

10. In service

11. Out of service
12. Indication

13. Reset

14. Power on

7
18. 2
19. 3
20. 4

Signal

+ ||01. Start disturb. record...

. Start disturb. recorder
. Start rec. from keyboard +

. Warning signaling +

Start +

Diagnostics +

Failure +

. Failure signaling -

. Control relay +

. Ready +

10. In service +

11. Out of service +

12. Indication + -

Figure 90 — LEDs table window

The cell filled with turquoise ¥ means that the table has been modified, but has not yet been
written to the device (settings have not been written). This window provides an opportunity for each logic
signal (vertical column on the left) to set the effects on display outputs (upper horizontal line) in accordance
with the alarm matrix of the functional diagram of the measuring element set. If several signals correspond

to one output, the influencing signal is determined by the “OR” gate.

D Indicated nominally. The availability of measuring elements depends on device configuration.
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3.7.10.6 Logic
The Logic window (figure 91), device tree menu item Settings — Measuring element parame-

ters — Measuring element? — Logic, is designed to view the logic diagram.

Settings / Protects settings / I>HV / Logic

U<\V1_Oper — ,
U2>1V1_Oper — Dx2
L2_I>_Fail_U_LV1 —
VXN 1_Fail_Ulv1 |—
U<IWM2_Oper — 1 D1
Uzs LV _| DX4
2>LV2 Oper I=-HV_Oper
_ - |=HV_Oper_t
DX5 1 -
L4_|>_Fail_U_LV2 —

WXN2_Fail_Uhv2 |—

VXN3_Superwise_U

e o —

Figure 91 — Logic window

3.7.10.7 Tripping matrix

The Tripping matrix window (figure 92), device tree menu item Settings — Measuring element
parameters — Measuring element? — Tripping matrix, is designed for editing tripping circuits. The
tripping matrix is a compact form of recording matrices of output circuits and indication. Its operation
principle is to create tripping circuits — groups of output circuits to which the same signal will be applied.
Output circuits may include both relays of output modules and LEDs of indication modules. Such a group-

ing significantly reduces the matrix record.

Y Indicated nominally. The availability of measuring elements depends on device configuration.
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Settings / Protects settings / Group no / Matrix of outages

+ Exit action matrix of outages
B Matrix of outages output is not assigned to relay blocks, displays, virtual blocks or acts on part of the signal blocks
B
@
= O = ||| 0w
= N | Mg N O M~0 R A A || =
=333 >>>=>>>
|| TS DTy A
E E AR A R AN AN A A AR AR A A A A A A4
LT VN VI VI VN VI« VNV~ VI« W - VI« VA VA VI T}
B Tttt
- ll2l2 2 2222222225222
E Matrix inputs SR B EGEENEEEEEEEEE
234,
235.
236. .
] ol

Figure 92 — Tripping matrix window

3.7.10.8 Differences by setting groups
The Differences by setting groups window, device tree menu item Settings — Differences by

setting groups is designed to display parameters that differ in different setting groups.

Settings / Differences in setting groups

Only differant values
Paraim e Yalug Walue Value Vi Unit rew. Desoriprion
* Parsmeters 3[Tamb)>1cr_1
Enter
N1} [0.1..40]
T[1) [-1060..100])
12} [0.1..40)
T[2) [-100..100]
N3] [0.1..40]
T(3) [-100..100]
4] [0.1..40)
Ti4} [-100..100]
5] [0.1..40]
T[3) [-10d0..100]
16} [0.1..40]
TI&} [-100..100]
H7) [0.1..40]
07 [-100..100]
[E:1] [0.1..40)
TIB} [-100..100]
M3l [0.1..40]
T[5) [-10d0.. 1061)
I_nonadpt [0.1..40]
Eret [o.5..1)
K_TS [-40..40]
L0 TS [-20..20]
T_update [0.02..60]
“ Parsmeters M[Tamb)=2cr_1
Enter
1} [0.1_.40)
T} [-100..100]
2] [0.1..40]
T(2) [-100,.100]
i3] [0.1..40]
T(3} [-100..100]
H4aj [0.1..40]
Tia) [-100..100]
1[5) [0.1_.40)
T[5) [-100..100]
16} [0.1..40]

Figure 93 — Differences by setting groups window
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Note — The window is only applicable if multiple setting groups are used in the device.

3.7.11 Event and disturbance recording

3.7.11.1 Disturbance recorder parameters

The Disturbance recorder parameters window (figure 94), device tree menu item Settings —

Event and disturbance recording — Disturbance recorder parameters, is designed to configure the

disturbance recorder parameters.

Settings [ Registration and Oscillography / Oscillography parameters

Parameter

Pre-accident time
Maximum fault time
Time after the accident

Maximum oscillograms duration

Mumber of oscillograms:
Maximum count of oscillograms

Value

Unit rev.  Description

s [0.2..378]
s [0.5..380]
s [0.2..378]

Time before accident + Max accident time + Time after accident
should not exceed this parameter
[1..89]

Figure 94 — Disturbance recorder parameters window

The description of disturbance recorder parameters is given in table 39.

Table 39 — Description of disturbance recorder parameters

Parameter

Description

Pre-fault time

Disturbance recording time before fault in seconds

Maximum fault time

Maximum fault recording time in seconds

Post-fault time

Disturbance recording time after fault in seconds

Maximum dist. record duration

Maximum disturbance recording time in seconds
(calculated depending on the amount of free memory on the device)

Quantity of disturbance recorder

Quantity of disturbance records stored in the device. If the specified value
is exceeded, the disturbance records in the device will be overwritten

Max. quantity of disturbance re-
corder

Maximum quantity of disturbance records that can be stored in the device
(calculated based on the free memory of the device)

3.7.11.2 Analog inputs

The Analog inputs window (figure 95), device tree menu item Settings — Event and disturbance

recording — Analog inputs, is designed to configure recording of analog signals in the disturbance re-

corder.
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Settings / Registration and Oscillography / Analog inputs

N:  Mame Osc. ™ =
1 I1A o
2 1B v
3 11C v
4 124 v
5 12B v
5] 12C ¥
7 Uo "
3 U A v
9 UB v
10 [UC v
11 U1l v
12 U2 o
13 IDC1 v
14 [1DC2 v
15 [IDC3 v -

Figure 95 — Analog inputs window

3.7.11.3 Logic signals
The Logic sighals window (figure 96), device tree menu item Settings — Event and disturbance
recording — Logic signals, is designed for setting the parameters for event and disturbance recording

of logic signals.

Settings / Registration and Oscillography / Logical signals

Ne Signal Reg. ™ Display ~ Osc. ™ Front start ™ Recession start ™
1 Start disturb. recorder

2 Start rec. from keyboard o < Y o

3 Warning signaling <

4 Start

5 Diagnostics v

6 Failure «

7 Failure signaling o o <

8 Control relay <

9 Ready v v v

10 In service o o o

11 Out of service v v v

12 Indication Y ¥ <

13 Reset o

14 Power on o o ~

15  Synchronization o

16 LEDs diagnostics -

Figure 96 — Logic signals window

Parameters of the Logic signals window are shown in table 40.
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Table 40 — Parameters of the Logic signals window

Parameter Description
No. Number of the signal
Signal Name of the signal
Event rec. Event recording of the signal
Display Displaying events in the menu on the device display
Disturb. rec. Disturbance recording of the signal

Disturb. rec. edge-trig. start

Start of the disturbance recorder on signal front

Disturb. rec. fall-trig. start

Start of the disturbance recorder on signal fall

3.7.11.4 Binary inputs

The Binary inputs window (figure 97), device tree menu item Settings — Event and disturbance

recording — Binary inputs, is designed to configure recording of binary input signals in the event re-

corder and display. In this menu item, you can configure recording for binary hardware signals, digital

binary inputs, modules of digital software inputs.

Settings / Registration and Oscillography / Digital inputs

'H

w V1 (VIinput_GOOSE) Software discrete inputs module

[X= o BN (= R | B R 5 T (N

[
[y =

Name Reg. ™ Display

Goose.In.1.1
Goose.In.1.2
Goose.In.1.3
Goose.In.1.4
Goose.n.1.5
Goose.In.1.6
Goose.In.1.7
Goose.n.1.8
Goose.In.1.9
Goose.In.1.10
Goose.n.1.11
Goose.In.1.12 =

Figure 97 — Binary inputs window

Parameters of the Binary inputs window are shown in table 41.

Table 41 — Parameters of the Binary inputs window

Parameter Description
No. Number of the signal
Name Name of the signal
Event rec. Event recording of the signal
Display Displaying events in the event recorder menu on the device display
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3.7.11.5 Calculated values
The Calculated values window (figure 98), device tree menu item Settings — Event and dis-

turbance recording — Calculated values, is designed for setting signal recording in the disturbance

recorder, event recorder and on the display.

Settings / Registration and Oscillography / Calculated measurements

Nz MName Reg. ™ Display ™ Osc. ™
1 K11

2 111

3 CB

4 1

5 1A

6 IB

7 1C

Figure 98 — Calculated values window

The description of columns of the Calculated values window is given in table 42.

Table 42 — Description of columns of the Calculated values window

Parameter Description
No. Number of the signal
Name Name of the signal
Event rec. Event recording of the signal
Display Displaying events in the event recorder menu on the device display
Dist. Disturbance recording of the signal

3.7.11.6 Matrix outputs

The Matrix outputs window (figure 99), device tree menu item Settings — Event and disturb-

ance recording — Matrix outputs, is designed for setting signal recording in the event recorder and on

the display.
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Settings [/ Registration and Oscillography / Matrix outputs

Ne  Mame Reg. ™ Display ™
1 [A-E] Al: Start disturb. recorder

2 [A-E] AZ: Start rec. from keyboard

3 [A-E] A3: Warning signaling

4 [A-E] A4: Start

5  [A-E] AS: Diagnostics

6 [A-E] AB: Failure

7 [A-E] A7: Failure signaling

] [A-E] AB: Control relay

9 [A-E] A9: Ready

10 [A-E] Al10D: In service

11 [A-E] Al1: Qut of service

12  [A-E] A12: Indication

13  [A-E] Al13: Reset

14 [A-E] Al4: Power on

15 [A-E] A15: Synchronization

16 [A-E] AlB: LEDs diagnostics -

Figure 99 — Matrix outputs window

3.7.11.7 FP signals
The FP signals window (figure 100), device tree menu item Settings — Event and disturbance
recording — FP signals, is designed to configure the recording of diagnostic signals of IED's functional

processor in the event recorder and on the display.

Settings / Registration and Oscillography / DSP signals

Ne  Name Reg.™ Display ~
1 Ready o v
2 In service o v
3 Out of service < o
4 Indication v v
5 Reset o >
5] Power On +12V o o
7 Diagnostics o v
g  Failure v ;
9 Failure signaling o v
10 HOST warning error o e
11 IRIG-B synchronization error v v
12  External RAM error v v
13 PU warning >
14  PPS synchronization error/absence v v
15 Configuration error o v -
4 *
Figure 100 — FP signals window
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3.7.11.8 CP signals
The CP signals window (figure 101), device tree menu item Settings — Event and disturbance
recording — CP signals, is designed to configure recording of communication processor signals in the

event recorder and on the display.

Settings [ Registration and Oscillography / 55F signals

Ne  Mame Reg. ™ Display ™
1  Working with COM1 o o
2 | Working with COM2 o v
3 Working with Ethernet o o
4 Synchronization over COM1 v v
5 Synchronization over COM2 v v
&  Synchronization over Ethernet w o
7  Synchronization over Modbus/RTU o v
] Synchronization over Modbus/TCP v >
9 Synchronization over IEC103 v v
10  Synchronization over IEC104 v v
11 Ethernet storm w o
12 | Receiver start v >

Figure 101 — CP signals window

3.7.11.9 Incoming GOOSE
The Incoming GOOSE window (figure 102), device tree menu item Settings — Event and dis-
turbance recording — Incoming GOOSE, is designed to set signal recording in the event recorder and

on the display.

Settings / Registration and Oscillography / Incoming GOOSE

Nz  MName Reg. ™ Display ™

1 GOO5EL_1 >

Figure 102 — Incoming GOOSE window

3.7.12 System parameters
3.7.12.1 Parameters of IED
The IED parameters window (figure 103), device tree menu item Settings — System parame-

ters — IED parameters, is designed for viewing and editing general parameters of the device.
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Settings / System parameters / Terminal options

Parameter Value Unit rev.  Description
Testing

Test relay
Memory

CF card size
Display

Language Russian v

Lcd Backlight timeout 10 min. v

Login Timeout 10 min. v

Default menu item "Main menu" v

Working frequency

Frequency of DSP working cycle
Logic Frequency

Oscillography frequency

Base frequency

Delivery parameters

Object name

Terminal functional code

Discrete input processing time compensation

Enable time correction

When going to 1 [-50..50]
When going to 0 [-50..50]
Display mode analog values in terminal

Display values Secondary b

Figure 103 — IED parameters window

Parameters of the IED parameters window are shown in table 43.

Table 43 — Parameters of the IED parameters window

Parameter Description
Testin It sets a test relay for automated testing. In the drop-down list, it is necessary to se-
9 lect a relay module, after selecting the module, specify the desired circuit
This section displays the size of the memory card installed in the device, in mega-
Memory bytes
Display This section sets the localization language and the time until the access password is

reset, as well as the window that is displayed by default on the device display

Operation frequency

This parameter specifies the frequency of the device's functional processor cycle.
Possible parameter values:

— 1,000 Hz;

— 1,200 Hz;

— 2,000 Hz.

The value of 1,000 Hz is set in case of using the Sample Value reception report
block according to the IEC 61850-9-2LE protocol, as well as in control IEDs.

The value 2,000 Hz is set for the functional purpose "Communication device".

In all other cases, the value is set to 1,200 Hz.

For parameter of Disturbance recording frequency availoble regular and double fre-
guencies.

Rated circuit frequency — 50/60 Hz

Supply parameters

In the Object name field, select the station/substation to which the device will be
supplied. The IED functionality code field identifies the device by its functions
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Parameter Description

The function is designed for recording the time of change in the state of binary in-
puts at the moment of arrival at device terminals. When the event is saved to the re-
corder, the time of change in the state of binary inputs is corrected, then the CP, ac-
cording to the IEC 61850 standard, transmits the state change event of binary inputs
using timestamps from the event recorder

In the field Enable time correction compensation of processing time of binary inputs
is enabled.

The On switch to 1 field specifies the time in milliseconds that will be

compensated upon switching from logical 0 to 1

The On switch to O field specifies the time in milliseconds that will be

compensated upon switching from logical 1 to 0

Mode of display of analog values:

— Primary;

— Secondary

Binary input process time
compensation

Analog value display in
IED

3.7.12.2 Setting groups
The Setting groups window (figure 104), device tree menu item Settings — System parame-
ters — Setting groups, is designed for viewing parameters of setting groups.

Settings / System parameters / Setting groups

Parameter Value Unit rev.  Description

Number of setting groups

Active setfings group

Setting group switch source

Common matrix of outages

Password request when switching through ESC

Nz MName Activating signal

1 Setting Group 1 Shift+s1

2 Setting Group 2 Shift+52

3 Setting Group 3 Shift+s3

4 Setting Group 4 Shift+s4 -

Figure 104 — Setting groups window

Parameters of the Setting groups window are shown in table 44.

Table 44 — Parameters of the Setting groups window

Parameter Description
Quantity of setting groups Quantity of setting groups specified in the device
Active setting group by default Active setting group from the assigned quantity of setting groups
Setting group switching source Switching sources

Common tripping matrices for all

setting groups Flag at which the tripping matrix is common for all setting groups

Password request when switch- Flag, at which a password is requested when switching a group of settings
ing setting group via ES with electronic switch
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Parameter Description

No. Number of the setting group
Name Name of the setting group
Activation signal Signal of activation of the setting group

3.7.13 Digital communication channels

3.7.13.1 Communication parameters

The Communication parameters window (figure 105), device tree menu item Settings — Digital
communication channels — Communication parameters, is designed for viewing and editing commu-

nication parameters of the device.

Settings / Digital communication channels / Communication parameters

Parameter Value Unit rev.  Description
w Ethernet 1

IP-address: 10.27.4.105

Mask 255.255.255.0

Gateway address 10.27.4.106

Service functions

w Ethernet 0 (service port)

IP-address: 172.16.99.166
Mask 255.255.0.0
Gateway address 172.16.33.1

Service functions
w TCP/IP Settings

Test period, s 15 s [1..86400]
Delay betwean packets, s 3 s [1..900]
Pakets sending time, s 15 5 [1..5000]
The maximum time between TCP request and response, ms 60000 ms [2..600000]
The minimum time between TCP request and response, ms 6000 ms [1..60000]
Retransmission time of the TCP requests, ms 180000 ms [1..1800000]

Figure 105 — Communication parameters window

Parameters of the System parameters window are shown in table 45.

Table 45 — Parameters of the System parameters window

Parameter Description
Parameter Setting parameter
Value Parameter value
Unit Measurement unit
Description Description of parameter change
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3.7.13.2 Redundancy parameters
The Redundancy parameters window (figure 106), device tree menu item Settings — Digital
communication channels — Redundancy parameters, is designed for viewing and editing parameters

of communication channels’ redundancy.

Settings / Digital communication channels / Reservation settings

Parameter Value Unit rew.  Description

~ MNetwork params

Adddress 192.168.1.1

Mask 255.255.255.0

Gatewey 152.168.1.1

Management VLAN 1 [1..4042]

~ Redundancy

Metwork redundancy protocol linkbackup v

Figure 106 — Redundancy parameters window
Parameters of the Redundancy parameters window are shown in table 46.

Table 46 — Parameters of the Redundancy parameters window

Parameter Description
Parameter Parameter of redundancy protocol
Value Parameter value
Unit Measurement unit
Description Description of parameters

3.7.13.3 Analog input parameters
The Analog input parameters window (figure 107), device tree menu item Settings — Digital
communication channels — Analog input parameters, is designed for viewing and editing the param-

eters of analog inputs.

Settings / Digital communication channels / Analog input parameters

% Ere::st;::giue Deadband Range limits =
Alarm and . } Low B
Ne MName Value Step Value Step confidence Maximum High top Top Bottom bottom Minimum
thresholds
1A a 0.04 A
2 I1B 4 0.04 A
3 11C 4 0.04 A
4 12A 4 0.2 A
5 I12B 4 0.2A
6 12C 4 0.2 A
7 Uo 0.264 0.264V
g uA 0.4572 0.264
9 UB 0.4572 0.264 Vv
10 'UC 0.4572 0.264 V
11 Ul 0.264 0.264 V
12 U2 0.264 0.264 vV
13 1DC1 4 0.04 A
14 IDC2 4 0.04 A
15 IDC3 4 0.04 A -
: 13

Figure 107 — Analog input parameters window
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Parameters of the Analog input parameters window are shown in table 47.

Table 47 — Parameters of the Analog input parameters window

Parameter

Description

No.

Number of the analog input

Name

Name of the analog input

Deadband, % of base value

Deadband, percentage of nominal and absolute value

Deadband
Value Value of the deadband
Step Step of changing the corresponding value

Alarm and validity thresholds

Threshold values of alarm and validity

If the analog value is greater than the setting, the range value becomes

Maximum high-high and the quality — questionable
Uppermost If the analog value is greater than the setting, the range value becomes
PP high-high and the quality — good
Upper If the analog value is greater than the setting, the range value becomes
PP high-high and the quality — good
If the analog value is greater than the setting, the range value becomes
Lower X
normal and the quality — good
If the analog value is greater than the setting, the range value becomes
Lowermost .
low and the quality — good
Minimum If the analog value is less than the setting, the range value becomes

low-low and the quality — questionable

3.7.13.4 Calculated value parameters

The Calculated value parameters window (figure 108), device tree menu item Settings — Digital

communication channels — Calculated value parameters, is designed for viewing and editing param-

eters of calculated values.

Settings / Digital communication channels / Calculated measurements parameters

Ne  Name Osc. ™ Smoothing coeff.
5 1A 1
§] 1B 1
7 I1C 1

Max. value Deadband, % Deadband Use thresholds = Maximum Hightop Top
3.402823E4+38 0.1 3.402823E+35
3.402823E+38 0.1 3.402823E+35
3.402823E+38 0.1 3.402823E+35

Figure 108 — Calculated value parameters window
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Parameters of the Calculated value parameters window are shown in table 48.

Table 48 — Parameters of the Calculated value parameters window

Parameter Description
No. Number of the calculated value
Name Name of the calculated value
Dist. Disturbance recording

Smoothing factor

Used to smooth out changes (ripples) in the calculated value when calculating analog
values. The factor value is set in the range of 0.01 to 1.00.

Calculation of X value with account for smoothing ratio is calculated by the formula
X = Xprev + kAX,

where

Xprev — previous value;

k — smoothing factor;

AX — increment calculated as a difference between the current and previous values:
AX = Xcurr— XPREV

The value of 0.1 means that the current value will change by 10 % of the difference
between the new value and the previous value.

The value of 0 is an invalid value, no smoothing.

The smoothing factor is set for each calculated value.

Maximum value

Maximum calculated value is specified.

Deadband, %

Specifies an integer from 0 to 100,000. One unit corresponds to 0.001 % of
“Max. value”

Deadband

Real value that determines the signal change limit, above which a report on the
change in the signal value will be sent. It is equal to the product of parameter
“Deadband, % of max. value” of the sensor input to the value of 0.00001

Use thresholds

Use threshold values of alarm and validity

If the calculated value is greater than the setting, the range value becomes high-high

Maximum ; )

and the quality — questionable

If the calculated value is greater than the setting, the range value becomes high-high
Uppermost .

and the quality — good
Upper If the calculated value is greater than the setting, the range value becomes high and

PP the quality — good

If the calculated value is greater than the setting, the range value becomes normal
Lower .

and the quality — good

If the calculated value is greater than the setting, the range value becomes low and
Lowermost .

the quality — good
Minimum If the calculated value is less than the setting, the range value becomes low-low and

the quality — questionable

3.7.13.5 Time synchronization
3.7.13.5.1 Control
The Control window (figure 109), device tree menu item Settings — Digital communication

channels — Time synchronization — Control, allows you to add or remove time synchronization proto-

cols using buttons | €3 ~ |, > | respectively.
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Settings / Digital communication channels / Time synchronization / Control

SNTP
PTP

3.7.13.5.2 Parameters
The Parameters window (figure 110), device tree menu item Settings — Digital communication

Figure 109 — Control window

channels — Time synchronization — Parameters, is designed to configure software and hardware time

synchronization parameters.

Settings / Digital communication channels / Time synchronization / Parameters

Parameter

Value Unitrev.  Description

~ Software time synchronization

Interface Ethernet 1 v
Protocol ModbusTCP -
Correction 0 haour [-24..24]

Automatic season time

~ Hardware synchronization (PPS)

Synchronization is enabled

Clock period 1 | s

Controlled signal change front v

Minimum pulse width 15 ms [15..250]
The calibration value 0 ms [0..250]
Synchronizing pulse period tolerance 25 ms [1..50]

Synchronization source

~ Hardware time synchronization (IRIG-B)

Synchronization is enabled

Standard

IRIG-B v

Modification BOO7 v
Synchronization source

Figure 110 — Parameters window

Software synchronization

Parameters of software synchronization are shown in table 49.

Table 49 — Software time synchronization

Parameter Description
Interface Selection of interface for software synchronization
Protocol Protocol for selected interface
Correction Correction of time synchronization in hours
Qgggrs;;gggliylight saving time Checked box indicates automatic switch to summer/winter time

PPS hardware synchronization
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Parameters of PPS hardware synchronization are shown in table 50.

Table 50 — PPS hardware synchronization

Parameter Description
Synchronization enabled Enable use of PPS hardware synchronization
Synchropulse period Selection of synchropulse period in seconds

Selection of transition to fall or front (parameter determines when time syn-

Registred transition S
chronization occurs)

Selection of minimum duration of the pulse (for protection from interference

Minimum pulse duration L
P and bounce) in milliseconds

Calibration value Selection of calibration value in milliseconds

Permissible deviation of synchro-

oulse period Selection of permissible deviation of synchropulse period in milliseconds

Synchronization source PPS time synchronization source

IRIG-B hardware synchronization

Parameters of IRIG-B hardware synchronization are shown in table 51.

Table 51 — IRIG-B hardware synchronization

Parameter Description
Synchronization enabled Enable use of IRIG-B hardware synchronization
Standard Synchronization standard
Version Version of the IRIG-B standard. BOO3 or BOO7 available for selection
Synchronization source Selection of IRIG-B time synchronization source
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3.7.13.5.3 SNTP

The SNTP window (figure 111), device tree menu item Settings — Digital communication chan-

nels — Time synchronization — SNTP, is designed to configure parameters of the SNTP protocol.

Settings / Digital communication channels / Time synchronization / SNTP

-

Parameter Value Unit rev.  Description

~ SNTP

Protocol name

Protocol enabled v
Server selecting On priorities -
v Server 1
Activated «
Priority Very Low v
Server IP 127.0.0.1
Server port 122 [0..65535]
Synchronizing period, 5 64 5 [1..4096]
Answer wait time, s 2 s [1..60]
~ Server 2
Activated
Priority Very Low =
Server P 127.0.0.1
Server port 123 [0..65535]
Synchronizing period, s 64 s [1..4096]
Answer wait time, s 2 s [1..60] -

Figure 111 — SNTP window

Parameters of the SNTP protocol are shown in table 52.

Table 52 — Parameters of the SNTP protocol

Parameter

Description

Protocol name

Name of the protocol

Protocol enabled

Enabling data transmission via protocol

Select server

— By priority (user additionally sets a priority value for each server. If the set pri-
orities are the same , the first one declared in the device configuration is consid-
ered the main one);

— Automatically (server is selected by position in the server hierarchy. The most
accurate server is at the top level of the hierarchy. When located at the same
level of the hierarchy, the first one declared in the device configuration is consid-
ered the main one)

Server 1 (2, 3, 4)

Enabled Box checked — server 1 (2, 3, 4) is enabled for time synchronization
It sets the priority level of the server when synchronizing time, if Select server is
By priority:

. — Very low;

Priority — Low:
— High;
— Very high

Server IP Address of the server with which the time is synchronized
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Parameter

Description

Server port

Port on the server through which the time is synchronized
(123 standard port for SNTP)

Synchronization period, s

Time interval (value must be in the range of 1 to 4,096 s) after which synchroni-
zation is repeated

Response wait time, s

Time to wait for a response from the server (value must be in the range of
1to 605s)

3.7.13.5.4 PTP

The PTP window (figure 112), device tree menu item Settings — Digital communication chan-

nels — Time synchronization — PTP, is designed to configure parameters of the PTP protocol.

Settings / Digital communication channels / Time synchronization / PTP

Parameter Value Unitrev.  Description
v PTP

Protocol name

Protocol enabled "

Synchronizing period (sec) 60 [2..3600]

Clock type Boundary v

Management via PTP

Sync lower bound (1..999999999 nanoseconds) 30 [1..999999999]
Sync upper bound (1..999999995 nanoseconds) 5000 [1..9959595959]
(Boundary) domain 0..255 0 [0..255]
(Boundary) priorityl 0..255 128 [0..255]
(Boundary) priority2 0..255 128 [0..255]
(Boundary) utc offset -32768..32768 seconds 0 [-32768..32767]
(Boundary) utc offset is valid

(Transparent) delay mechanism ele v

(Transparent) is multi domain

(Transparent) network protocol ieee802.3 v

(Transparent) primary domain 0..235 0 [0..253]
(Transparent) is sync local clock 4

(Transparent) vian 2 [2..4095]
(Transparent) vlan-priority 1..7 4 [1..7]

Figure 112 — PTP window

Parameters of the PTP protocol are shown in table 53.

Table 53 — Parameters of the PTP protocol

Parameter

Description

Protocol name

Name of the protocol

Protocol enabled

Checkbox means that the protocol is enabled

Synchronization period, s

Time interval in seconds after which synchronization is repeated

Clock type

It sets the synchronization algorithm (Boundary, Transparent)

Management via PTP

Enabling/disabling the PTP control

Sync lower bound

Minimum time difference between local clock and reference time source in
nanoseconds
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Parameter

Description

Sync upper bound

Maximum time difference between local clock and reference time source in
nanoseconds

(Boundary) domain

Linking a device to a specific PTP domain

(Boundary) priorityl

Specifies the priority for port 1

(Boundary) priority2

Specifies the priority for port 2

(Boundary) utc offset

Difference between PTP and UTC timeline in seconds

(Boundary) utc offset is valid

Offset of timeline

(Transparent) delay mechanism

Measurement algorithm of delay in the device transmitted in PTP
messages

(Transparent) is multi domain

Operation of PTP synchronization independent from the domain

(Transparent) network protocol

Network protocol through which synchronization messages are transmitted

(Transparent) primary domain

Linking a device to a PTP domain

(Transparent) is sync local clock

Synchronization of local clock

(Transparent) vlan

Operation of PTP in a specified virtual network (VLAN ID), virtual network
No

(Transparent) vlan-priority

Priority with which the device transmits messages of PTP synchronization
related to this VLAN ID

Note — The availability of the PTP protocol depends on the device type.

3.7.13.6 Communication protocols

3.7.13.6.1 Control

The Control window, device tree menu item Settings — Digital communication channels —

Communication protocols — Control, is designed for adding, deleting and configuring protocols. Add-

ing, deleting is carried out using buttons € -, > | respectively (figure 113).

Settings / Digital communication channels / Communication protocols / Control

Q v

ModbusRTU

61850

60870-5-103
IEC103Master
ModbusTCP
60870-5-104
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Figure 113 — Control window
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General parameters of protocols are shown in table 54.

Table 54 — General parameters of protocols

Name Description
61850 (IEC 61850), ModbusTCP, ModbusRTU*, 60870-5-103*
Protocol name (IEC 60870-5-103), 60870-5-104* (IEC 60870-5-104), IEC103Master
(IEC 60870-5-103)
Protocol enabled Indicator of using the protocol in the configuration

* The common parameter is only the Protocol name.

Note — The list of communication protocols may differ depending on the device type.
3.7.13.6.2 Parameters of the IEC 60870-5-103 protocol (figure 114)

Settings / Digital communication channels / Communication protocols / 60870-5-103

Parameter Value Unit rev.  Description

~ G0870-5-103

Protocol name

Transmit type Periodic & Sporadic -

Delay analogs (sec) 300 [1..900]
Measurand data type Float{asdu 4) -

Analog data Analog values v

Binary data Logic valuas v

Logic values base address 257 [1..85535]
Binary outputs base address 1281 [1..65535]
Analog values base address 2561 [1..65535]
Calc. values base address 3073 [1..85535]
Skip INF zeros

Figure 114 — Parameters of the IEC 60870-5-103 protocol

The description of parameters of the IEC 60870-5-103 protocol is given in table 55.

Table 55 — Description of parameters of the IEC 60870-5-103 protocol

Parameter Description

Protocol name Name of the protocol

It sets the type of analog signal transmission:

— Cyclic (after a specified time interval);

— Sporadic (when signal changes);

— Cyclic & sporadic (after a specified time interval and when the signal
changes);

— Disabled (information is not transmitted)

Measurement transmission type

Measurement transmission period, s | Time setting delay in seconds when transmitting measurements

Format of measurements:
Measurement data type — Floating point (asdu 4);
— Fixed point (asdu 9)

Analog data Analog values / Calculated values / Protection phasors

Binary data Logic signals / Binary outputs

Base address of logic signals Decimal value which sets the base address of logic signals

Base address of binary outputs Decimal value which sets the base address of binary outputs
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Parameter Description

Base address of analog values Decimal value which sets the base address of analog values

Basic address of calculated values Decimal value which sets the base address of calculated values

When the value of the address parameter for the IEC 60870-5-103
protocol is set, fieldless INF = 0 is generated

Omit zeros in INF field

3.7.13.6.3 Parameters of the IEC 60870-5-104 protocol (figure 115).

Settings / Digital communication channels / Communication protocols / 60870-5-104

Parameter Value Unitrev.  Description

~ 60870-5-104

Protocol name
Protocol enabled

Clients number [1..10]
Transmit type Periodic & Sporadic -~

Client timeout (sec) a0 [1..120]
Measurand data type Float v

Measurand cycle (sac) 600 [1..500]
Binary data Logic values v

Analog data Analog values v

Logic values base address 257 [1..16777215]
Binary outputs base address 1025 [1..16777215]
Analog values base address 2560 [1..16777215]
Calc. values base address 3072 [1..16777215]
Protect vectors base address 3328 [1..16777215]

Transfer mode

ASDU address size

Cause of transmission size
Info object address size

k Max APDUs without ACK 12 [1..32767]
w Latest ACK after recw. w APDUs 3 [1..32767]
Address ASDU 1 [1..247]

Figure 115 — Parameters of the IEC 60870-5-104 protocol

The description of additional parameters of the IEC 60870-5-104 protocol is given in table 56.

Table 56 — Description of parameters of the IEC 60870-5-104 protocol

Parameter Description
Protocol name Name of the protocol
Protocol enabled Indicator of using the protocol in the configuration

Maximum possible quantity of clients (value must be in the range of 1 to 10)

Quantity of clients simultaneously connected to the device using the IEC 60870--104 protocol
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Parameter

Description

Measurement transmission
type

It sets the type of analog signal transmission:

— Cyclic (after a specified time interval);

— Sporadic (when signal changes);

— Cyclic & sporadic (after a specified time interval and when the signal
changes);

— Disabled (information is not transmitted)

Client time-out, s

Time interval in seconds (value must be in the range of 1 to 120 s) after which it
is considered that there is no connection with the client if no data was received
from the client

Measurement data type

It sets the data type of analog signals:
— Normalized;

— Scalable;

— Floating point

Sending period, s

Time interval in seconds (value must be in the range of 1 to 900 s) during which
the transmission of cyclic measurements is repeated

Analog data*

Analog values / Calculated values / Protection phasors

Binary data*

Logic signals / Binary outputs

Base address of logic signals

Base address of logic signals (value must be in the range of 1 to 16,777,215)
according to IEC 60870-5-104 protocol. It is not recommended to change the
value without agreement with the developers of device software. Default value is
257

Base address of binary out-
puts

Base address of binary signals (value must be in the range of 1 to 16,777,215)
according to IEC 60870-5-104 protocol. It is not recommended to change the
value without agreement with the developers of device software. Default value
is 1,281

Base address of analog val-
ues

Base address of analog measurements (value must be in the range of 1 to
16,777,215) according to IEC 60870-5-104 protocol. It is not recommended to
change the value without agreement with the developers of device software.
Default value is 2,561

Basic address of calculated
values

Base address of calculated values (value must be in the range of 1 to
16,777,215) according to IEC 60870-5-104 protocol. It is not recommended to
change the value without agreement with the developers of device software.
Default value is 3,073

Base address of protection
phasors

Base address of protection phasors (value must be in the range of 1 to
16,777,215) according to IEC 60870-5-104 protocol. It is not recommended to
change the value without agreement with the developers of device software.
Default value is 3,329

Transmission mode

Protocol operation mode. By default — Balanced

dress

ASDU address size By default — 2
Size of transmission reason By default — 2
field

Size of information object ad- By default — 3

k Max. quantity of APDU with-
out acknowledgment

Value of k indicates the maximum quantity of consecutively numbered Format |
APDUs that can be transmitted without acknowledgment

W Sending an ACK after re-
ceiving w APDU

W value is the quantity of APDUs read before an ACK should be sent

ASDU address

By default — 1 ((value must be in the range of 1 to 247)

* |t is permitted to select multiple items.
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3.7.13.6.4 IEC 61850 protocol
1) Parameters of the IEC 61850 protocol (figure 116).

Settings / Digital communication channels / Communication protocols / 61850 / Parameters

Parameter Value Unitrev.  Description

~ 61850

Protocol name

Protocol enabled

GOOSE out enabled v
GOOSE in enabled 7
IED name IED_EKRAZ200_TST
Is extended

Comtrade file names code page Windows-1251 ~

Figure 116 — Parameters of the IEC 61850 protocol

The description of additional parameters of the IEC 61850 protocol is given in table 57.
Table 57 — Description of additional parameters of the IEC 61850 protocol

Parameter Description

Protocol name Name of the protocol

Protocol enabled

Indicator of using the protocol in the configuration

Enable outgoing GOOSE

It is planned to exchange binary data between devices via GOOSE
messages Data transmission is planned for this device

Enable incoming GOOSE

It is planned to exchange data between IEDs using GOOSE mes-
sages. Data reception is planned for this device

IED name

Name (ID) of the device

Sign of using an extended protocol

If a documented possibility of IEC 61850 to add its data types and at-
tributes used

Encoding of COMTRADE file names

Encoding used for COMTRADE file names (Windows-1251 or UTF-8)

2) Parameters of outgoing GOOSE (figure 117).

Settings / Digital communication channels / Communication protocols / 61850 / Outgoing GOOSE

GOOSE class

Name Multicast MAC address

ApplD

ApplD

Version

1D GOOSE configuration

Control block Data set Mormal period Minimal period

message {hex) [dec) (Control block) ~ {DataSet) [GolD) GOOSE of GOOSE transmission, ms  of GOOSE transmission, ms
GOQSE_CQUT_1| none 01-0c-cd-01-00-3f 33 51 Goose_Out Discrete 1 1 2000 4
Twofold
. increase of uantity of
Quantity of \ . @ . .

. period until messages with a . . Fixed
messages with a achieving the - twofold increase in Enable D Priority Metwork interface encoding
minimal period of . .. VLAN VIAN  VLAN

.. period of transmission flag
transmission, pcs .
normal period, pcs
transmission
2 o o 0 4 Ethernet 1

Figure 117 — Parameters of outgoing GOOSE
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The description of parameters of outgoing GOOSE is given in table 58.

Table 58 — Description of outgoing GOOSE parameters

Parameter Function
O X Adding, deleting an outgoing GOOSE message, respectively
Name Name of outgoing GOOSE message

GOOSE message class

Classes of GOOSE messages:
— none;

I (Type 1A);

Il (Type 1B);

Il (Type 1B)

MAC address

MAC address to which GOOSE packets will be sent

AppID (hex)

AppID (dec)

Identifier of the application that uses messaging:

— hex — hexadecimal representation of the field;

— dec — unsigned integer.

Must be unique for all GOOSE messages at the substation for proper operation
of the device

Control block

Name of control block responsible for GOOSE messaging

DataSet

Name of GOOSE data set

GOOSE ID (GolD)

Unique indicator of an object that distinguishes it from other objects

GOOSE configuration version

Version of GOOSE configuration is necessary to keep track of the number of
changes to the GOOSE configuration

Standard GOOSE send pe-
riod, ms

Period of cyclic sending when there are no signal changes. Periodic sending is
used to control the presence of communication. Permissible value range is from
100 to 65,000 ms

Minimum GOOSE send period,
ms

Minimum period of cyclic sending in the absence of signal changes. Permissible
value range is from 4 to 10,000 ms

Message count with minimum
send period, pcs

Quantity of messages with a minimum sending period. Permissible value range
is from 2 to 10

Doubled period until standard
send period

When the box is checked, the send period is doubled until it reaches the stand-
ard sending period.

If the box is not checked, the send period is doubled for the number of messages
specified in the “Message count with doubled send period” parameter, after
which the sending period is immediately taken as equal to the standard

Message count with doubled
send period, pcs

Quantity of messages with a doubled sending period. Permissible value range is
from 1to 10

Enable VLAN

Enabling the use of VLAN in outgoing GOOSE messages

VLAN ID

Integer value (0 to 4,095) which is used in VLAN for identification

VLAN priority

Integer priority value for outgoing GOOSE messages using VLAN

Network interface

Ethernet interface through which GOOSE message is sent

Lock encoding

Checkbox for encoding lock

EKRASMS-SP software package manual

99

EKRA.00019-01 34 02, Edition 05.2023




3) Parameters of incoming GOOSE (figure 118).

Settings / Digital communication channels / Communication protocols / 61850 / Incoming GOOSE

Name MACL address

Package data:

o

7%

Ne  Signal name

1 GOOSE1_1 bool

GOOSE_IN_1 |Dl—0c-cd—|]l—00—3f a3

Data type

51

. Value
Control block Data set ID GOOSE :::F:::rat'lnn Enable ID in absence of communication / ;I):!gd
{Control block) (DataSet) {GolD) GOOSE ViIAM VLAN  poor quality codin
TEST tag in the "Work™ mode g
Goose_Out  GOOSE_IN_TEST 1 1 previous value
»
Vi
covwerwee g Y3385
R s R s N S S S
SieEEEEE X X kX x x| x
||| x| x| x| x| oMM oda oa
o0 0 0@ o | . s n| . 5 -
P s B Bt B e B = S A A R AT AT
LA I - I I I e I I A

ApplD
{dec)

G

2. BX7.2

Figure 118 — Parameters of incoming GOOSE

The description of parameters of incoming GOOSE is given in table 59.

Table 59 — Description of parameters of incoming GOOSE

Parameter

Function

O X%

Adding, deleting or importing from the cid file of the incoming GOOSE
message, respectively

Name

Name of incoming GOOSE message

MAC address

MAC address from which GOOSE packets will be received

AppID (hex)

ApplID (dec)

Identifier of the application that uses messaging:
— hex — hexadecimal representation of the field;
— dec — unsigned integer

Control block

Name of control block responsible for GOOSE messaging

Data set

Name of the GOOSE data set. Analogue signals with a time stamp and
service ones are not implemented

ID GOOSE (GolID)

Unique indicator of an object that distinguishes it from other objects

GOOSE configuration version

Version of GOOSE configuration is necessary to keep track of the number
of changes to the GOOSE configuration

Enable VLAN

Enabling the use of VLAN in incoming GOOSE messages

ID VLAN

Integer value which is used in VLAN for identification

Value for no connection / bad qual-
ity / TEST label in non-TEST mode

Value for no connection / bad quality / TEST label in non-TEST mode:
— default value;
— previous value

Fixed coding checkbox

Enables fixed coding mode for GOOSE packets

)

aE:

Adding, deleting, editing, activating of input or setting input signals respec-
tively
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Parameter Function

No. Number of the input signal
Signal name Name of the input signal
Data type Type of the input signal data

4) Parameters of incoming SV (figure 119).

Settings / Digital communication channels / Communication protocols / 61850 / Incoming SV

Available age packets limit, ms |1 v

Ne  sviD MAC
1 EKRAMUOCOO1 010CCD040001

Figure 119 — Parameters of incoming SV

The description of parameters of incoming SV is shown in table 60.

Table 60 — Description of parameters of incoming SV

Parameter Description
rF;e;rmlssmle age of obsolete packets, Permissible age of obsolete packets in milliseconds
No. Number of SV stream
sviD Identifier of SV stream
MAC MAC address of SV stream
Note — The availability of this protocol depends on the IED type.
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5) Parameters of data sets (figure 120).

Settings / Digital communication channels / Communication protocols / 61850 / Data sets

0 =
DT

AT

D

A
Discrete

X

Parameter

w Data set
Name
T\,’pE
Data Structure type

Available signals:

Value Unit rev.  Description

DT

data object -

Selected dataset signals:

Ne Signal = Ne Group N Signal
v Logical signals 1 10 In service

1 Start disturb. recorder =

2 Start rec. from keyboard

3 Warning signaling <

4 Start

5 Diagnostics

6 Failure X

7 Failure signaling

8 Control relay <<

9 Ready

11 Out of service

12 Indication PN

13 Reset

14 Power on =
y ; ™ | I

Figure 120 — Parameters of data sets

The description of parameters of data sets is given in table 61.

Table 61 — Description of parameters of data sets

Group

Logical signals

Parameter

Description

Name

Name of the data set

Type

Type of the data set

Data structure type

Type of data structure:
— data object;

— value;

— value, quality;

— value, quality, time

O X

Adding, deleting a data set

Available signals

No. Number of the signal
Signal Name of the signal
Selected data set signals
No. Number of the signal
No. in group Signal number in the group
Signal Name of the signal
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Parameter Description
Group Name of the group
> < Add, delete selected signals to/from the set, respectively
= Add signals in front of the selected one in the set
== 1 =< Add, delete all signals to/from the set, respectively
™~ ’ NPNP Move signals up, down 10 positions respectively
T 1 L Move signals up, down one position respectively

6) Parameters of report blocks (figure 121).

Settings [ Digital communication channels / Communication protocols / 61850 / Report blocks

O X
UR_DT Parameter Value Unitrev.  Description =
UR_D
UR_AT v Report block
UR A Name UR_DT
BR_DT Type unbuffered discrete -~
BR D Data set DT v
- Report Submission period 0 ms [0..2147483647]
Data buffering time 10000 ms [0..2147483647]
Reports block configuration version 1 [1..2147483647]
Count of copy of report block 1 [1..2147483647]
Report block identifier
v Fields
ENTR_ID Event identifier
BF_OVFL Buffer overflow sign
DAT_REF Links to data
D5_MNAME o Dataset name
RSN_INC o The reason for adding to the report
REPT_TM _, Send report time -

Figure 121 — Parameters of report blocks

Table 62 — Description of report block parameters

Parameter Function
Parameter Parameter of the report block
Value Parameter values
Unit Measurement unit
Description Description of parameters
Name Identifier of the report block
Type: . . .
. ] unbuffered — in the absence of a connection the transmitted data

— Unbuffered binary; .

! are not stored;
— Buffered binary;
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Parameter

Function

— Unbuffered analog;
— Buffered analog;

— Unbuffered service;
— Buffered service;
— Unbuffered mixed;
— Buffered mixed

buffered — for the period of absence of a connection the data are
stored in the volatile memory of the device and transmitted to the
client when the connection is restored

Data set

Name of the data set transmitted by the report

Report send time

Time of periodic sending of current values

Data buffering time

Data accumulation time before reporting on signal changes in the
data set in milliseconds

Report block configuration version

Version of report block configuration

Report block copy count

Quantity of identical report blocks

Report block identifier

Text designation of the data report block

Fields

List of fields (optional) transmitted in the report

Modes

List of transmission modes

3.7.13.7 User data

The User data window (figure 122), device tree menu item Settings — Digital communication

channels — User data, is designed for adding user data.

Settings / Digital communication channels / User data

O

No Signal group Group signal Source data type Destination type Address new signal Mame new signal

1 FP status signals 1. Ready boaol bool 67135 Ready

Figure 122 — User data window

The description of parameters of the User data window is given in table 63.

Table 63 — Description of parameters of the User data window

Parameter Description
No. Number of the user data element
Signal group Group to which the user data element belongs
Group signal Signal based on which the user data element will be generated
Source data type Type of the source signal data
Destination data type Iyp:og:user data element:
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Parameter

Description

— int8;

— intl6;
— int32;
— int64;
— uint8;
— uintl6;
— uint32;
— uint64;
— float;

— double

New signal address

Address of the user data element in the ModBus memory map

New signal name

Name of the user data element

01x

Adding, deleting a signal, respectively

3.7.13.8 Administration of management

The Administration of management window (figure 123), device tree menu item Settings —

Digital communication channels — Administration of management, is designed for adding IP ad-

dresses for device control, setting a name in the Name field and an administration level in the Control

level field.

Settings / Digital communication channels / Administration of management

(0] x
Mumber

1 127.0.0.1

Allowed to manage only from IP-addresses specified in the current list

IP-address: Mame

Management level

Dispatching

Figure 123 — Administration of management window

The description of parameters of the Administration of management window is given in table 64.

Table 64 — Description of parameters of the Administration of management window

Parameter Description
Number Number of the control administration element
IP address IP address of the computer
Name Name of the element
Levels of device control:
Control level — Dispatching;
— Station

Allowed to manage only from IP addresses
specified in the current list

Control is only possible from the IP addresses specified in the list

0113(

Adding, deleting an element, respectively
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3.7.14 Transceiver?

3.7.14.1 General parameters

The General parameters window (figure 124), device tree menu item Settings — Transceiver —
General parameters, is designed for configuring the main parameters of the receiver and transmitter of

the emergency and control signal transmission IED.

Settings / Transceiver / Common parameters

Parameter Value Unit rev.  Description

~ Reciever

Turn on reciever >
Mominal bandwidth
The center frequency

Range Direct b

Sensitivity -20 dBm [-20..10]
HF Attenuator 20 dB is On

Receiver calibration 7 dB [-30..30]
Telemechanics off T

Digital transmission
v Transmitter
Turn on transmitter o
Nominal bandwidth
The center frequency

Range Inverse E

Signal command level 38.4 dBo [0..60]
5SS level relative command OS minus 12 v | dB
Telemechanics off v

Digital reception
Control

Start

Reset

Figure 124 — General parameters window

Parameters of the General parameters window are shown in table 65.

Table 65 — Parameters of the System parameters window

Parameter Description
Receiver
Enable receiver Enabling or disabling the receiver
Rated bandwidth Selection of the receiver bandwidth in kHz
Center frequency Adjusting the center frequency of the receiver in kHz
Spectrum Selection of spectrum for the receiver bandwidth
Sensitivity Adjusting sensitivity level of the receiver in dBm

) This item is available by default only in teleprotection equipment devices.
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Parameter Description

Attenuator 20 dB Turn the attenuator on or off by 20 to 22 dB
Receiver calibration Calibration of the receiver meter in dB
Telemetry Enabling or disabling the telemetry function

Enabling or disabling the digital transmission function (digital

Digital transmission S
retransmission)

Transmitter

Enable transmitter Enabling or disabling the transmitter

Rated bandwidth Selection of the transmitter bandwidth in kHz

Center frequency Adjusting the center frequency of the transmitter in kHz

Spectrum Selection of spectrum for the transmitter bandwidth

Command signal level Adjusting the command signal level at the HF output in dBo

SS level relative to command Adjusting the SS level relative to the command level in dB

Telemetry Enabling or disabling the telemetry function

Digital reception Enabling or disabling the digital reception function (digital retransmission)
Control

Start Switching the receiver to the “Operation” state

Reset Reset the IED alarm

Note — The presence or absence of this item depends on the function of the device.

3.7.14.2 Receiver
The Receiver window (figure 125), device tree menu item Settings — Transceiver — Receiver,
is designed for configuring the parameters of the emergency and control signal transmission receiver com-

mands.
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Settings / Transceiver / Reciever

Parameter

+ Parameters
Sequrity signal frequency
Telemechanic frequency
Reciever signals

=
i

MName

Receive command 1
Receive command 2
Receive command 3
Receive command 4
Receive command 5
Receive command 6
Receive command 7

Receive command 8

LY < B =

Receive command 9

10 Receive command 10

Add. delay for recognition of all commands, ms | 5 Set

Value Unit rev.  Description

InfOut ~ Add. recognition delay commands, ms  Frequency 1, Hz Digital transmission ™

ol ol

o

4
o o o o o o o o o o
4

Figure 125 — Receiver window

Parameters of the Receiver window are shown in table 66.

Table 66 — Parameters of the Receiver window

Parameter

Description

Security signal frequency

Adjusting frequency of the security signal in Hz

Telemetry frequency

Adjusting frequency of the telemetry in Hz

Set operate delay for all
commands, ms

Entering a receive delay for all HF commands

No. Number of the HF command of the receiver
Name Name of the HF command
Enable/Disable Enabling or disabling the command

Operate delay, ms

Adjusting a receive delay for the HF command

Frequency 1, ms

Adjusting the first frequency of the HF command

Frequency 2, ms

Adjusting the second frequency of the HF command. The second frequency
of the HF command is displayed when the two-frequency transmission
method is selected in the transceiver module

Digital transmission

Enabling or disabling digital transmission. When digital transmission is ena-
bled, the IED retransmits the received HF command in digital form through
the RS-422 port
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3.7.14.3 Transmitter

The Transmitter window (figure 126), device tree menu item Settings — Transceiver — Trans-

mitter, is designed for configuring parameters of the emergency and control signal transmission transmit-

ter commands.

Settings / Transceiver / Transmitter

Parameter Value Unit rev.

v Parameters

Sequrity signal frequency

Telemechanic frequency

Tracking command without limit
Transmitter signals

Ttransfer duration for all commands, ms | 50 Set

N:  Mame Input link

1  Transmit command 1 Block ES8, bit 1
2 Transmit command 2 Block ES, bit 2
3 Transmit command 3 Block ES, bit 3
4 Transmit command 4 Block E8, bit 4
5  Transmit command 5 Block ES8, bit 5
6  Transmit command 6 Block ES8, bit 6
7 Transmit command 7 Block E8, bit 7
8  Transmit command 8 Block ES8, bit 8
9  Transmit command 9 Block E8, bit 9

10 Transmit command 10 Block E8, bit 10

Input name

Description

InfQut ~ Group ;:Lou';w in LT{:?:::?:_IS I;i:';iﬂ Frequency 1, Hz Digital reception ™
| A 1 50 o v’
L A 2 50 o o
e A 3 50 o o
| A 4 50 o ~’
| B 1 50 o v
L B 2 50 o o
e B 3 50 o o
R B 4 50 o M
| B 5 50 o v
L B 6 50 o v -

Figure 126 — Transmitter window

Parameters of the Transmitter window are shown in table 67.

Table 67 — Parameters of the Transmitter window

Parameter

Description

Security signal frequency

Adjusting frequency of the security signal in Hz

Telemetry frequency

Adjusting frequency of the telemetry in Hz

“Tracking” command without duration limits

Enabling or disabling the mode of transmission of the “tracking”
command without time limit

“Tracking” command level reduction

Enabling or disabling the function to reduce the level of the
“tracking” command by 6 dB after 15 s of continuous transmission

Set the duration of transmission for all com-
mands, ms

Entering the duration of transmission for all HF commands

No. Number of the HF command of the receiver
Name Name of the HF command

Input binding Binding of signals occurs by pressing button
Input name Name of the selected input or logic signal
Enable/Disable Enabling or disabling the command

Group Selecting the priority group for the command

Priority in group

Selecting the priority in the group for the command. Commands
cannot have the same priorities in the same group

HF command transmission duration, ms

Adjusting the duration of transmission of the HF command
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Parameter Description

Enabling or disabling the mode of transmission of the HF

“Tracking” command command during the time of presence of the operate signal of the
bound input
Frequency 1, Hz Adjusting the first frequency of the HF command

Adjusting the second frequency of the HF command. The second
Frequency 2, Hz frequency of the HF command is displayed when the two-fre-
guency transmission method is selected in the transceiver module

Enabling or disabling digital reception. When digital reception is
enabled, the IED receives a digitally retransmitted command
through the RS-422 port and generates a command at the HF out-
put

Digital reception

3.7.14.4 Alarm parameters
The Alarm parameters window (figure 127), device tree menu item Settings — Transceiver —
Alarm parameters, is designed for configuring the parameters of the emergency and control signal trans-

mission IED alarm.

Settings / Transceiver / Signalization parameters

Parameter Value Unit rev.  Description
v Reciever

Secure signal stock level (3] dB [6..22]

Signal/noise warning level 12 dB [0..20]

signal/noise block level 10 dBe [0..20]

signal/noise blocking time 15 sec [5..15]

Reciever is blocked

+ Transmitter

Out level control v
Secure signal warning level 28 dBm [0..40]
Security signal failure level 25 dBm [0..40]

Measurer correction
Figure 127 — Alarm parameters window

Parameters of the Alarm parameters window are shown in table 68.

Table 68 — Parameters of the Alarm parameters window

Parameter Description

Receiver

Adjusting the warning margin in dB. When the margin of the SS level reduces, warn-

SS margin for warning ing alarm operates

SNR threshold Adjusting the warning threshold of SNR in dB. When the SNR level reduces below
for warning this threshold, the receiver is blocked and failure alarm operates

SNR threshold Adjusting the SNR threshold for blocking the receiver in dB. When the SNR level
for blocking reduces below this threshold, warning alarm operates

Enabling or disabling the receiver block function. Disabling the blocking makes the

Receiver blocking command reception window unlimited
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Parameter Description

Transmitter

Output level control Enabling or disabling HF output signal level control function

Adjusting the warning threshold of SS in dBm. When the SS level at the HF output

SS threshold for warning reduces below this threshold, warning alarm operates

Meter correction Opens the HF output signal meter calibration window

3.8 Saving settings report

Settings report is a file containing information about the configuration. Unlike *.czg files, this file is
more readable and not used by the device.

The operation of saving the report on settings can be activated using command Reports — Set-
tings report on the control panel. When executing the command, it is necessary to specify the save di-

rectory and file name.

3.9 Writing settings

[==1
Settings can be written to the device using command E :

settings specified in the Smart Monitor program will be written to the device. The command is not active if

When the command is executed, the

there are no changes in the device setting.
After writing the settings, the current open window will be updated and new settings will be loaded.

3.10 Updating settings

L
The settings update button Jefresh which is available on the toolbar of the main program window,
€ page
is designed for forced update of settings. When this command is executed, current settings are loaded

from the device and displayed in the Smart Monitor program.

3.11 Saving data report via IEC 61850-8-1 protocol

In order to generate a list of binary signals and analog measurements of the device available via
61850 protocaol, it is necessary to generate a corresponding report (Reports — IEC 61850-8-1 protocol

data). The report file is downloaded from the device in *.xml format.

3.12 Generating signals list via Modbus

In order to generate a list of binary signals and analog measurements of the device available via
Modbus protocol, it is necessary to generate a corresponding report (Reports — Modbus data descrip-
tion). In order to generate a report Microsoft Excel is required.

When generating reports in Excel format, it must be taken into account that Engineering functions
must be connected. All functions in this category are available in versions of Excel earlier than 2007 only
after connecting the Analysis ToolPak add-in.
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An example of a report is shown in figure 128.

Cabinet: 2
Protected facility: 2
IED(s) address: 1, 2

Group 2 - Signals from protections and input circuits (Matrix inputs):

Address in functional
diagram

Signal name

Designation on functional diagram (FD)

Recording

Event No.
in group

Bit No. in
inword
/RTU

Address

ModBus

PLC
address

Do not use. Left
for old projects

Address

in PLC

ModBus
JRTU

address

Alarm type

Protected sub-
facilities

Start disturb. recorder

Start disturb. recorder

Start rec. from keyboard

Start rec. from keyboard

'Warning signaling

'Warning signaling

Start

Start

Diagnostics

Diagnostics

Failure

Failure

Failure signaling

Failure signaling

Control relay

Control relay

Ready

Ready

In service

In service

Out of service

Out of service

Indication

Indication

Reset

Reset

Poweron

Power on

Synchronization

Synchronization

Information for recorder

LEDs diagnostics

LEDs diagnostics

Protection signals and input ci

Output circuits

Binary inputs

Analog inputs.

Calculate ...

Figure 128 — Example of the Modbus data description report
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3.13 Generating settings report in Excel

To generate a report on settings in Excel format, it is necessary to generate a corresponding report

(Reports — Settings report in Excel). An example of a report is shown in figure 129. The Excel report

contains measuring element settings and a tripping matrix.

In order to create a detailed settings report, it is necessary to use report generation function in text

form.
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Figure 129 — Example of a settings report in Excel
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3.14 Generating signals list for transmission via OPC protocol

In order to generate a list of binary signals available for transmission via OPC protocol, it is neces-
sary to generate a corresponding report (Reports — List of signals in PCS (OPC identifiers)). The

OPC identifiers of binary signals of the device will be presented in the report. An example of a report is

shown in figure 130.

169 - L
A B C D E F G
2
List of PCS signals from protection cabinets of generator-transfomer unit of ED2-F-09-017-V325 type No.1 (OPC-identifiers)
2
5 N . Designation on Signal code
0. Protection Name
6 FD System A System B
14
15 Section input
16 Alarm signals
17| | 1 |Three-phase undervoltage Undervoltage blocking |ED2-F-09-017-V325_1355.IMOS.B083 |ED2-F-09-017-V325_1356.IM0OS.B083
18 | | 2 |measuring element (line voltage) 3u<(2) 3U<(1) operate ED2-F-09-017-V325_1355.IMOS.B084 |ED2-F-09-017-V325_1356.IM0S.B084
19 3 operate ED2-F-09-017-V325_1355.IM0OS.B085 |ED2-F-09-017-V325_1356.IMOS.B085
20 Warning signals
21 iThree-phase undervoltage 3U<(s) Input ED2-F-09-017-V325_1355.IM0OS.B056 |ED2-F-09-017-V325_1356.IMOS.BO56
22 5 |measuring element (line voltage) Oper. ED2-F-09-017-V325_1355.IMOS.B057 |ED2-F-09-017-V325_1356.IM0S.B0O57
23 LThree-phase undervoltage Input ED2-F-09-017-V325_1355.IMOS.B075 |ED2-F-09-017-V325_1356.IMOS.BO75
24| | 7 |measuring element (line voltage) 3U<(1) Oper. AB ED2-F-09-017-V325_1355.IMOS.B076 |ED2-F-09-017-V325_1356.IMOS.BO76
25 | 8 | Oper. BC ED2-F-09-017-V325_1355.IMOS.B077 |ED2-F-09-017-V325_1356.IMOS.BO77
26 9 Oper. CA ED2-F-09-017-V325_1355.IMOS.B078 |ED2-F-09-017-V325_1356.IMOS.BO7E
27 iThree-phase undervoltage Input ED2-F-09-017-V325_1355.IMOS.B079 |ED2-F-09-017-V325_1356.IMOS.BO79
28 | | 11 |measuring element (line voltage) 3U<(2) Oper. AB ED2-F-09-017-V325_1355.IM05.B080 |ED2-F-09-017-V325_1356.IMOS.B0S0
29 | 12 | Oper. BC ED2-F-09-017-V325_1355.IMOS.B081 |ED2-F-09-017-V325_1356.IMOS.B0O81
30 13 Oper. CA ED2-F-09-017-V325_1355.IM05.B082 |ED2-F-09-017-V325_1356.IMOS.B082
31 iThree-phase undervoltage Input ED2-F-09-017-V325_1355.IMOS.B093 |ED2-F-09-017-V325_1356.IMOS.B093
32| | 15 |measuring element (line voltage) Oper. AB ED2-F-09-017-V325_1355.IM05.B094 |ED2-F-09-017-V325_1356.IM0OS.B0%4
33 | 16 | 3u<(a) Oper. BC ED2-F-09-017-V325_1355.IMOS.B095 |ED2-F-09-017-V325_1356.IMOS.B095
34| |17 Oper. CA ED2-F-09-017-V325_1355.IM0OS.B096 |ED2-F-09-017-V325_1356.IMOS.B0S6
35 | 18 | Vaoltage presence control |[ED2-F-09-017-V325_1355.IMOS.B097 |ED2-F-09-017-V325_1356.IM0OS.B097
36 19 Voltage absence control |[ED2-F-09-017-V325_1355.IM05.B098 |ED2-F-09-017-V325_1356.IM0OS.B098
Sheetl | Sheet2 | Sheet3 O] “
Figure 130 — Example of a report List of sighals in PCS (OPC identifiers)
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3.15 Generating signals list for transmission via IEC 60870-5-103 protocol

In order to generate a list of signals available for transmission via IEC 60870-5-103 protocol, it is
necessary to generate a corresponding report (Reports — IEC 60870-5-103 protocol data). An example

of a report is shown in figure 131.

I

8 | C | D . E | F | G |

ASDU 4 format (clause 7.3.1.4 of GOST R IEC 60870-5-103-2005)
3 The current measurement value is represented in floating point format.

|LT‘|

Function Informati
number frormation Measurement designation

(FUN) number (INF)
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Figure 131 — Example of a report IEC 60870-5-103 protocol data
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3.16 Generating signals list for transmission via IEC 60870-5-104 protocol

In order to generate a list of signals available for transmission via IEC 60870-5-104 protocol, it is
necessary to generate a corresponding report (Reports — IEC 60870-5-104 protocol data). An example

of a report is shown in figure 132.

4 A B | C | D
Research & production enterprise "EKRA", Ltd
ED2-BC-09-242-V010

Binary signals of protocol 60870-5-104

e

These signals are transmitted via ASDU 30 (p. 7.3.1.22 |IEC 60870-5-101)
Size of information object address field is 3 bytes. Signal value is represented by SPI bit of SIQ
field with size of 1 byte ( p. 7.2.6.1 |IEC 60870-5-101).

ad

4 |
Information

0 No. Event name object address|Note
B Group 1. Logical signals
T K Start disturb. recorder 257
8 M Start rec. from keyboard 258
9 H Warning signaling 259
10 g Diagnostics 251
1MH Failure 262
12 [ Failure signaling 263
13 K Control relay 264
14 | Ready 2685
15 B In service 285
16 §Y Out of service 267
17 K Indication 283
18 Reset 259
19 ] Power on 270
20 §E] 1 273
21 B 2 274
pry 16 3 273

ik Binary signals Analog meas ... (®)

Figure 132 — Example of a report IEC 60870-5-104 protocol data

3.17 Importing settings

The window for importing settings from a file is activated through the main menu E — Import

settings from xml. Then, select the configuration file using the Open button.
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3.18 Generating files to send

The Generate files to send command is designed to generate an archive file containing files
downloaded from the device, as well as Smart Monitor service files from the user's local machine. In case
of emergency situations, the generated archive is designed to be sent to the technical support service for
further analysis and identification of the causes of device malfunctions.

To generate files to send, it is necessary to activate item E — Generate files to send. Then,

select a location for saving and click the Save button.

3.19 Possible failures

Causes of errors when establishing connection:

1) The operating system does not have the Modbus TCP/IP protocol installed. In this case, it is
necessary to close the program, activate the Control panel, select the Network shortcut and install the
Modbus TCP/IP protocol.

2) A message may appear saying “The computer with the IP address of the communication server
specified in the object structure description file is not found”. In this case, it is necessary to make sure that
the PC with which you want to establish a connection is working, and check that the name or IP address
of this PC is set correctly. Another possible reason for the above messages to appear is that when config-
uring the Modbus TCP/IP protocol on the local computer, the IP address of this PC was not set.

3) It may turn out that a PC at the specified name or IP address is found, but the PC is using a
different TCP port than that specified in the program. In this case, it is necessary to determine which TCP
port is used to connect to the program.

If there are any difficulties please address system administrator of the company LAN.
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4 Description of Configurator interface

The Configurator program is designed to create and edit off-line configurations of devices based
on ED2 series devices.

The Configurator program has a graphic interface as user interface.

The type of interface used by the program is a standard MDI type interface with support for
Drag&Drop technology, which has one main window containing several child ones. Child windows contain
the main functionality of the program. In accordance with the standards for Windows applications, the main
window contains the main menu and a toolbar.

This section contains a description of the graphic environment of the program and its main compo-

nents.

3.1 Start
The program is started using menu Start — All programs — EKRA — Configurator.

3.2 Shutdown
The program is shutdown in the standard ways for Windows applications:
— through menu File — EXxit;

— byclicking < on the title bar of the main window.

3.3 Title of main window
The title text of the window consists of the name of the program, version of the program, type of
the edition of the program and has a form shown in figure 133, item 1.

| 1
I 1.

- : - > - O W
TONTT mt!—Hzrp_I__ 3
SLoIN A AR Ltk Fix ogic|
/" t217030100000.arh [About] | - % | Project 0 x
About project - @0 1217030100000 ah
t|-{agp Hardware part
Project file: C\Users'da-tihonova\Deskiop!3apyexsaiongunyparop't? 17030100000 ach v e Logic pant
Modification time 1272472021 3:06:00 PM (33 minutes ago) * I._I IECE1850
Delivery Standard version B M;ﬁ*:"s
Protected obpect Line — Calcu —__
Cabinet | (*§ Userdata
: g lec102 master protacol
Terminal EKRA 217 0201 £3 Configuration parameters
Before starting work 3 About Project

Configuration is represented in as several sections, which can be found in the project tree
Ta view and/or edit a section, double-click the left mouse button on the node

s Output window

Figure 133 — Main window of the Configurator program
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3.4 Main menu

The main menu is located under the title bar of the main menu and has a form shown in figure 133,
item 2.

Each item on the main menu has a submenu associated with it. The submenu appears when the
corresponding item of the main menu is selected (by pressing the left mouse button on the menu item).
For some sub-items, hot keys are also indicated.

3.4.1 File menu

Commands of the File menu are shown in table 69.

Table 69 — Commands of the File menu

Command Description
Open project... Opening the current configuration
Close project Closing the current configuration
Save Ctrl+S Saving the current configuration
Save as Saving the current configuration with a location and name
Recent project Displaying and opening recent projects
Exit Exiting the program

3.4.2 Edit menu

Commands of the Edit menu are shown in table 70.

Table 70 — Commands of the Edit menu

Command Description
Undo Ctrl+zZ Undo a previous action
Redo Ctrl+Y Redo an undone action
Action control Enables/disables rollback of actions
Logging Writing logs to a file

3.4.3 View menu

Commands of the View menu are shown in table 71.

Table 71 — Commands of the View menu

Command Description

Displaying the library of modules available for the project (you must be on the

Library window Modules form in the project tree to display it)

Project tree Displaying the project tree
Output window Displaying the window of message output
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Command

Description

Imported data sets

Displaying the window of imported data sets

Logic library

Viewing the logic library with possible addition of elements to the Logic form

Configuration errors

Displaying the window of configuration errors

Special characters table

Displaying the table of special characters

Logic

Checking the “Display grid” box activity

3.4.4 Configuration menu

Commands of the Configuration menu are shown in table 72.

Table 72 — Commands of the Configuration menu

Command

Description

Check configuration
integrity

Check the configuration for errors. There is a certain set of rules that the
configuration must comply with. If the configuration does not comply with the
specified rules, then an incorrect configuration message will be displayed and it will
need to be corrected

3.4.5 Service menu

Commands of the Service menu are shown in table 73.

Table 73 — Commands of the Service menu

Command

Description

Reports

Generation of reports:

— Modbus data description;

— Settings report;

— Settings report in Excel,

— List of signals APCS (OPC IDs);
— |EC 60870-5-103 protocol data;
— |EC 60870-5-104 protocol data;
— |EC 61850-8-1* protocol data;
— Settings sheet

Settings

Selection of program language:
— Russian (ru);

— English (en);

— Spanish (es)

Associate *.czg and *.arh

* To create a report, go to the window.

3.4.6 Help menu

Commands of the Help menu are shown in table 74.

Table 74 — Commands of the Help menu

Command

Description

About Displaying the name of the program, version of the program, hardware code
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3.5 Toolbar

The toolbar provides an alternative way to access the most commonly used commands (figure 133,
item 3).

Toolbar commands are shown in table 75.

Table 75 — Toolbar commands

View Name
B - Open

=l Save

) - Undo

e~ Redo
2 - Autosave (at specified interval)

Em Language_ localization (used to set parameter names for each language of the created

configuration)
g Debuglnfo (Displaying additional information of logical nodes on the logic diagram)
[P] ([8]) | Settings display mode (primary/secondary values)
= Settings report...
5 Settings report in Excel
Notes

1 Some forms have additional tools which are dynamically added to the main toolbar.
2 When generating reports in Excel format, it must be taken into account that Engineer functions must be
connected. These functions are used in engineering and scientific calculations. All functions of this category are

available in Excel versions earlier than 2007 only after connecting Analysis ToolPak add-in.

3.6 Output window and status bar

3.6.1 Output window

The output window (figure 134), menu item View — Output window, is designed to display mes-
sages about the progress of the program. To view the contents of the window, hover the mouse pointer

over the window or open it through the menu.
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@ Configurator EKRASMS-SP 2.0.245.27715 FREE Protection Int - =] X

File Edit View Configuration Service Help

‘H-d9-0-0-E%B- A6 J Fiex iogic |
217030100000.arh [About] | v X | Project g x
» -

. About project T i Cnetdptaioupues A

|2 Analog nputs

Progect ik CWsers\da-tihonovalDeskiop\abroadiconfiguratort2 17030100000 arh (12 Analog nput teminal

Modification ime  12/24/2021 3.06:00 PM (2 days ago) ! -# incoming crcuits enable/:

Delivery Standard version ég‘&s'::"“"

Protected object ~ Line | T Protece

Eabiie G- Loge

Teminal EKRA 217 0301 [ L@ loge

Before starting work © System events
Configuraton is represented in as several sections, which can be found in the project tree. 18 Matrix settings

- Toview and/or edit 3 section, double-ciick the left mouse button on the node ‘ nd et

12.2021 08:26:16 INFO] Protects 1/0 synchronization... ~
27.12.2021 08:26:17 INFO] Caml&dadthemmlw V12 7_ARC_1_ALARM->VI12.7_ARC_1_SIGN".
27.12.2021 08:26:17 INFO] Correction labals of the matrix input 1384: V12, 8_ARC_2_ALARM->VI2.8_ARC_2_SIGN"
27.12.2021 08:26:17 INFO] Comaction labels of the matrix input 1401: VI3 9_GP_ALARM™->VI3 3_GP_SIGN'".
27.12.2021 08:26:17 INFO] Synchronization of switch resources buffer,
27.12.2021 08:26:17 [INFO] Selected corfiguration C:\Users\dathonova\Desktop\abroad'\configurator't 217030100000 ahy ——
12.2021 08:26:17 INFO] Running configuration check ...
12.2021 08:26:21 INFO] Corfiguration is Md\edt
27.12.2021 08:26:21 [INFO] Configuration C- \mwmummwwmmn 7030100000.arh opened without erors. il
12.2021 08:30:35 [INFO] The program runs in reduced functionalty mode

Figure 134 — Output window

3.6.2 Status panel
The status panel (figure 135) is designed to display intermediate information about the progress of

the program to the user.

& Configurator EKRASMSE-5P 3.0.245.27715 FREE Protection Int - =

File Edit \View Service Help
-l G-ERE- G

T [ e p——— |
Figure 135 — Status panel of the Configurator program
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— X —the function is available in full;

— “~” —the function is not available.

Table 76 — Description of editions

5 Description of work with Configurator program

5.1 Description of Configurator editions

The following acronyms are used in table 76:

— Y —the function is available, but with limitations. Limitations are described;

Configurator program edition

Free Protection Int

Free Bay Controller Int

Device functionality code

Protection Int

Bay Controller Int

Distribution terms

The edition is selected automatically when opening a configu-

ration with the corresponding functional purpose code and does not

require additional settings

Options

Changing composition of
hardware modules

Y
(Available only for
indication modules)

Y
(Available only for
indication modules)

Changing composition of virtual

software input/output modules X X
Y
(It is inhinited to add new
Switching devices SDs; X
it is inhibited to edit the SD
“Type” parameter)
Configuring device system
. X X
settings
Configuring programmable X X
logic
Adding new functions and _ _
measuring elements
Setting parameters of functions X X
and measuring elements
Configuring all communication
: . . X X
protocols available in project
Editing signals table X X
Ranking matrix of output relays X X
Ranking matrix of LEDs X X
Mimic diagram X X
Creating display pages and X X
icons
Setting parameters of event X X
and disturbance recorder
Comparing setting groups X X
Y
Calculated values (Itis inhibited to add new X

calculated values)
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5.2 Opening, saving project configuration

5.2.1 Project opening

An existing project is opened through menu File — Open project or by clicking button = ~ on

@ NOTICE

The project must be opened with the measuring element library file with which it was created!

the toolbar.

After opening, a project tree will be added (figure 136, item 1) and the default form About will open
(figure 136, item 2). When opening subsequent projects, they will be added to the project tree in the same

way. There are no limitations on the quantity of simultaneously open projects.

& Ekra3.CZG-generator 3.0.243.27715 Free - O x
File  Edit View Cenfiguration  Service  Help ) 1
OUIERSEN DO,

€217030100000.arh [About] | ~ x| | Project nox
About project ER-u]:217030100000.ah
[-{eg Hardware part
Project file: C:\Users\da-tihenoval Desktoptabroadiconfiguratorit2 1 7030100000 arh U"Er Logic part
Modification ime 12/24/2021 3:06:00 PM (2 days ageo) []---@ IEC61850
Delivery Standard version UE (I'\:"Ic;db;.;(::lemis
Protected obied Line | Calculated values
Cabinet -t User data
R | I 5 [ lec103 master protocol

T : BKRAZT7O31 . ¥ Corfiguration parameters

Before staringwork R % About Project

Configuration i= reprezented in as several sections, which can be found in the project tree.
To view andlor edit a section, double-click the left mouse bution on the node

Figure 136 — Main window of the Configurator program

The recommended order for entering data and parameters when creating a configuration is shown

in table 77.
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Table 77 — Order of configuration formation

Part

Configuration parameter

Hardware part

Modules

Cabinet digital outputs

Analog inputs

Terminal block of analog inputs

Binary input

Switching device remaining life

System parameters

Software (logic) part

Measuring elements

Logic

IED signals table

Matrix of binary outputs

Indication matrix

Tripping matrix

Event recorder

Disturbance recorder

Measurements for indication

Mimic diagram

Management

Differences by setting groups

IEC 61850

Outgoing GOOSE

Incoming GOOSE

Data sets

Report blocks

Data model

5.2.2 Saving project

The project is saved through menu File — Save Ctrl+S or through menu File — Save as, or by

clicking button = on the toolbar. When you close the main window of the program or the project tree, a
confirmation window will open for saving changes if the configuration was changed during work (fig-

ure 137). When saving the project, the logic is recompiled if changes were made to it during work.
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CZG-generator [Closing configuration) >

Configuration

! ChlUsersida-tinonova\Desktopiabroadiconfiguratort2170301
00000,.arh have changes.
Save changes before closing?

Yes No Cancel

Figure 137 — Configuration closing

5.3 Hardware part

5.3.1 Modules

The Modules window, device tree menu Hardware part — Modules, is designed for configuring
hardware (physically existing modules in the IED) and virtual (used to expand functionality) IED modules
in accordance with order requirements.

5.3.1.1 General parameters of modules

For all types of modules, there are general parameters for configuration (figure 138).

General parameters

Farameter Value
Mame El
12661 (Cortraller module)
Cassete Al
The address of block on the bus | 5

Figure 138 — General parameters of modules

The description of general parameters is given in table 78.

Table 78 — General parameters of modules

Parameter Description Limitation
Name Name of the module
For all types of modules
Library module Name of the module in the logic library
Cassette Selection of the IED cassette

Module address on Only for hardware modules

bus Address of the module on the IED bus

5.3.1.2 Specific parameters of modules
5.3.1.2.1 Input/output module (Combined module) (figure 139)
Module of binary inputs/outputs (Combined module) receives binary signals from external devices

and switches external control and alarm circuits.
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Block signals

N MName gger.DT. I_IH-lztl_ln'u.[ﬁlT. E;Ii.zl_.lll
Relay 65 |0 0
2 |Relay 66 |0 0
3 |Relay &7 |0 0
4 | Relay &8 |0 0
5 |Relay 630 0
& |Relay 700 0
7 |Relay 710 0
8 |Relay 7210 0
5 |lput1 |15 6 ]
10 |Input2 |15 6 ]
11 |lnput3 |15 6 ]
12 |lnput 4 |15 6 Il
13 |Input5 |15 6 ]
14 |Input& |15 6 ]
15 |lnput 7 |15 6 Il
16 |Input 8 |15 6 ]

Figure 139 — Signals of input/output module (combined module)

The description of bit parameters of the combined module is given in table 79.

Table 79 — Description of parameters of combined module signals

Parameter Description
No. Number of the signal
Name Signal name in the configuration
Oper.DT, ms Time delay for operate in milliseconds
Return DT, ms Time delay for release in milliseconds
Relay action Indicator of relay presence (only for modules with output relays)

5.3.1.2.2 Module of virtual analog inputs (figure 140)
The virtual analog input module is designed to convert analog input current and voltage signals into

digital data and transmit them to the logic module for further processing.

+[X]

. Max Coeff.
#  MName of in. val. Lnaﬁ"'rt type of in. value of trans. to
’ in. val. C system
2 |lgoose 2 Cument ~ | 100 1

Figure 140 — Parameters of virtual analog input module

The description of parameters of virtual analog inputs is given in table 80.
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Table 80 — Description of parameters of virtual analog inputs

Parameter

Description

No.

Sequence number of the input value

Name of input value

Name of the input value

Type of input value

— Voltage;
— Current

Type of the input value

Max. input value

Maximum input value

Sl reduction factor

Factor of reduction to Sl system (B, A). By default — 1

5.3.1.2.3 Module of virtual inputs (figure 141)
The virtual inputs module is designed to receive binary signals via digital communication channels.
Reception of signals is available via IEC 61850, IEC 60870-5-103 and Modbus protocols.

Block signals

[ ] Pulse mode

Nz

MName

Input GOOSE 1_1

e en | | |

==

5

10
1
12
13
14
15
16

Input GOOSE 1_2
Input GOOSE 1_3
Input GOOSE 1_4
Input GOOSE 1_5
Input GOOSE 1_6
Input GOOSE 1_7
Input GOOSE 1_8
Input GOOSE 1_9
Input GOOSE 1_10
Input GOOSE 1_11
Input GOOSE 1_12
Input GOOSE 1_13
Input GOOSE 1_14
Input GOOSE 1_15
Input GOOSE 1_16

Figure 141 — Signals of virtual inputs module

The description of virtual input modules parameters is given in table 81.

Table 81 — Description of virtual input modules parameters

Parameter Description Limitation
No. Number of the signal in the module For all software digital inputs
Name Name of the signal in the configuration modules
Pulse mode Fl\)/lrgtcti:zsigir\:\éhir(;f;é?voeddu:jeaf;gnals are reset to 0 after Only for “VInput” module
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5.3.1.2.4 Time synchronization module (figure 142)
Module B1281 provides time synchronization of the IED according to the IRIG-B standard.

General parameters

Parameter Walue

Library block B1281 (Clock sync module)
Cassete Al
The address of block on the bus | 21

Figure 142 — Time synchronization module

Simultaneous use of IRIG-B hardware synchronization (figure 143) and PPS is not allowed, there-

fore, if using IRIG-B synchronization, PPS hardware synchronization should be disabled.

Hardware synchronization (IRIG-B)
Hardware synchronization enabled

Standart IRIG-B w
Modification BOO7 e
Sync Source IRIG-B electrical ~

Figure 143 — Hardware synchronization (IRIG-B)

The description of parameters of the time synchronization module is given in table 82.

Table 82 — Description of parameters of the time synchronization module

Parameter Description
Hardware synchronization enabled Indicator of enabling hardware synchronization
Standard Standard of time synchronization
Modification Modification of the time synchronization standard
Synchronization source Selection of a synchronization source

5.3.1.2.5 Analog input module (figure 144)
The analog input module is designed to receive electrical analog signals of currents and voltages.

General parameters

Parameter Walue

Library block 025976 (Analog input module)
Cassete Al
The address of block on the bus |4

Figure 144 — General parameters of the analog input module
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5.3.1.2.6 Transceiver module (figure 145)
The transceiver module provides communication between the IED and external devices via RS-
485 interface.

Parameter Value

ctio Tranciever
Signals count 32
Transfeming method Single frequency

Figure 145 — General parameters of the transceiver module

The description of parameters of the transceiver module is given in table 83.

Table 83 — Description of parameters of the transceiver module

Parameter Description

Function of the module:

— Receiver;

— Transmitter;

— Transceiver

Quantity of signals

— 8;

— 16;

- 24,

- 32;

— 64

Method of signal transmission:
— Single-frequency;

— Double-frequency serial;
— Double-frequency parallel

Function

Signal count

Transmission method

5.3.1.2.7 Sampled Values reception module (figure 146)
The Sampled Values reception module is designed to receive analog signals via IEC 61850-9-2
protocol.

General parameters E

Parameter Walue EH' > 1

Library block D3033 (Sampled Values mocie) v] sream =10 MAC-zddress Data sets \ Type
Cassete A 9 OB ecRawuooo  owoccooeoon  [EESETOVTRE N
The address of block on the bus |1 w |

Figure 146 — General parameters of the Sampled Values reception module

The description of parameters of the Sampled Values reception module is given in table 84.

Table 84 — Description of parameters of the Sampled Values reception module

Parameter Description
Stream No. Serial number
sviD String identifier of instantaneous values
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Parameter Description

MAC address Destination address
Data sets Current and/or voltage data of ASDU
Type Opening the Value type window

When you click the button with image %" a new ASDU of the Sampled Values reception module is

added. When you click the button with image x the selected ASDU is deleted.
When you click button “...” (figure 146, item 1) the Value type window appears (figure 147).

85 Value type — O >

Constant [

Name curment voltage

-

Oggoodogn

InnATCTR1
InnBTCTR2
InnCTCTR3
InnNmMTCTR4
UnnATVTR
UnnBTWVTRZ
UnnCTVTR3

UnnMmTVTR4 W

Save Cancel

Figure 147 — Value type window

The description of parameters of the Value type window is given in table 85.

Table 85 — Description of parameters of the Value type window

Parameter Description

Name Name of the value type

Direct current/voltage Value type (direct current or voltage)

5.3.1.2.8 Logic module (figure 148)
Logic module provides operation of IED software, external connection via Ethernet and RS-485

interfaces, connection of the IRIG-B time synchronization signal.
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General parameters

Parameter Value
e 3
Librany block L2654 (Controller module)
Cassete Al
The address of block on the bus | 21

Figure 148 — General parameters of the logic module (logic module)

5.3.1.2.9 Power supply module (figure 149)

The power supply module provides all components of the device with a stabilized voltage, as well

as protection of electronic elements from interference and overvoltage. It performs galvanic isolation of

internal circuits of the device from the power circuit.

General parameters

Farameter Value
Name |2
Librany block PU1602 (Power and contral madule)
Cassete Al
The address of block on the bus (19

Figure 149 — General parameters of the power supply module

5.3.1.2.10 Binary output module (figure 150)

The binary output module contains output relays for generating control signals for external tripping

and alarm circuits, the contacts of which are galvanically isolated from the internal circuits of the device.

Block signals

Nz Mame Retum.OT.ms Relay action
Relay 1 |0
2 |Relay2 |0
3 |Relay3d (D
4 |Relayd |0
5 |Relay5 [0
& |Relay& |0
7 |Relay 7 |0
& |Relayd |0
9 |Relayg |0
10 |Relay 10 |0
11 |Relay 110
12 |Relay 12 |0
13 |Relay 13 |0
14 |Relay 14 |0
15 |Relay 15 |0
16 |Relay 16 |0

Figure 150 — Signals of binary output module

The description of parameters of output module signals is given in table 86.
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Table 86 — Description of parameters of output module signals

Column Description
No. Number of the signal in the module
Name Name of the signal in the configuration
Return DT, ms Time delay for return in milliseconds
Relay action Indicator of relay presence

5.3.1.2.11 Indication module (figure 151)
The indication module is designed for displaying, monitoring the current state, editing settings,

checking operation of the device, making an external connection of the device to the computer.

Block signals
A B C D E Flil+
Wz MName

Start disturb. recorder

2 Start rec. from keyboard
3 Waming signaling

4 Start

5 Diagnostics

6 Failure

Failure signaling

a Contral relay
9 Ready
10 In service

11 Out of service

12 Indication

13 Reset

14 Power on

15 Synchronization
16 LEDs diagnostics

Figure 151 — Signals of the indication module

The description of signal parameters of the indication module is given in table 87.

Table 87 — Description of signal parameters of the indication module

Column Description
No. Number of the signal in the module
Name Name of the signal in the configuration
A B,C,D... LED columns
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5.3.1.2.12 Binary input module (figure 152)

Oper.OT, ms

Block signals
Nz Mame

B ot 9 |15
2 |lnput 10 (15
3 |lnput 11 (15
4 |lnput 12 (15
5 |lnput 13 (15
& |Input 14 (15
7 |lnput 15 (15
g8 |Input 16 (15
9 |lnput 17|15
10 |Input 18 (15
11 |Input 19 (15
12 |Input 20 (15
13 |Input 21 (15
14 |Input 22 (15
15 |Input 23 (15
16 |Input 24 (15

Retum.DT, ms

|| M M| h|ch (| h | h|(h || h|h |||

Figure 152 — Signals of binary input module

The description of parameters of binary input module signals is given in table 88.

Table 88 — Description of parameters of binary input module signals

Parameter Description
No. Number of the signal in the module
Name Name of the signal in the configuration
Oper.DT, ms Technological time delay for operate in milliseconds

Return DT, ms

Technological time delay for release in milliseconds

5.3.2 Analog inputs

Analog inputs are a combination of real signals (which are bound to the output of the sensor mod-

ule), calculated signals (allows you creating signals from other signals using a certain function), virtual

signals (allows you creating signals from other signals with different ratings and transformation ratios) and

telemetry signals.

The Analog inputs window, device tree menu Hardware part — Analog inputs, are used as input

data in the measuring element operation logic and in the formulas of the Calculated values tree node.
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General parameters

- Parameter Walue

2 ] Ihv awxt

1 |hy aust C Chain phage name | A

4 In, awd N-K Chain type Real

5 Unlawd. Y A Chain mode Phase -

& Uvlaud YB Basic value 0.187000

T Uk aust, Y C

8 Ul aust, N-K HK Transformer ratio | 750.000000

9 Ivlaut A Visible |

10: w1 auxt B

1M vl awd C Signal

12: IvZ auxt A Sensor Sensor output

13 Iv2aud B 'E9(D31520) v | [~y v|
14: IvZauxt C

15 U2 aust, ¥ A Range

16: U2 awd, Y B 2:1n: 0.3 (0.015.12); Out: 2.3 +|[] Reverse curent 180°
17 UvZauwd. v C [] Do not change the range for the same sensor outputs

18 UlvZ auxt, N-K

19: thv auxt AB Analog inputs

20: |hv aud BC Analog input

21: Thv aud CA Analog input

22 Iv1auxt_dT A

23 vl auxt_dT B Force vector creation

24: Ivlaud_dTC

25; Iv2 awe_dT A [ Create vector

26 IvZawd dT B Harmanic Sample / 4
27 IvZaust_dTC

ASL) Parameters

Deadband. % of basic value (AN

Deadband, A .

Alam and corfidence thresholds [ ]

Figure 153 — Analog inputs window

Commands of analog input panel (figure 153, item 1) are shown in table 89.

Table 89 — Commands of analog input panel

Icon Command
t Move up

2 Move down

I’ | Frequency groups...

Il | Grouping of analog inputs

T Create a telemetry signals

General parameters of analog signals are shown in table 90.
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Table 90 — General parameters

Parameter Description
Signal name Name of the signal
Signal phase name Name of the signal phase
Signal type Signal type (real)
Signal mode Mode (type) of signal (phase, linear, null, undefined)
Base value of the input signal of the sensor module input (without measure-
Base value .
ment unit)
Ratio of the nominal value of the signal in the primary circuit to the rated
Transformation ratio value of the signal at the sensor input (for example, when connecting a signal
from the current transformer or voltage transformer)
- The set flag allows displaying measurements in the Analog inputs item on
Visible . .
the device display

Signal setting (figure 153, item 2)
The section is designed for binding the real signals to the physical output of the sensor module.

The description of parameters of the signal section is given in table 91.

Table 91 — Parameters of the Signal setting section

Parameter Description
Sensor Sensor module from the general list
Sensor output Sensor output of the selected sensor module
Range Selecting the sensor output range
Reverse current 180° The set flag turns the current by 180 degrees
512, thrrfgzggr]]i;?itjtapnugtg for The set flag forbids to change change the range for the same sensor outputs

Forced phasor creation (figure 153, item 3)

Forced creation of a phasor is necessary to set the option of using the analog input value in the
IED if it is not used in any of the measuring elements. If the analog input is used in any measuring element,
then the phasor will be created inside the measuring element and this parameter does not need to be set.

If no phasor is created for the analog input, the value of the analog input will not be displayed on
the IED or in the Smart Monitor program.

The description of parameters of forced phasor creation is given in table 92.

Table 92 — Forced phasor creation

Parameter Description
Create phasor Selecting the option of phasor creation
Harmonic Selecting a signal harmonic (selection of a harmonic for display)
Sample Number of the sample on which the signal phasor is created (used to allocate processor
P time when calculating phasors)

Parameters of signal transmission to PCS (figure 153, item 4)
The section is designed for setting parameters of IEC 61850-8-1 and IEC 60870-5-104 protocols:

values of analog data transmission and attributes of analog signal range.
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The description of deadband parameters is given in table 93.

Table 93 — Parameters of signal transmission to PCS

Parameter Description

Value that determines the limit of signal change, above which a report on the
change in the signal value will be sent.

Value in relative units, 1 relative unit equals to 0.00001 of the maximum value
of the sensor input range.

Value in absolute units. The value is calculated automatically by the program.
Deadband, A It is equal to the product of the parameter in absolute units by the maximum
value of the sensor input and 0.00001

Deadband, % of base value

The description of settings of the analog signal range is given in table 94.

Table 94 — Alarm and validity thresholds

Parameter Description
. If the analog value is greater than the setting, the range value becomes high-high and
Maximum . .
the quality — questionable
Uppermost If the analog value is greater than the setting, the range value becomes high-high and
PP the quality — good
If the analog value is greater than the setting, the range value becomes high and
Upper )
the quality — good
If the analog value is greater than the setting, the range value becomes normal and
Lower .
the quality — good
If the analog value is greater than the setting, the range value becomes low and
Lowermost .
the quality — good
- If the analog value is less than the setting, the range value becomes low-low and
Minimum . .
the quality — questionable

5.3.2.1 Frequency groups

To operate the relay protection and automation functions in an extended frequency range (from 3
to 95 Hz), the digital signal processing algorithms must be adapted to the current network frequency. In
the ED2 series devices, this adaptation is achieved by combining signals into frequency groups.

5.3.2.1.1 General

The configuration program is provided with the option to use a signal from one analog input of the
IED in several frequency groups.

Frequency signal group is a variety of currents and voltages generated by the same source of
electric power and used in the IED as a group of signals of the same frequency.

In the software configuration of IEDs, up to six frequency groups can be created numerated starting
with zero.

Zero frequency group of signals is created automatically. Adaptation of signal processing algo-
rithms of the zero frequency group to the current network frequency is not performed. Therefore, signals
of the zero frequency group are intended for use in measuring elements (ME) operating in the frequency
range from 45 to 55 (from 54 to 66) Hz.

To operate the ME in an extended frequency range (from 3 to 95 Hz), it is necessary to supply the

signals included in a non-zero frequency group.
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@ NOTICE

All signals fed to the measuring element must be in the same frequency group.
The exception is measuring element SC, SC (L), SC (BC), AS, RE < (VD) and RE < 17!

The frequencies of all signals of a non-zero frequency group are estimated based on the base
signals of the frequency group. Base signals are selected when creating the software configuration of the
IED in the frequency group editor.

The disadvantage of this method is that the frequency is calculated relative to the basic signal
(current or voltage) and in the absence of this signal at the input, it will be impossible to correctly calculate
the frequency. Therefore, the use of three base signals increases the reliability of the relay protection
functions, since the frequency estimate remains available as long as at least one signal is present. To use
three base signals, all three signals must be in the same three-phase group of signals.

5.3.2.1.2 Order of combining signals

To combine signals into frequency groups, it is required to:

— select frequency domains on the network diagram — network sections, the frequencies of cur-
rents and voltages for which are always equal,

— combine the signals used in the relay protection functions of the elements of each frequency
domain into a separate non-zero frequency group.

To use three signals, the first signal of the three-phase group is marked in the editor of frequency

groups (for example, voltage of phase A of the three-phase voltage group, figure 154).

Bs Frequency groups — O =
gk > B Basesignal FG

Mo

g

17T A
IYEB
1¥C
| z8cd2 HK
Uy A
UYEe
U¥cC
1 H-K
lzsct1 H-K
10: U ) H-K
11 1zt ) HK
I8
B EEIED -

LE G w AN da LS R —s £

Base signal FG
Add to group ]
g Add group

OK Cancel

Figure 154 — Frequency groups window
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5.3.2.1.3 Recommendations on selection of base signals of frequency groups

The reliability of RPA functions operating in the extended frequency range is determined by the
possibility of estimating the frequency of base signals. Therefore, the signals that are present in all non-
emergency modes of operation of the power facility (with changes in the diagram, mode, etc.) should be
selected as base signals of the frequency group.

It is recommended to use phase or line voltages as base signals, since their level practically does
not change with changes in diagrams and modes.

It is recommended to use three base signals.

If three phase voltages are used as base signals, then when creating a configuration, in order to
increase reliability, it is recommended to activate the function of determining the frequency based on cal-

culated line signals (figure 155).

my Frequency groups - ] k4
e ¥ B Base signal FG ~
3 E:; 0 0 group A =
I
1. A
2 N\
kN
£ I2A
3 128
6 12C
Bl - |
8 | B BasesignalFG  » | Define frequency on phase signals
N Add to group ¥ | Bi1) Define frequency on calculation of linear signals ‘
g . i -
1 ¥ Add group r ]

Figure 155 — Activating the function of estimating the frequency determination
based on calculated line signals

5.3.2.1.4 Example

It is required to distribute signals measured in the power circuit to frequency groups and to select
base signals (figure 156).

In the diagram under consideration, two frequency regions can be distinguished:

— generator-transformer unit;

— excitation circuits — earth.

Measuring transducers CT1, CT2, CT3 and VTL1 are used to protect the generator and transformer,
and CT4 and VT2 are used to protect the excitation winding. Therefore, in the diagram under considera-
tion, signals must be combined into frequency groups according to table 95.

In frequency domain No. 1, a three-phase group of voltages from VT1 is selected as the basic

signal. In frequency domain No. 2, the voltage from VT2 is selected as the basic signal.
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Figure 156 — Diagram

Table 95 — Frequency groups

Frequency group No Sources of signals Source of basic signal
q y group No. included in frequency group of frequency group
1 CT1,CT2,CT3, VTl VT1
2 CT4, VT2 VT2

5.3.2.2 Grouping analog inputs

The function is required for grouping analog inputs. It is used in cases where ungrouped circuits

are grouped to bind them to measuring elements. When you click on the Grouping analog inputs button

S| , located on the toolbar, an editor (figure 157), is displayed in which you can group ungrouped analog

inputs. In this window, you can add, remove groups of analog inputs using the buttons on the toolbar of

the window.

140

85 Analog inputs groups — O x

QK Cancel

Figure 157 — Groups of analog inputs window
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5.3.3 Binary inputs

The Binary inputs window, device tree menu Hardware part — Binary inputs (figure 158), is
designed for configuring binary inputs of the device (circuits of binary input and virtual input modules).

Technological binary input time delays (designed for offset from interference):

— for operate;

— for return.

Note — Changing time delays in binary inputs or input modules in the Modules menu item is synchronized.

Allows you to set the total value of time delays for operate and return for all inputs (figure 158,
item 1).

Enable inverting (figure 158, item 2): All inputs — when the box is checked, binary inputs of all

modules are enabled for inverting.

Technological timing receiver circuits, ms: Enable invert:
To trigger On retum: EI 1 Al circuits — 2
1/~

gc Erl';:k Madule Ell_lmher MName i?n%lemented gi:g-llflgd Enable invert Inverted | Oper. DT, ms Retum DT, ms ”
1 Input 1 o O | 6

2 2 Input 2 & 1 |15 6

3 3 Input 3 4] 0 |15 6

4 4 Input 4 4] ] |15 6

5 5 Input 5 o O |15 6

6 6 Input & o 1 |15 6

T _ T Input 7 o ] 15 &

8 L Input 8 & 1 |15 6

9 S |9 Input 9 o O |15 6

10 o Input 10 o O | 6

11 2 11 Input 11 o O |15 6

12 % 12 Input 12 o O |15 &

13| § 12 It 13 o O | 6

14 = 14 Input 14 o O |15 & v
< b3

Figure 158 — Binary inputs window

Parameters of inputs are shown in table 96.

Table 96 — Parameters of binary input

Parameter Description
Bl No. Number of the binary input in the list of binary input
Module type Name of belonging of the binary input module
Module Name of the module of binary inputs
Bit No. Sequence number of the binary input on the device board
Name Name of the binary input in the configuration
Bl enabled Indicator of processing the binary input by the device
Value when disabled Binary input value when it is disabled
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Parameter Description
Invert Checked box indicates inversion of module’s binary input
Oper.DT, ms Operate time in milliseconds (only for physical binary input modules)
Return DT, ms Return time in milliseconds (only for physical binary input modules)

5.3.4 System parameters

5.3.4.1 Communication parameters

The tab is designed for configuring communication parameters of the IED.

5.3.4.1.1 Interfaces

The checked box allows you writing settings when connected to the terminal via the selected inter-
face (figure 159).

Irterfaces
Mumber  Mame fi?ﬁnéti;?ws
b RS-485-1 O
2 RS-485-2 [
3 Ethemet 1 ]
4 Ethemet { (service part)
5 Ethemet 2 ]

Figure 159 — Interfaces

@ NOTICE

In order to increase the level of information security and prevent unauthorized access to the device,
it is recommended to assign service functions to the Ethernet O port,

which is located on the front panel of the device.

5.3.4.1.2 TCP/IP parameters

Setting the parameters for checking the connection and parameters for TCP requests (figure 160).

Ethemet network

Connection aviability check params { TCP KeepAlive ) Parameters TCP request

Check period. s 15 . The maximum time between TCP 50000 B

' request and response, ms

Packet send delay, s 3 = The minimum time between TCF 6000 =
request and response, ms

Packets sending time, s 15 = Retransmission time of the TCP 180000 B
requests, ms

Figure 160 — TCP/IP parameters

Parameters of TCP/IP are shown in table 97.
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Table 97 — Parameters of TCP/IP

Parameter Description

— Check period (idle time of the line, after which the connection check will start) in
Connection check pa- seconds;

rameters (KeepAlive) — Packet send intereval (time between sending service packets) in seconds;

— Packet send time (time for sending service packets) in seconds

— Maximum time between TCP request and response in milliseconds;
— Minimum time between TCP request and response in milliseconds;
— Time of repeated TCP requests in milliseconds

Parameters of TCP re-
quests

5.3.4.1.3 Network interface settings
IP addresses are configured for communication interfaces such as Ethernet (figure 161).

Metwork interfaces settings

Interface Address Mask Gateway

> 152168331  |255.255.255.0 | 192.168.33.237
Ethemet 0 (service port) | 192.168.200.200 | 255.255.255.0 | 192.168.200.237
Ethemet 2 152.168.33.1 | 255.255.255.0 | 152.168.33.237

Figure 161 — Network interface settings

Note — Each port must have its own subnet, except for ports that are reserved for each other.

5.3.4.1.4 Serial ports
Communication settings for all serial ports (figure 162). The Protocol parameter specifies the se-
lected communication protocol for the operation of the serial port. For the USB port, the settings are fixed

and cannot be changed. The IED address parameter allows you to select an IED address for each serial

port.
Serial ports
Port Data . Stop Symbaols Terminal
name Port speed bitg Parity bits delay Protocol address
g R5-485-1 phbwEY g Mone 1 0 ModbusRTL 1
RS5-485-2 | 115200 g Mone 1 0 ModbusRTLI 1
LSB 521600 ] Mone 1 0 ModbusRTLI 1
Figure 162 — Serial port
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5.3.4.2 Time synchronization
The tab is designed for configuring parameters of software and hardware time synchronization.

5.3.4.2.1 Software time synchronization (figure 163)

Software time synchronization

Interface Ethemet 1 b

Pratocaol SNTP e

4k

Comection {in hours) (3
Automatic season time ]

Figure 163 — Software time synchronization

Parameters of software time synchronization are shown in table 98.

Table 98 — Software time synchronization

Parameter Description
Interface Selection of interface for software time synchronization
Protocol Protocol for the selected interface
Correction (in hours) Correction of time synchronization in hours
Qgggiggggllayy”ght saving time Checked box indicates automatic switch to summer/winter time

5.3.4.2.2 Hardware synchronization (PPS) (figure 164)

Hardware synchronization (PP5)
[] Hardware sync enabled

Sync impulse period, 5 1 e
Fixed transition fromt e
Minimum impulse length, ms 15 =
Calibration value, ms: 1 =
Allowed deviation of sync impulse, ms: |25 =
Sync Source

Figure 164 — Hardware synchronization (PPS)

Parameters of PPS hardware synchronization are shown in table 99.
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Table 99 — Hardware synchronization (PPS)

Parameter Description
Hardware sync enabled Enable use of hardware synchronization
Synchropulse period, s Selection of synchronization pulse period in seconds

Selection of transition to fall or rise

(parameter determines when time synchronization occurs)
Selection of the minimum pulse duration in milliseconds
(for protection from interference and chatter)

Registred transition

Minimum pulse duration, ms

Calibration value, ms Selection of the calibration value in milliseconds

Permissible deviation of synchro-

pulse period, ms Selection of permissible deviation of the syncropulse period in milliseconds

Synchronization source Time synchronization source

Note — Hardware synchronization must be disabled if IRIG-B time synchronization is enabled in the config-

uration.

5.3.4.3 Hardware synchronization (IRIG-B) (figure 165)

Hardware synchronization (IRIG-B)
[] Hardware synchronization enabled

Standart IRIG-B w
Maodffication BOO7 w
Sync Source

Figure 165 — Hardware synchronization (IRIG-B)

Parameters of IRIG-B hardware synchronization are shown in table 100.

Table 100 — Parameters of IRIG hardware synchronization

Parameter Description
Hardware sync enabled Enable use of hardware synchronization
Standard Time synchronization standard
Modification Version of the time synchronization standard
Synchronization source Time synchronization source

5.3.4.4 Ethernet protocols
The tab is designed for configuring protocols. Adding and deleting protocols is carried out using
buttons ks Add - and #% (figure 166, item 1).
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Protocols

Protocol parameters
de Add ~ X — 1 Commaon settings
MadbusTCP

ModbusTEP [ EGE ModbusTCP 1 —
60870-5-104

61850 Protocol enabled

SNTF

MadbusTCP o4 1

Figure 166 — Ethernet protocols tab

Note — The composition of protocols may differ depending on the type of device
General parameters of protocols are shown in table 101.

Table 101 — General parameters of protocols

Parameter Description

ModbusTCP, 60870-5-104, 61850, SNTP, ModbusTCP c-t, PTP

Indicator of enabling protocol operation in IED software

Protocol name

Protocol enabled

5.3.4.4.1 Configuring the ModbusTCP data transmission protocol (figure 166, item 2)
5.3.4.4.2 Configuring the 60870-5-104 (IEC 60870-5-104) data transmission protocol (figure 167)
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Protocol parameters

Common settings

Protocol name 60870-5-104 1
Protocol enabled
Cither settings
Setting Yalue

» :
Transmit type |P'eri|:u:|ic & Sporadic w |
Client timeout (sec) &0
Measurand data type | Float W |
Measurand cycle (sec) 300
Binary data Logic values
Analog data Analog values

Logic values base address
Binary outputs base address
Analog values base address
Calc. values base address
Protect vectors base address
Transfer mode

ASDLU address size

Cause of transmission size
Info object address size

k Max APDUs without ACK
w Latest ACK after recv. w APDUs
Address ASDU

257
1281
2561
073
3329
Balanced w~
2

2

3

12

g

1

Figure 167 — Parameters of the IEC 60870-5-104 protocol

The description of parameters of the IEC 60870-5-104 protocol is shown in table 102.

Table 102 — Parameters of the IEC 60870-5-104 protocol

Parameter

Description

Quantity of clients

IEC 60870-5-104 protocol

(default — 3, maximum — 10)

Maximum possible quantity of clients that can be connected to the IED using the

Measurement transmission
type

Cyclic (periodic) — 0;

Disabled — 3

Sporadic (when signal is changed) — 1;
Cyclic & Sporadic — 2 (by default);

Client time-out, s

Time interval in seconds, after which it is considered that there is no connection
with a client if no data was received from the client (60 by default)

Measurement data type

— Normalized - 1;
— Scalable - 2;

— Floating point — 3 (by default)

Sending period, s

is repeated

Time interval in seconds during which the transmission of cyclic measurements
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Parameter

Description

Composition of transmitted binary data:
— Logic signals — 1;

Binary data — Binary outputs — 2;
— Allsignals — 3
Composition of transmitted analog data:
— Analog values — 1;

Analog data — Calculated values — 2;

— Protection phasors — 3;
— All measurements — 4

Base address of logic signals

Base address of logic signals (value must be in the range of 1 to 16,777,215)
according to IEC-60870-5-104 protocol. It is not recommended to change the
value without agreement with software developers of the ED2 series device.
Default value 257

Base address of binary out-
puts

Base address of binary outputs (value must be in the range of 1 to 16,777,215)
according to IEC-60870-5-104 protocol. It is not recommended to change the
value without agreement with software developers of the ED2 series device.
Default value 1281

Base address of analog val-
ues

Base address of analog values (value must be in the range of 1 to 16,777,215)
according to IEC-60870-5-104 protocol. It is not recommended to change the
value without agreement with software developers of the ED2 series device. De-
fault value 2561

Basic address of calculated
values

Base address of calculated values (value must be in the range of 1 to
16,777,215) according to IEC-60870-5-104 protocol. It is not recommended to
change the value without agreement with software developers of the ED2 series
device. Default value 3073

Base address of protection
phasors

Base address of protection phasors (value must be in the range of 1 to
16,777,215) according to IEC-60870-5-104 protocol. It is not recommended to
change the value without agreement with software developers of the ED2 series
device. Default value 3329

Transmission mode

Protocol operation mode
Constant parameter
By default — Balanced

ASDU address size

Constant parameter

By default — 2
Size of transmission reason Constant parameter
field By default — 2
Size of information object ad- | Constant parameter
dress By default — 3

k Max. quantity of APDU
without ACK

Value of k indicates the maximum quantity of consecutively numbered Format |
APDUSs that can be transmitted without acknowledgment (value must be in the
range of 1 to 32,767 in increments of 1). Default value 12

w Sending an ACK after re-
ceiving w APDU

Value of w is the quantity of APDUs read, after which an ACK should be sent
(value must be in the range from 1 to 32,767 in increments of 1). Default value 8

ASDU address

By default — 1 ((value must be in the range of 1 to 247)

The list of transmitted signals via IEC 60870-5-104 protocol is shown in table 103. It can be gener-

ated via main menu Service — Reports — IEC 60870-5-104 protocol data.

Table 103 — List of signals transmitted via IEC 60870-5-104 protocol

Signal

Transmission method

Binary signals

These signals are transmitted via ASDU 30 (IEC 60870-5-101).
The size of the address field of the information object is 3 bytes. The signal value is
represented by the SPI bit of the SIQ field of size 1 byte (IEC 60870-5-101)
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Signal

Transmission method

Analog measurements

Measurement data is transmitted via ASDU 13 (IEC 60870-5-101).
Size of the address field of the information object is 3 bytes. The measurement value
is represented by a short floating point format of 4 bytes (IEC 60870-5-101)

Commands

These signals are transmitted via ASDU 45 and ASDU 46 (IEC 60870-5-101)

Analog channels

These signals are transmitted via ASDU F_SG_NA 1 (IEC 60870-5-101)

5.3.4.4.3 Configuring the IEC 61850 (IEC 61850-8-1) data transmission protocol (figure 168)

Protocol parameters
Comman settings

Protocal name 618501

Protocol enabled

Cither settings
Setting Value
»
GOO0S5E in enabled
IED name D2
ls extended O

Comtrade file names code page |‘."'.|'in|:||:|ws-1251

Figure 168 — Parameters of the IEC 61850 protocol

Description of parameters of the IEC 61850 protocol is shown in table 104.

Table 104 — Description

of parameters of the IEC 61850 protocol

Parameter

Description

Enable outgoing GOOSE

It is permitted to exchange binary data between IEDs via GOOSE messages.
Data transmission is planned for this device

Enable incoming GOOSE

It is permitted to exchange binary data between IEDs via GOOSE messages.
Data reception is planned for this device

IED name

Device name (identifier) available only via IEC 61850-8-1 protocol

Sign of using an extended
protocol

If the documented option of IEC 61850-8-1 to add its data types and attributes
(protocol extension) is used

Encoding of COMTRADE
file names

Encoding used for COMTRADE file names (Windows-1251 or UTF-8)

When adding the

IEC 61850 (IEC 61850-8-1) protocol to the configuration, the IEC61850 menu

item will appear in the project tree.

5.3.4.4.4 Configuring the SNTP time synchronization protocol

Quantity of servers used for time synchronization via SNTP protocol is no more than four.
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150

The SNTP protocol is described in the Configurator with the following parameters (figure 169):

Enabled,;

Priority (Very low, Low, High, Very high);
Server IP address;

Server port;

Synchronization period, s;

Response wait time, s.

Protocol parameters
Common settings

Protocol name SMHTP 1

Protocol enabled

Choose of server |Dn priorities v |

Cther settings
Setting Value

»
Activated
Priority Very Low w
Server IP 152 168.33.100
Server port 123

Synchronizing period, s | 64

Answer wait time, s 2

Activated

Priority Very Low ~
Server P 182.168.255.251

Server port 123

Synchronizing period, s | 64

Answer wait time, s 2

Activated

Priority Very Low e
Server IP 128.0.0.1

Server port 123

Synchronizing period, s | 64

Anzwer wait time, s 2

Activated

Priority Very Low w
Server IP 127.0.01

Server port 123

Synchronizing period, 5 | 64

Anzwer wait time, s 2

Figure 169 — Parameters of the SNTP protocol
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5.3.4.4.5 Configuring the ModbusTCP c-t data transmission protocol (Modbus TCP client) (fig-
ure 170)

Protocol parameters
Comman settings

Protocol name _Muﬂ:l:nusTCF‘ ctl

[ Protecol enabled

Other settings

Setting Value
k Server index 1

Serverip address [ 128.0.0.1

Server port 502
< >
Modbus TCP client parameters

Server name lIzage
:

Server 2 L]

Figure 170 — Parameters of the ModbusRTU c-t protocol

The description of parameters is shown in table 105.

Table 105 — Description of additional parameters of the Modbus TCP client protocol

Parameter Description

Additional parameters

Client number from “ModbusClients” (1 by default). The parameter is not directly editable.

Server index The value is set by selecting one of the values in the "Modbus TCP client parameters” ta-
ble

Server IP address IP address of the server to which the client is connecting (128.0.0.1 by default)

Server port TCP port of the server to which the client is connecting (502 by default)

Modbus TCP client parametersliapameTpbl knueHTa Modbus TCP

The name of the server to which the client is connecting. Configured in the

Server name ModbusClients tab

Usage Selecting the appropriate server for a given client
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5.3.5 Configuring the PTP data transmission protocol (figure 171)

Protocol parameters
Common settings

Protocol name: PTP1
Protocaol enabled
Other settings
Setting Walue
Clock type |Boundar'_.' w
Management via PTP ]
Sync lower bound (1..955955%9595 nanoseconds) | 30
Sync upper bound (1..9955555595 nanoseconds) | 5000
(Boundary) domain 0. 255 0
(Boundary) priority1 0..255 128
(Boundary) priorty2 0..255 128
(Boundary) utc offset -32768..32768 seconds 0
(Boundary) utc offest is valid ]
(Transparent) delay mechanism |5-2».=,- w
(Transparent) is multi domain O
(Transparent) network protocol |ieeeBI}2.3 w
(Transparent) primary domain 0..255 0
(Transparent)is sync local clock
(Transparent) vlan |nu:une w
(Transparent) vlan-priorty 1.7 4

Figure 171 — Parameters of the PTP data transmission protocol

The description of parameters of the PTP data transmission protocol is given in table 106.

Table 106 — Parameters of the PTP data transmission protocol

Parameter

Description

Synchronization

Time interval in seconds (value must be in the range of 2 to 3,600 s)by the expiration of

period, s which synchronization is repeated

It sets the synchronization algorithm:
Clock type — Boundary;

— Transparent

Management via PTP

Enable/disable PTP control

Sync lower bound
(1..999,999,999
nanoseconds)

Minimum time difference between local clock and source of reference time
in nanoseconds (value must be in the range of 1 to 999,999 999 ns)

Sync upper bound
(1..999,999,999
nanoseconds)

Maximum time difference between local clock and source of reference time
in nanoseconds (value must be in the range of 1 to 999,999 999 ns)

(Boundary) domain
0..255

Binding of the device to a specific PTP domain (value must be in the range of 0 to 255)

(Boundary) priority 1
0..255

It determines the priority for port 1 (value must be in the range of 0 to 255)

(Boundary) priority 2
0..255

It determines the priority for port 2 (value must be in the range of 0 to 255)
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Parameter Description

(Boundary) utc offset | Difference between PTP and UTC timeline in seconds (value must be in the range of
-32,768..32,768 minus 32,768 and plus 32,767 s)

Offset from timeline:
— box checked — timeline offset;
— box not checked — no timeline offset

Algorithm for measuring the delay of the transmitted messages:

(Boundary) utc offset
is valid

(Transparent) delay | _ eze.
mechanism Pepy
— e2e-optimized;
— none

Operation of the PTP synchronization independent of the domain:
— box checked — operation of PTP synchronization enabled;
— box not checked — operation of PTP synchronization disabled

Network protocol, through which synchronization messages are transmitted:
— ieee802.3;
— udp-ipv4

(Transparent) is multi
domain

(Transparent) net-
work protocol

(Transparent) primary

domain 0. 255 Binding of the device to a PTP domain (value must be in the range of 0 to 255)

Synchronization of the local clock:
— box checked — local clock synchronized;
— box not checked — local clock not synchronized

Operation of PTP in a specified virtual network (VLAN ID), number of the virtual network:

(Transparent) is sync
local clock

(Transparent) vian ~ gf)ne;

-1
(Transparent) Priority with which the device transmits messages of the PTP synchronization related to
vlan-priority 1...7 this VLAN ID (value must be in the range of 1 to 7)

5.3.5.1 Serial protocols

The tab is designed to configure communication protocols which are available for operation via
serial communication ports (COM):

— ModbusRTU;

— 60870-5-103 (IEC 60870-5-103);

— ModbusRTU c-t (Modbus RTU client);

— IEC 103Master (IEC 60870-5-103Master);

— Transparent port.

All serial protocols have a uniform parameter — protocol name (figure 172).

Protocol parameters
Comman parameters

Protocol name ModbusRTU

Figure 172 — Parameters of the protocol

Note — The ModbusRTU protocol has no additional parameters.
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5.3.5.1.1 Additional parameters of the IEC 60870-5-103 protocol (figure 173)

Protocol parameters

Commaon parameters

Protocal name 60870-5-103
Additional parameters
Parameter Value

3 | Periodic & Sporadic
Delay analogs (sec) 300
Measurand data type |FI|:|at[asu:Iu 4)
Analog data Analog values
Binary data Logic values, Binary outputs
Logic values base address | 256
Binany outputs base address | 12380
Analog values base address | 2560
Cale. values base address | 3072
Skip IMF zeros ]

Figure 173 — Parameters of the IEC 60870-5-103 protocol

The description of parameters of the IEC 60870-5-103 protocol is given in table 107.

Table 107 — Description of parameters of the IEC 60870-5-103 protocol

Parameter

Measurement transmission
type

Description
It sets the type of measurement transmission:
— Cyclic;
— Sporadic;

Cyclic & Sporadic;
Disabled (no transmission)

Measurement transmission
period, s

Time setting the delay in seconds when transmitting measurements

Measurement data type

With floating point (asdu 4), with fixed point (asdu 9)

Analog data

Set of transmitted measurements which consists of the following groups: analog
measurements, calculated measurements, protection phasors

Binary data

Set of transmitted binary measurement groups which consists of the following
groups: logic signals and binary outputs

Base address of logic sig-
nals

Decimal value, which sets the base address of logic signals

Base address of binary out-
puts

Decimal value, which sets the base address of binary outputs

Base address of analog
values

Decimal value, which sets the base address of analog values

Basic address of calculated
values

Decimal value, which sets the base address of calculated values

Omit zeros in INF field

Omission of zeros in the information field. When the value of the address
parameter for the IEC 60870-5-103 protocol is set, fieldless INF = 0 is generated
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5.3.5.1.2 Parameters of the ModbusTCP Master protocol

In the Modbus RTU Master parameters group (figure 174) used Modbus clients are set, which
are added in the Modbus Client tab (item 5.6).

Protocol parameters
Common parameters

Protocol name ModbusRTU ¢4 1

Maodbus RTU client parameters

Server name lUsing

»

L]
Server 2

Figure 174 — Parameters of the ModbusRTU Master protocol

5.3.5.1.3 Parameters of the IEC60870-5-103 Master protocol (figure 175)

Protocol parameters
Common parameters

Protocaol name |IEC103Master

Additional parameters

Parameter  Value

»

£ >

Figure 175 — Parameters of the IEC 103Master protocol

The description of parameters of the IEC 103Master protocol is given in table 108.

Table 108 — Description of parameters of the IEC 103Master protocol

Parameter Description

Set of slave devices Polled slave device is selected, which is added in the 103 protocol master tab
(item 5.9)

5.3.5.1.4 Parameters of theTransparent port protocol (pucyHok 176)

The description of parameters of theTransparent port protocol is given in table 109.
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Protocol parameters
Common parameters

Protocol name Transparent port

Additional parameters

Parameter Value

Figure 176 — Parameters of theTransparent port protocol

Table 109 — Description of parameters of theTransparent port protocol

Parameter Description

Tcp port Base port of TCP protocol for connection client’s applications.

5.3.5.2 Setting groups

The tab is designed for configuring the switching of setting groups.

For fast switching of the settings required for the protected facility, setting groups are implemented
in one configuration file.

In each group one can specify individual settings for measuring elements, logic elements, tripping
matrix and calculated values. All other parameters (hardware settings, PCS, etc.) are the same for all
setting groups. It is possible to switch the group of settings by changing the electronic switches and logic
signals in the “local” and “remote” control modes. It is possible to assign a binary input of cabinet for each
setting group for activation, in case of its operation a setting group with the index of this group number is
applied automatically.

By default, the name of the setting group should be: “Setting group X”, where X is the sequence
number of the setting group. The maximum length of the setting group name must not exceed 23 charac-
ters.

Values from one setting group to another are copied by pressing the Copy button (figure 177).
Pressing this button copies the selected settings from the From group to the To group. After the copying
is completed, an information window appears about the successful completion of the operation.

One can select settings in the Measuring elements, Logic elements, Calculated values, Tripping
matrix groups.

When the box is checked in field Common tripping matrices for all setting groups, all setting
groups have a common tripping matrix.

When the box is checked in field Password request when switching setting group via el.

switch, the switching of settings is accompanied by a password request.
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Communication parameters  Synchronization Ethemet protocols  Serial protocals  Settings groups  |ED parameters  Ethemet reserving settings  Diagnostic parameters  Control mode  Security parameters

Setngs g
Switch source settings |Logc signals decoder

Ne Settings Signal ~ Signal
~  group name 1 2
Setting group 1
2 | Setting group 2

3 | Setting group 3

Setting copying parameters

From |

~ | [ Protections

To |

Matrix of outages
[ Calculated values settings

| Cony

| [ Logic elements settings

[ Matrix of outages is common for all groups

Figure 177 — Setting groups window

Parameters of the Setting groups tab are shown in table 110.

Table 110 — Parameters of the Setting groups window

Parameter

Description

Quantity of setting groups

Quantity of setting groups (minimum — 2, maximum — 100, “none” — there is
only one setting in the project)

Active setting group by default

Selection of an active setting group from the assigned quantity of setting
groups

Setting group switching source

Switching sources

— Electronic switch (when changing electronic switches on the indication
module);

— Logic signal (when the logic signal changes);

— Logic signal decoder (when switching a setting group with a wafer
switch)

No.

Number of the setting group

Setting group name

Name of the setting group

Activation signal

Signal of activation of the setting group
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5.3.5.3 IED parameters

The figure 178 shows a form for setting device parameters.

Test relay
Block: = e — 1
Block chain: | 6: Test ~
Flash memory 3
— 2
Type. MB: 1024 v /
Language
Teminal language: Russian ~
Dizplay
Time to sleep mode activation | 10 min. w
Logout time 10 i, » Default menu tem | "Main menu” ~
\
Working frequency 4
Frequency of DSP working cycle: | 1200 Hz (24) “ Oscillography frequency, Hz: 1200 w
— 5
Logic running frequency: default {on each samp ~ Base frequency, Hz. |50 w
Deliveny parameters
— 6
Ohbject name: TunoBble WK adikl ~
Teminal functionality code: 6-35 kW RPA w
Comection processing time of digital inputs
I
Time comection enabled [ |  Onswitchto 1, ms 02| Onswichto 0 ms 1]5=
Display mode analog values. (Used only in terminal) 3
Digplay Mode: Secondary e

Figure 178 — IED parameters tab

Test relay (figure 178, item 1)

The ED2 series devices have a special test relay that is not controlled by enabling/disabling of the
IED.

It sets the position of the test relay for automated testing using external programs (for example,
using the Smart Monitor program).

In the drop down list select a relay module, after relay module selection, specify a required circuit.

Memory card (figure 178, item 2)
It sets the type of memory card that is installed inside the device, in megabytes. The allowed
memory range is from 32 to 32,768 MB.
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Language (figure 178, item 3)

This section sets the IED language (Russian or English or Spanish).

Display (figure 178, item 4)
This section sets the time until the IED display switches to the standby mode, the time until the

password is reset, and the default menu item.

Operation frequency (figure 178, item 5)

The Operation frequency parameter specifies the operation frequency of IED's functional proces-
sor. Possible parameter values:

— 1,000 Hz;

— 1,200 Hz;

— 2,000 Hz.

The value of 1,000 Hz is set in case of using the Sample Value reception report block according
to the IEC 61850-9-2LE protocol, as well as in control IEDs. The value 2,000 Hz is set for the functional
purpose "Communication device". In all other cases, the value is set to 1,200 Hz.

Possible values for frequency of logic execution:

— default (on each sample);

— on odd sample.

For Disturbance recording frequency, Hz, 1,200 Hz and 2,400 Hz are available, for devices with
a DSP operation cycle — 1,200 Hz, 1,000 Hz and 2,000 Hz, for a device with a DSP operation cycle —
1,000 Hz.

Supply parameters (figure 178, item 6)

In the Object name field, select the energy facility to which the IED will be supplied.

The IED functionality code field indicates the relation of the IED to the functions performed:
— Protection Int;

— Bay Controller Int.

Binary input process time compensation (figure 178, item 7)

In the Enable time correction field compensation of the processing time of binary inputs is ena-
bled.

The On switch to 1, ms field specifies the time in milliseconds that will be compensated upon

switching from logic O to 1.
The On switch to 0, ms field specifies the time in milliseconds that will be compensated upon

switching from logic 1 to O.
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Analog value display mode (used only in IED) (figure 178, item 8)
Available modes of analog value display:

— Secondary;

— Primary.

5.3.6 Ethernet redundancy settings

Ethernet redundancy is configured in two ways:

— when adding a controller module with two Ethernet interfaces and in the absence of a network
redundancy board (Hirschmann);

— by adding a controller module with a network redundancy board (Hirschmann).

5.3.6.1 Configuration of Ethernet redundancy (with a network redundancy board (Hirschmann))
Select the System parameters section in the project tree and go to the Ethernet redundancy

settings tab.
Set the required Ethernet redundancy protocol — Redundancy parameter (figure 179).

Ethemet reserving unit settings:

Group Parameter Walue
Adddress 192.168.1.1
Mask 255.255.255.0
MNetwark params
Gatewey 152.168.1.1
Management VLAM 1
3 Redundancy Metwork redundancy protocal

Port1 on

Irterf
saces PortZ on ]

'l

Figure 179 — Ethernet redundancy settings tab

The description of general parameters for all redundancy protocols is given in table 111.

Table 111 — Description of general parameters for all redundancy protocols

Group Parameter Description
Address IP address of the redundancy module
Mask Subnet mask of the redundancy module
Network
parameters Gateway Subnet gateway of the redundancy module

Virtual network, which provides access to redundancy module settings. It affects

Management | all protocols of remote access to the redundancy module. For correct operation,

VLAN VLAN, when set to a value other than 0, will be registered in the VLAN table on
external ports of the module

When selecting network redundancy options, the program sets the following default values:
— network redundancy none (absent) (figure 179);

— network redundancy PRP (figure 180);
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— network redundancy RSTP (figure 181);
— network redundancy LinkBackup (figure 182);
— network redundancy mrp (figure 183);

Ethemet reserving unit settings:

Group Parameter Value
Adddress 152.168.1.1
Mask 255 255.255.0
Metworlk params
Gatewey 152.168.1.1
Management VLAN 1

3 Redundancy Metwork redundancy protocaol h |

Supervision evaluate

Pmp Supervision redbox exclusively |:|
Supervision send

Figure 180 — Configuration of redundancy via PRP protocol

The description of redundancy settings via PRP protocol is given in table 112.

Table 112 — Description of redundancy settings via PRP protocol

Group Parameter Description

Reception of Enabling tracking of supervision packets. Reception of packets is required to
supervision packets collect statistics and diagnose the PRP network

Enabling generation of supervision packets from this redundancy module.

Transmission of Transmission of packets is required to collect statistics and diagnose the PRP

supervision packets

prp network
Enabling transmission of supervision VDAN packets. These packets contain
Transmission of additional diagnostic information about network devices connected to the PRP
VDAN packets network through the IED redundancy module. Supervision VDAN packets are

transmitted only if the Transmit supervision packets parameter is enabled

Ethemet reserving unit settings:

Group Parameter Value
Adddrezs 15216211
Mask 255.255.255.0

Metwork params
Gatewey 15216211
Management VLAN 1

Metwork redundancy protocol |rstp £

Max age 6..40 20

Stp
Priority 32768 ~
Port1 path cost 0. 200000000 | 200000
Port1 auto-edge |

Stp port 1 Port1 guard4cn O
Port1 pricrity 128 e
Port2 path cost 0.. 200000000 | 0
Port? awto-edge O

Stp port 2 Port2 guardicn |
FarZ pnonty 7% =

Figure 181 — Configuration of redundancy via RSTP protocol
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The description of redundancy settings via RSTP protocol is given in table 113.

Table 113 — Description of redundancy settings via RSTP protocol

Ya

Group Parameter Description
Maximum distance of the extreme switch from the root switch of the network,
Max age 6..40 within which the protocol is applied. For STP protocol it is expressed in
seconds
Device priority
Stp One of the components, as well as part of the MAC address, when added
together, a numerical sequence is formed that affects the ranking of switches
Priority at the stage of selecting the root switch, selecting the destination path when
building a network connection tree from the root switch.
The lower the number, the higher the priority.
Default value — 32,768. Range of permissible values — from 0 to 65,536
Path “cost” (value, inversely proportional to path throughput).
Port1/2 cost The result of the path cost sum of the current switch and the port cost is the
0..200,000,000 path cost for the next switch. The port with the least cost is selected as the root
port — port with the cheapest path to the root switch
Automatic assignment of port role.
Port1/2 auto- It turns on automatic detection of the end device. If there are no BPDU packets
Stp port edge from the device, connected to the port, the transmit mode is turned on. Then

this port does not participate in the RSTP topology

Port1/2 guard-tcn

The function of port protection from distribution of messages on network
topology change.

Enable protection against attack by false BPDU messages on topology change
that do not contain information about a better path

Port1/2 priority

Port priority. The lower the number, the higher the priority.
If the port cost turned out to be the same, the selection will be made by priority.

Range of permissible values — from 0 to 240 in increments of 16

Ethemet reserving unit settings:

Group Parameter Yalue
192.168.1.1
Mask 255,255 255.0
Metwark params Gatewey 152.168.1.1
Management VLAM 1

MNetwork redundancy protocal | linkbackup w

Figure 182 — Configuration of redundancy via LinkBackUp protocol

Ethemet reserving unit settings:

Group Parameter Value
Mash 255.255.255.0

MNetwork params
Gatewey 152.168.1.1
Management YLAN 1

Redundancy MNetwork redundancy protocol |mmp -
Advanced mode ]

mmp
VLAN 1D 1]

Figure 183 — Configuration of redundancy via mrp protocol

The description of redundancy settings via mrp protocol is given in table 114.
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Table 114 — Description of redundancy settings via mrp protocol

Group Parameter Description

In this mode, a connection failure is detected using the “Link-down”

Extended mode message about a broken connection. This message can be generated by
mrp the device that has detected the break
VLAN ID Number of the virtual network

5.3.7 Diagnostics parameters
This tab is designed for viewing device failures (figure 184). The description of parameters of the

Diagnostics parameters tab is given in table 115.

DSP events  Host events

Name g;f;?nrgt;nrzﬁunction Signal type Fixation
» O [ 0
Extemal RAM emar | Waming g
PP5 synchronization emor/absence 1 Waming - ]
CF iz not rezsponding O Waming A
Emor CRC macrolanguage nonvalatile memany | Waming g
Emor synch source destination 1 Waming A
Ot of range Power [ Information e ]

Figure 184 — Diagnostics parameters tab

Table 115 — Parameters of the Diagnhostics parameters tab

Parameter Description

Name Flag name

Individual parameters of the failure allow you to change the signal type and
Individual failure parameters latching flag (by default, the box is unchecked, parameters “Signal type”
and “Latching” are highlighted in gray and not editable)

. Alarm, warning, information
Signal type

Latching flag allows you to latch the appearance of signals in the IED and

Latch
reset on user reset

5.3.8 Control mode

This tab is designed to select the control mode and bind the operation of the "Reset" and "Start"
signals from a binary input or a device logic signal (figure 185).

IED Local/Remote switching methods:

— Not selected (hotkeys Fn+2 on the front panel are used);

— ES 1 (electronic switch Ne1);

— Logic signal.
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Communication parameters  Synchronization  Ethemet protocols  Serial protocols  Settings groups  1ED parameters  Ethemet redundancy settings

Source of change in the management mode of the terminal "Local” / "Remote” Mot selected w
Signal binding
Binding of "Reset” signal I:I — 1
&% Linking input >

Block Mone &
Input

Logic signal e

Ok Cancel

Figure 185 — Control Mode tab

Binding of signals occurs by pressing a button | ... | (figure 185, pos. 1).

The description of parameters of the Linking input is given in table 116.

Table 116 — Description of parameters of the Linking input

Parameter Description
Block The name of inputs module
Input Bit number in inputs module
Logic signal Logic signal number from logic of device. Logic signal selection is not available if an
inputs module is selected.

Note — The "Start" signal binding is displayed only for the "Communication Device" functional purpose

and is used to enable the receiver to be put into the "Run" state.

5.3.9 Security parameters
This tab is designed to select the level of security of the Modbus protocol (figure 186).
Modbus protocol security level options:
— Off:

1) Modbus protocol security is not used,;
— Low:

1) CRC32 hash algorithm;

2) absence of MAC in IED messages;

3) username in client messages (SmartMonitor) is transmitted in clear text;
— Medium:

1) MD5 hash algorithm;

2) absence of MAC in IED messages;

3) username in the client message is transmitted in clear text;
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— High;
1) MD5 hash algorithm;
2) presence of MAC in IED messages;
3) username in the client message is transmitted as MD5.

Synchronization Ethemet protocols  Seral protocols  Settings aroups

Modbus protect level Off w

Figure 186 — Security parameters tab

5.4 Logic part

5.4.1 Measuring elements and functions

The Measuring elements and functions window, device tree menu Logic part — Measuring
elements and functions (figure 187), allows you to configure measuring elements and functions for the
IED. In figure 187, item 1 there is a list of measuring elements and functions available in the project, in
figure 187, item 2 — parameters and settings of the selected measuring element.

Measuring element grouping is designed to group measuring elements by logical groups.

TZTT030TO0000aTh [ffotectio... i —
Xt 8 +  General properties
RVl * Protect /O
2 A=m5(2) + |nputs
3 3l==(1) + Settings
/ 4: 3>(2) 5 Output \
1 2 i:_rl:::ﬁ.} + Protection samples )
ToUZ=(1)
&: FUSEF(1)
5: Io=(1)
10: 3e=(T)

Figure 187 — Measuring elements and functions window
5.4.1.1 Common features

=l General properties

Parameter Value
Id A==={1)
Librany protect =G
Protects group ANSI 50/51/67/50V/B1VA4T ~
Mame

Figure 188 — General properties section

The description of parameters of the General properties section (figure 188) is given in table 117.
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Table 117 — Description of parameters of the General properties section

Parameter Description
Designation Designation of the measuring element or function in the configuration (editable)
Library name Name of the measuring element or function in the library
Functional group Name of the group to which the measuring element or function belongs
Description Description of the measuring element or function (editable)

5.4.1.2 Enable/disable

=l Protect I/O

Parameter Value
ot g iord |
Changing the protect /0 is allowed
Protect /0 LED |<none>

Figure 189 — Enable/disable section

The description of parameters of the Enable/disable section (figure 189) is given in table 118.

Table 118 — Description of parameters of the Enable/disable section

Parameter Description

Logic signal enable Setting the logic signal to enable the measuring element or function

If the checkbox is cheked, than the measuring element or function can be acti-
Enable condition vated using a logic signal or the Enabled setting (see 5.4.1.4). Otherwise
measuring element or function can be activated only via the Enabled setting.

LED enable/disable Setting the measuring element or function status LED (enable/disable)
5.4.1.3 Inputs
= Inputs
Imput name Binding

K /]

Figure 190 — Inputs section

The description of parameters of the Inputs section (figure 190) is given in table 119.

Table 119 — Description of parameters of the Inputs section

Parameter Description
Input name List of measuring element or function inputs
Binding Binding of the sensor module circuit to the measuring element or function input

Note — If you want to set a nhame consisting of special characters, you should make sure that they are
included in the set of permitted special characters: ‘2 QW€ ©«2=++*<°C° e AV ...#¥ AO® {}". To set special
characters, go to the menu View — Special characters table.
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5.4.1.4 Settings

=l Settings
Setting _Sett_ing group 1 Setting group 2 Settinggroup 3 Minimum Maximum Lnit Unique Description
(@ctive) range
»
Oper. 5.000 5.000 5.000 0.250 200.000 A |
Kret. 0.95 0.95 0.95 0.50 1.00 |

Figure 191 — Settings section

The description of parameters of the Settings section (figure 191) is given in table 120.

Table 120 — Settings

Parameter Description
Setting List of measuring element or function settings
Setting group Value of the setting
Minimum Minimum value of the setting
Maximum Maximum value of the setting
Unit Measurement unit (absolute/relative value)
Unique range Indicator of enabling assignment of the unique setting range
Description De_scription of t_he measuring element or function setting. By default, this field is empty.
Edited by user if necessary
Enabled Setting of measuring element or function activation

* The quantity of columns depends on the quantity of setting groups in the configuration.

5.4.1.5 Outputs

= Output

MName Lsing
Oper. B
Oper. C
Oper.

O] & E

Figure 192 — Outputs section

The description of parameters of the Outputs section (figure 192) is given in table 121.

Table 121 — Outputs

Parameter Description
Name List of measuring element or function outputs
Using the output in the logic (whether or not to use the measuring element or function output
Use in the logic of the IED, when used, it is added to the logic diagram and the signal table of the
IED)
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5.4.2 Calculated parameters
Calculated parameters are internal variables of the measuring element or function algorithm with

their possible disturbance recording (figure 193).

=l Calculated parameters of protection

Mumber MName Lnit Oscil.
IdA,
IdB
[dC
ftA

itB

iC A

= | 3= (3| 3> | 3=

-
m:.n-h-wMI

Oogggig

Figure 193 — Calculated parameters section

The description of parameters of the Calculated parameters section given in table 122.

Table 122 — Calculated parameters

Parameter Description
Number Number of the parameter
Name Name of the parameter
Unit Measurement unit of the parameter
Dist. Disturbance recording of the parameter

5.4.3 Programmable logic

To ensure the correct logic of the IED, the Configurator has a visual editor of logic that allows you
creating logic, emulate the operation of logic (simulate the supply of signals to the logic and check the
correct execution of the logic), and compile it (a compiled logic file is created that is used in the logic of
the IED).

The following signals can be input data for the logic:

— signals received via physical binary inputs and via digital protocols;

— measuring element signals;

— signals of keyboard events;

— service signals;

— system events;

— outputs of specialized buffers;

— results of logic functions of the Calculated values section.

Logic signals that are supposed to be used to influence the relay of the IED, assign to local alarm,
in digital data transmission protocols, calculations should be displayed in the “Matrix inputs” element.

You can move around the window either by hovering the mouse or using the mouse wheel (verti-
cally).

The Logic section has subsections Logic elements and System events.

168 EKRASMS-SP software package manual
EKRA.00019-01 34 02, Edition 05.2023



5.4.3.1 Opening of programmable logic diagram

To open the diagram, go to device tree menu Logic part — Logic. The Logic window is shown in

figure 194.

“Scheme : t217030100000.arh

CE_OPENED t

VT FAILL

={1)_Stast L1

=={1)_Sest L2

Creeroarent protechion, stage | (3P=>={11

—{ CR. il>>>(1) Oper A
{CR 3I==2(1) Oper B

CR il=>>{1) Oper C
CR 3l==>(2) Oper A
CR 3l>>>(2) Op= B
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PDE OC Oper A
PDROC Opur B
PDE OC Oper C

1V oltage-comtroled start (log)

CB Opened pos_t
VT Fal (log)

ARSI 551-1

il=me ghart ilaa> START
il>>> OPERATE o

il>>> oper. t] |

3o oper 2 |——— 3lss> OPERATE @
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PDR OC Oper B £ud
¥) Oper CA ——— PDR OC Oper C fud
Ves ——
VT _FAIL

=1 Start L3

V) Oper AR ARSI 50/51-2 3l2(1) oper. tl [—— 3l»=(1) OPERATE 1l
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|
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Figure 194 — Programmable logic diagram

The presence of programmable logic in the configuration is indicated by the red glow of the Pro-
grammable logic button (the Programmable logic button is active).

5.4.3.2 Editing of programmable logic diagram

In the programmable logic, elements without settings in the Library tab (figure 195, item 1) or with
settings in the Reserved elements of additional logic tab (figure 195, item 2) can be used. The use of
logic elements with settings, as well as R_Trig and F_Trig triggers, is strictly limited. These elements are
available in the special Reserved elements of additional logic window. The maximum number of ele-
ments is indicated in brackets, and the available quantity is outside the brackets (figure 195, item 3).

When you hover the mouse cursor over the Logic library tab, a window appears with logic ele-
ments (figure 196) used in the programmable logic.

By default, in addition to the logic container, there are elements of matrix outputs (16 reserved
outputs) and matrix inputs (128 reserved inputs). Matrix inputs are used to assign signals to output relays
or to the LED display with possible assignment for event and disturbance recording.

The signals to matrix outputs are assigned by means of the tripping matrix in the configuration.
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Figure 196 — Programmable logic library
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Setting logic connections between elements inside the programmable logic container is performed
using lines or logic markers.

Setting logic connections using logic markers is performed as follows:

a) using combination CTRL+SHIFT and left mouse button select the element output marker (output
is colored green (figure 197));

Flexhatrinnu Flexl FlexhlatrixInputs
]
M Flex 1 M. Flex 2 Fled T
M _Flex 2 — = Flexs
M _Flex 3 M _Flex 3 Flexd 2P
Flex
M _Flex 4 M_Flex 4 Flexs 2
M. Flex 5 ]
W_Flex_5 - Flex? T
M Flex & Flexs
M Flex & - Flewd
M _Flex 7 b Flex 7 Flexin 2
e 7ML Flex 8 I

Figure 197 — Setting logic connections

0) using combination CTRL+SHIFT and left mouse button select the necessary element input
marker. The marker is bound (figure 198).

FlexatrizCut M Flex 1 Flexl Flexhatrixlnputs
B_Flex 1 =R Flexz 1
I Flex 2 ]
I Flex 2 L M Flex 1
W Flex 3 = Flezd —I3
I Flex 3 M_Fl —4 Flexs w1
IA_Flex 4 — Flext 0
LI Flex 5 18
I_Flex_5 - Flex7
I Flex 6 M_Flex 6 E%eg I
T Flav 7 M_Flex 7 Tt

Figure 198 — Binding of programmable logic markers

Logic connections of inputs of logical elements of programmable logic with outputs of hard logic
elements can be set using logic markers.

To use a reserved programmable logic element, you must capture its image and drag it with the
mouse into the programmable logic container. When you drag reserved items into the programmable logic
container, the available quantity of items dynamically changes. Also, in the container of programmable
logic, you can use common elements from the logic library — these are elements of type AND, OR, NOT,
etc. Placement of logic elements outside the programmable logic container is not available.

If necessary, you can delete elements of the flexible logic diagram with the DELETE button on the

keyboard or the Delete command in the context menu, which is called by right-clicking on the element.

5.4.3.3 Logic compilation

After editing the programmable logic, it is necessary to check the correctness of the logic using the
function of logic compilation. Logic compilation checks for unused outputs of logic elements and the
memory footprint of the logic. Logic compilation is started by pressing the Compile button on the toolbar
(figure 199).

File Edit View Configuration Service Help

0 & Os- o-G 2o v ook

w A b E] Scale: 90 % ~ Search mode by elements » ¥ L9 Search.. A u
Figure 199 — Location of the Compile button
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If unused outputs of logic elements are found during compilation, the program informs the user
about it and displays a list of unbound outputs on a separate panel (figure 200). To eliminate errors, bind
unbound outputs, or mark them as unused outputs (check the box in the Unused outputs field).

After eliminating the errors, it is necessary to recompile the logic diagram.

Scheme : t217030100000.arh ] %
Oper. A |— 3T===(1) Oper A ""EI Unused outputs >
v 3I==(1) Oper. B [— 31===(1) Oper B 0% In0
Oper. C |— 3I>=>(1) Oper C [1|Dx1n1
- | Dx1 0wt

Opet. A |— 3l==>(2) Opér A

=t

17 i===(2) Oper. B — 3I===(2) Oper B

W

Oper. C.|—. 3l==={2)_Oper.C

Start L1 [— 3I=={1) Start L1
Start L2 |— 31==(1)_Start 1.2

Start L3 [— 31=={1)_Start L3
Trip. - |— 3I=={1) Trip

Iy 3l=={(1)

a3

L4 >

Figure 200 — Location of the list of unbound outputs

In case of successful compilation of the logic, a corresponding message will be displayed (fig-
ure 201).

Compilaticn complete >

Compiling logic has been successful,
[Compiled part is not changed)

Figure 201 — Compilation complete window

5.4.3.4 Assigning settings of programmable logic elements

To open the Logic elements window, select device tree menu item Logic part — Logic — Logic
elements (figure 202).

The reserved programmable logic elements have the following settings:

— time delays;

— program switches;

— pulse former;

— stage counters;

— pulse generators.

Logic elements used in programmable logic are labeled “programmable logic” in the Belongs to

column.
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Time delays  Program lining  Pulse shaper  Pulse shaper with intemuption

t & E

[ - Setting is individual for each group [ - Setting is comman for all groups.

Protect Mame Type

31553(1)_Oper_t1 |Operating
3l==>{1)_Oper_t2 |Operating

3l=»(1)_Oper_t1  |Operating
ANSI 50/51/67/50V/51V/49

31=>(1)_Oper_t2 |Operating

3l=»(2)_Oper_t1  |Operating
3l=»(2)_Oper_t2 |Operating
Acceleration Acceleration COperating
VT_Fail Operating

ANSI 60, FUSEF
FUSEF_Oper COperating
3=(1)_Oper Operatin
ANSI| 51/49 .0 P £
31=(2)_Oper Operating
GP_Oper Operating

Gas protection
GP_Alam COperating

Minimum, s

0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000

5.555.000
5.59539.000
5.59539.000
9.959.000
5.59539.000
5.59539.000
5.59539.000
9.555.000
5.59539.000
5.59539.000
9.9599.000
59.559.000
5.59539.000

Editable from
Maximum, s~ ARM and teminal

display

MNEE R EE AR E EE EE

Belonging

hard logic
hard logic
hard logic
hard logic
hard logic
hard logic
hard logic
hard logic
hard logic
hard logic
hard logic
hard logic
hard logic

Description
RU

Brinepxxa spem

Beinepxka spem..
Beinepxka spem..
Brinepaka spem...
Beinepxka spem..
Beinepxka spem..
Beinepxka spem..
Brinep:ka spem...
Beinepxka spem..
Beinepxka spem..
Brinepaka spem...
Brinepxka spem...

Beinepxka spem..

~
Description EN

Actuation Time Delay
Actuation Time Delay
Actuation Time Delay
Actuation Time Delay
Actuation Time Delay
Actuation Time Delay
Actuation Time Delay
Actuation Time Delay
Actuation Time Delay
Actuation Time Delay
Actuation Time Delay
Actuation Time Delay
Actuation Time Delay v
>

Setting group

Setting, sec

Setting group 1 (active) QI

Setting group 2
Setting group 3

0.600
0.600

Figure 202 — Logic elements window

To save the configuration, select main menu item File — Save. All setting groups are saved in one

configuration file.

5.4.3.5 Logic elements

The Logic elements window, device tree menu Logic part — Logic — Logic elements (fig-

ure 202), is designed for editing the settings of logic elements present in the logic diagram. Types of logic

elements are sorted by tabs.

1) Time delays

Figure 202 shows the form for setting the time delay parameters.

The description of columns of the time delays table is given in table 123.

Table 123 — Description of columns of the time delays table

Parameter

Description

Measuring element

Belonging of the logic element to the measuring element

Name Name of the element in the logic diagram
Type Type of time delay (operate or release)
Minimum, s Minimum value of the setting in seconds
Maximum, s Maximum value of the setting in seconds

Editable via Smart Monitor and IED
menu

Parameter specifying the possibility to record the settings of this element
in the Smart Monitor program

Description in Russian

Description of the element in Russian

Description in English

Description of the element in English

Setting group

Name of the setting group

Setting, s

Value of the setting in seconds
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2) Program switches

Figure 203 shows the form for setting the parameters of program switches.

Time delays  Program lining  Pulse shaper  Pulse shaper with intermuption

P S
[ 1] - Setting is individual for each group. [ 11 - Setting is common for all groups.
Editable from # il Setting group Setting
Protect Name g?pl'\lda:nd terminal  Belonging  Description RU Description EN O
Asz(1)_Auto_set_desens hard logic | AsTomat. sarpyG.ycTa... | Automatic setting desensitization: 1-.. Setting group 2 O
3=5(1)_Dir_VT_Fail hard logic | Oeitcts. Hanpas MT3-... | Directional [>>> mode when VYT fail:.. Setting group 3 [l

3===(1)_Dir_control

A==(1)_VCS

A=={1)_Dir_VT_Fail
ANSI 50/51/67/50V/51V/49

31==(1)_Dir_control

==(1)_VCS

A==(2)_Dir_VT_Fail

33(2)_Dir_control

hard logic | KonT. Hanpae. MT3-1: ...
hard logic | Myck no Hanp. MT3-1: ... | I»>> voltagecontrolled start: 14ves, .
hard logic | Oeitcts. Hanpas. MT3-... | Directional [>=({1) mode when VT fai..
hard logic | KonT. Hanpae. MT3-2: ... | I=>({1) direction control: 1+yes, (o

=2 direction control: 14es, 0o

hard logic | Myck no Hanp. MT3-2: ... ||=>{1) voltage-controlled start: 14es..
hard logic | Oeitcte. Hanpas MT3-... | Directional [»»(2) mode when VT fai..
hard logic | KonT. Hanpas. MT3-3: ... |l=3(2) direction control: 1+es, 0o

K &R R R E R E R E E E

3=5(2)_VCS hard logic | Myck no Hanp. MT3-3: ... |123(2) voltage-controlled start: 14es..
Accel_|=2(1) hard logic | Yexoperwe MT3-2: 1-.. | Acceleration of [=2(1): 14es. 0o
Acceleration
Accel_|==(2) hard logic | Yeokopenwe MT3-2: 1-.. | Acceleration of [53(2): 1yes, Dno -,
£ > £ >

Figure 203 — Program switches tab

The description of columns of the time program switches table is given in table 124.

Table 124 — Description of columns of the time delays table

Parameter Description
Measuring element Belonging of the logic element to the measuring element
Name Name of the element in the logic diagram

Editable via Smart Monitor and IED Parameter specifying the possibility to record the settings of
menu this element in the Smart Monitor program

Type of logic to which the logic element belongs

Belongs to (hard or programmable logic)
Description in Russian Description of the element in Russian
Description in English Description of the element in English
Setting group Name of the setting group

Setting State of program switches

3) Pulse shapers

Figure 204 shows the form for setting the parameters of pulse shapers.

Time delays  Program lining  Pulse shaper  Pulse shaper with intemuption

P
[ 1] - Setting is individual for each group. [ 1[_] - Setting is comman for all groups.
» ) Editable from ) ) o o Setting group Setting, sec
Protect Mame Minimum, s Maximum, s g?pl‘-;‘la?ndtermlnal Belonging Description RU Description EN Setting group 1 (active) RILTY
TMOC 0.001 9,999.000 hard logic | [InMTENEHOCTE MMMAYNECE Setting group 2 1.000
Setting group 3 1.000
Figure 204 — Pulse shapers tab
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The description of columns of the pulse shapers table is given in table 125.

Table 125 — Description of columns of the pulse shapers table

Parameter

Description

Measuring element

Belonging of the logic element to a measuring element

Name Name of the element in the logic diagram
Minimum, s Minimum value of the setting in seconds
Maximum, s Maximum value of the setting in seconds

Editable via Smart Monitor and
IED menu

Parameter specifying the possibility to record the settings of this element
in the Smart Monitor program and IED menu

Belongs to

Type of logic to which the logic element belongs
(hard or programmable logic)

Description in Russian

Description of the element in Russian

Description in English

Description of the element in English

Setting group

Name of the setting group

Setting, s

Pulse length in seconds

4) Pulse shapers with interruption

Figure 205 shows the form for setting the parameters of pulse shapers with interruption.

Time delays  Program lining  Pulse shaper  Pulse shaper with intemuption

*[3]

[ 1[C] - Setting is individual for each group.

[ I - Setting is comman for all groups.

Protect Name Minimurm, s
TMON 0.001
ANSI 27
TMODI2 0.001

Close Command circuits | Close_sig... |0.001

. Editable from . . o . Setting group Sefting, sec
Maximum, s ggpl‘:"laﬁnd terminal  Belonging  Description RU Description EN 1000
9.999.000 hard logic | dAMTENEHOCTE MMMYNLG. .. Setting group 2 1.000
9.999.000 hard logic | [LnWTENEHOGTE MMAYAES. .. Setting group 3 1.000
9,999.000 hard logic | JnuTensHoOCTE MMAYABE. ..
9,599.000 hard logic | dnutensHocTs uMnynsc. ..

Figure 205 — Pulse shapers with interruption tab

The description of columns of the table of pulse shapers with interruption is given in table 126.

Table 126 — Description of columns of the pulse shapers table

Parameter

Description

Measuring element

Belonging of the logic element to the measuring element

Name Name of the element in the logic diagram
Minimum, s Minimum value of the setting in seconds
Maximum, s Maximum value of the setting in seconds

Editable via Smart Monitor
and IED menu

Parameter specifying the possibility to record the settings of this element
in the Smart Monitor program and IED menu

Belongs to

Type of logic to which the logic element belongs (hard or programmable logic)

Description in Russian

Description of the element in Russian

Description in English

Description of the element in English
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Parameter Description

Setting group Name of the setting group

Setting, s Pulse length in seconds

5.4.3.6 Logic simulation and compilation

Logic emulation is used to test the operation of the logic. The simulation mode is started and
stopped by pressing the Simulate button (figure 206) in the toolbar of the Logic form. The current logic
simulation speed is taken as a factor of 1, the logic execution speed can be adjusted from 0.01 to 60.

File Edit View Configuration Service Help

—| d & -k *Eﬁ"@* -Hardlngic

X A E 4 | Scale: 100 % - Search mode by elements - @ L) Search.. Jely

Figure 206 — Location of the Simulate button

Before the logic is simulated, the logic is automatically compiled. To compile the logic manually,
use the Compile button (figure 199).

5.4.3.7 System events

The System events window, device tree menu Logic part — Logic — System events (fig-
ure 207), is designed for transmitting system events to the logic. It consists of a list of events of the com-
munication (CP) and functional (FP) processors.

System events
Selecting available system logic events

Functional processer events | Communication processor events

Mame Send to logic
Ready

In seracs

Out of senvice
Indication
Reset

Power On +12V
Diagnostics
Failure

Failure signaling

HOST warning ermor

|IRIG-B synchronization error
Bxternal RAM emor

PPS synchronization errer/absence

Configuration error

Maodule emor

CP iz not responding

N N N R R ]

Failed to apply new configuration

Figure 207 — System events window
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Parameters of system events are shown in table 127.

Table 127 — Parameters of system events

Parameter Description

Name List of system events

Transmit to logic Transmission of events to the logic (transmit or not a system event to the IED logic)

5.4.4 |ED signals table

The IED signals table window, device tree menu Logic part — IED signals table (figure 208), is
designed for configuring matrix inputs. It consists of a list of service signals, measuring element signals,
input circuits, logic signals. For the measuring element signal or input circuit, you can create corresponding

calculated signals using the context menu.

e + & ~ Add new signals on groups =
S Start  Start  Fixing o
Mumber Adress MName ::E?:EIE?STEIDDH by Reg Osc  oscillor oscillog in :?'I‘:Im :‘:ﬁld
fort down DCS 9T AT
3 51 Start disturb. recorder v v
2 52 Start rec. from keyboard s v v
3 53 Waming signaling
4 54 Start
5 Sh Diagnostics s
& 56 Failure v
7 7 Failure signaling W
g S8 Control relay
5 55 Ready
10 510 In service -
Figure 208 — IED signals table window
Parameters of the list of IED signals table are shown in Table 128.
Table 128 — List parameters
Parameter Description
Number Number of the signal input
Address Address of the signal
Description Description of the signal in the configuration
Name as per IEC 61850 Name of the signal in the configuration according to IEC 61850-8-1
Event rec. Indicator of signal event recording
Disturb. rec. Indicator of signal disturbance recording
Disturb. rec. edge-trig. start | Start of the disturbance recorder on signal rise
Disturb. rec. fall-trig. start Start of the disturbance recorder on signal fall
Latch. in PCS Lgtchmg the signal for transmission to PCS via ModbusRTU/TCP.
Signals are reset after alarm removal
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Parameter Description

If the box is checked, then when the signal switches from 0 to 1,
the service signal “Warning alarm” will be set

If the box is checked, then when the signal switches from 0 to 1,
the service signal “Emergency alarm” will be set

Warning alarm

Emergency alarm

5.4.5 Matrix of binary outputs

The Matrix of binary outputs window, device tree menu Logic part — Matrix of binary outputs
(figure 209), is designed for configuring binary outputs. Each tab of the form corresponds to the output
module specified in the Modules section. The columns of the matrix correspond to the bits of output mod-
ules, and the rows correspond to binary outputs of the IED. A mouse click on a table cell sets the corre-
spondence between the output signal and the bit of the output module. The tabs at the top of the form
allow you to switch between output modules of the IED.

For each bit of the output module, the “Latching” mode can be set. This mode ensures that the
logical “1” signal is latched at the relay output until the alarm reset command is executed.

Setting indicator “Changing signal assignment” allows you to change the effect on the module out-

put.

£ | Active signals

EZTER owim vz owiz Vol WF

E e
= E
=
E\Em:ﬂtﬂ Nm-q—mwmmme
gEUUUm:HHE‘E’EEEEE
Clelelelv|c(2222E2Lsoaoe
E;gggé%%::::::::
o= |olo|GE|E8|8|8|2(2|2(212(12(2
— | [0 = | D || (R | | | [ [ | — | —
Relay Y R Y R RV e R R Y v
Fixation v W
Change the assignment of signals W W o
13 Reset
14: Power on
15: Synchronization v
£ >

Figure 209 — Output circuits matrix window

5.4.6 Indication matrix

The Indication matrix window, device tree menu Logic part — Indication matrix (figure 210), is
designed for configuring the indication module of the IED.

Tabs allow you to switch between groups of bits of the indication module. The LED color is specified
in the indication table (red or green). The columns of the table correspond to the names of indication
module bits. The names can be edited using the Modules menu.

For each bit of the indication module, “Latching” mode can be specified. This mode ensures that

the logical “1” signal is latched on the LED until the alarm reset command is executed.
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Setting indicator “Changing signal assignment” allows you to change the effect on the LED of the

indication module.

|§§ |Acti1.re signals|
A ie
E ~
o]
E
o L
o =3
E E :-% 8 E
AR RS
== £ i) z AT
g2\85|z2_ 88|=|2
AEEI R E LI EIE
Z|m| = E|" S 8 oxalE|8
W= Dw|=E0|cc|O(O]| ] ..
= |5 | | | | | | [ 2| [
LED Calor L AR AR JE AECRR-AR-NECER NRE-NE BE ]
Fixation v v v
Change the assignment of signals VW W
1: Start disturb. recorder v
2: Start rec. from keyboard
3: Warning signaling v
4: Start
5 Diagnostics v
&: Failure o
£ >
Figure 210 — Indication matrix window
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5.4.7 Event recorder
The Event recorder window, device tree menu Logic part — Event recorder (figure 211), is de-

signed to configure the event recorder.

Recorder groups Registrar group events
Signals DSP ~
Matrix inputs I
Incoming circuits enable/disable c |g _%L
Matrix outputs &[22
Signals SSF 2\ %
Calculated values E L =
GOOSE In
1. Ready v
2 In zervice v
3 Out of zervice v v
4 Indication W
5 Rezet AR AR
B Power On +12% v
7 Diagnostics W
2 Failure v
9. Failure signaling v
10: HOST warning erar v
11: IRIG-B synchronization error v v
12 Esternal Rakd error W
13 PU warning W
14: PPS synchronization emordabzence v
15 Configuration error W
16: Module ermor W W

Figure 211 — Event recorder window

The contents of signal tables of recorder groups depend on the selected list item. Each event has
the following options:

— Permission — allows setting checkboxes for the parameters "Registration" and "Shown on dis-
play";

— Recording — enables signal recording;

— Display — indicator of signal display on the IED.
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5.4.8 Disturbance recording
The Disturbance recorder window, device tree menu Logic part — Disturbance recorder (fig-

ure 212), is designed for setting the disturbance recorder.

‘Signal groups Signals | Oscillography parameters |
# || Parameter Walue
Calculated values Maximurm fautt time, s 2,500
Afterfault time, s 2.000
Maximum duration of the oscillogram. sec | 310.000
Mumber of records a0
Max number of records 530

YA

1YB

IrC

ol zsct? H-K
Uy A
UYE
Uyc

U H-K

3 lzsctl H-K
10: U (f) H-K
11: | zsctl (f) H-K
£

Lo | = (@0 | B =

voOh (LS (LS %L S[4 % |4 Disturbance recorder channels

Figure 212 — Disturbance recording window

The Signal groups panel provides a choice between binary and analog signals for disturbance
recording. To enable disturbance recording, check the box next to the desired signal in the table.

Parameters of disturbance recording are shown in table 129.

Table 129 — Parameters of disturbance recorder

Parameter Description

Time before fault, which will be included in the disturbance record

Pre-fault time, s .
in seconds

Maximum fault time, s Fault time, which will be included in the disturbance record in seconds

Time after fault, which will be included in the disturbance record
in seconds

Display of maximum possible duration of the disturbance record
in seconds

Quantity of disturbance records that can be recorded (not greater than the
value in Max. quantity of dist. recorder)

Post-fault time, s

Maximum dist. record duration, s

Quantity of dist. recorder

Max. quantity of dist. recorder Maximum quantity of disturbance records that can be recorded

EKRASMS-SP software package manual 181
EKRA.00019-01 34 02, Edition 05.2023




5.4.9 Measurements for indication
The Measurements for indication window, device tree menu Logic part — Measurements for

indication (figure 213), is designed to create a list of measurements displayed on the device when a signal
is applied to the binary input “Call”.

Indicated measurements

By To add measure to the list, drag it from the sections All measures in section Measurements that will be dizplayed when
s you call indication.

Sources = f(‘ Al measures Indicated measurements 0 0 ﬁ

Call Analog inputs [+ Mimic dizgram

Frotection measurements
Calculated values

Miric diagram

Menu items

|
|
|
|
|
[ Commands

Figure 213 — Measurements for indication window

In order to add a measurement, you need to drag it from the All measurements tree to the Meas-
urements for indication section. Measurement parameters can be specified in the drop-down list.
1) Analog inputs

The description of measurement parameters is shown in table 130.

Table 130 — Description of measurement parameters

Measurement type Description
Absolute value Converted primary value of the analog input relative to sensor rating
Rated value Relative value of the analog input to its rating
Primary value Signal value released from the protection facility (transformer, generator)
Angle Phase angle of the corresponding input signal in degrees
Frequency Input frequency in Hertzes

2) Measuring elements

This group of measurements combines all configuration measuring elements. The measuring ele-
mentcontains measurements of inputs, outputs, phasors and calculated measurements. The phase and
the type of measurement are specified for measuring elementinputs according to table 130. The type of
measurement is specified for phasors according to table 130.

3) Calculated values

The current value of calculated measurements set in the configuration is specified.

4) Mimic diagram

The page of the graphical diagram, which will be displayed on the IED.
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5.4.10 Mimic diagram

The Mimic diagram window, device tree menu Logic part — Mimic diagram (figure 214), is de-
signed to create a graphical diagram that will be displayed on the IED.

The mimic diagram consists of two parts: a library of elements (figure 214, item 1) and a workspace
(figure 214, item 2).

Mnemoscheme
o Terminal mnemoscheme editor
To create a scheme, drag the required elements from the section Elements on Mnemoscheme:
Elements [Mnemoscheme Page 1 ~ |1 1afe X 1
@ IA=20.0R Bus
e I B=20.0A2 4
I C=0.0A i
‘g Ul = 0.00 kV 21 CB-1
1 — U H-K = 0.00 V . 2
& f = 0.00 Hz N/
S = 0.000 MVA
0 p 0.000 MW ES
0O Q = 0.000 Mvar
8
&

Figure 214 — Mimic diagram window

In the center of the workspace there is an image of the IED display. To create a mimic diagram,
you need to move the elements from the library to the workspace. On the workspace panel there are

buttons for managing the pages of the mimic diagram. With their help, you can navigate between pages,
as well as add and delete pages using the =|- and ){ buttons, respectively.

In the Configurator program, it is possible to preview the mimic diagram in the form in which it will

be displayed on the IED panel. To do this, press button Q‘x on the workspace panel, after which the

window shown in figure 215 will appear.
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a4 Mimnic diagram background preview >

Bus
+
N

CE-1
¥
E=

-+

Figure 215 — Viewing the mimic diagram background

There are two types of elements — static and dynamic. Static elements are unchangeable, while
dynamic elements can change their state during the operation of the IED. Elements Disconnector, Cir-
cuit-breaker, Trolley, Lock change their graphical representation based on the selected calculated meas-
urement. To customize these elements, drag them to the workspace and click on them with the right mouse
button (figure 216).

| Breaker- Br2

Common

Pasition X 142 & Position ¥ 87 &
— Froperties

Measure: -
‘width: 24 @ Height: 38 E
Signal action on element: | O-closed; 1-opened e
Actions
Rotate on 907
Add to librarny

Copy

Figure 216 — Setting the Circuit-breaker element

It is possible to select a measurement, which actuates the element and the actuation mechanism
in the Properties group. The measurement corresponds to calculated measurements of the corresponding
menu item. Disconnector, Circuit-breaker type elements can have only two statuses: closed and tripped.
To create a circuit-breaker with four or more statuses, a user dynamic element is used. The impact of the
signal on the element is adjusted through the context menu item of the same name.

The Measurement element is designed to display the calculated measurement on the mimic dia-
gram window.

In the properties of this element, you can specify the calculated measurement, position, set the
designation manually, as well as the accuracy with which it will be displayed on the screen of the mimic
diagram.
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The Link element is designed for switching between the pages of the mimic diagram (figure 217).

| Element
1 Common
Position - 118 @ Position Y- &1 @
Properties

Fage: 1 |11
Ylidth:

(=]

0 Height: 20
Font height: 14
Actions

Rotate on 50°

Add to library
Copy

Figure 217 — Setting the Link element

In the properties of this element, you must specify the number of the mimic diagram page.
It is possible to create a user element with an adjustable quantity of statuses (figure 218).

' Element
Common
Pasition X: 292 & Position Y: 184 &
Froperties

Picture: | Load image |

Measure 'Element state’ w

Allow edit element -

Element name |dynamic

Width: s Height: 5 E
State: | O ¥

Dialog w
Achions

Rotate on 907

Add to library

Edit

Copy

ke

Figure 218 — Properties of the element with an adjustable quantity of statuses

The properties of the user element set the quantity of statuses. Currently, the IED supports a user
element with two statuses. For the bay controller, you can also create four statuses in this element. To
add a status to the drop-down list, press the “+” button, to delete it “-”. In order to set the status activation
condition, select a signal from the drop-down list and set the activation signal status using the Element
status measurement (figure 219). Activation signals are measurements from the Calculated measure-
ments section. For each status of the dynamic element, you must create its graphical representation,

otherwise the dynamic element will look empty. To create a picture of the status, it is necessary to select
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the desired state from the drop-down list from the context menu of the Image element, and then select the
Edit menu item. While in edit mode, you can drag elements from the library inside the dynamic element,
thus creating a graphical representation of the current status. To finish editing the status, click the Save

button from the context menu of the element.

' Element
Common

Position X: 292 & Position Y- 184 &
Froperties

Picture: | Load image |

Measure 'Element state” | CB v

Allow edit element | CB -

Element name |dynamic

Vidth: 2 Height: 5 @
State: | 0 e

Dialog | dialog ¥
Actions

Rotate on 907

Add to library

Edit

Copy

k.

Figure 219 — Element properties with an option to set the activation signal status

The “+” button adds a new status, “x” — deletes the signal.

There are common actions for all elements of the mimic diagram:

— Rotate by 90° — element rotation by 90°.

Note — The “connecting line” element can be rotated to any angle. To rotate the line, pull the edge of its
bounding rectangle by pressing the CTRL key;

— Group — joining a group of selected elements;

— Add to library — adding the current selected element (or several grouped elements) to the library
(the element is saved to the project file).

5.4.10.1 Mimic diagram dialogs

It is possible to set dialogs when controlling through the mimic diagram. This feature is needed
when confirming or refusing user actions when setting control actions through the mimic diagram of the
IED. Dialogs can be linked in a chain of two dialogs, i.e. when you click on the button in the first dialog,

the second dialog appears. Dialogs are used to configure bay controller projects (figure 220).
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Mimic diagram dialogs

Termminal mnemoscheme editor
To create a scheme, drag the required elements from the section Elements on Dialogs.

Elements Dialogs

- d
P S

Figure 220 — Mimic diagram dialogs

By default, in the left part of the window there is a standard dialog box, which can be used as a
base for creating your own dialog boxes. To do this, it is hecesary to move the basic dialog box to the
workspace with a mouse. Each dialog box contains a set of properties, which are available through the
context menu (figure 221). With Add to library button, a dialog box can be added to the user library of
dialog boxes. You can add up to two additional buttons using the Add button button. The maximum quan-
tity of buttons in the dialog box is three. The Delete button button removes additional buttons one by one.

There must be at least one ESC button left in the dialog.
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. Element

Froperties

Element name | dialog
‘width: 160 E Height: 160 E
Mext ¥

Caption | Dialog
Font height: 14

Cancel |Esc |:|

Achions
Add to hbrary
Add button
Remawve button

Copy

Figure 221 — Element properties

The properties of the dialog box are shown in table 131.

Table 131 — Properties of the dialog box

Parameter

Description

Element name

Dialog identifier

Width Width of the dialog in the window of the mimic diagram

Height Height of the dialog in the window of the mimic diagram

Next Dialog next in the chain

Title Title of the dialog box. Allows you to specify macro substitutions (for example,
%name% displays the name of the associated control element)

Font height Height of the font

Esc Label for the cancel key. By the button located nearby, the button image is specified

Button Specifies the key for an additional button

Close Label of the button

To use dialog boxes in the properties of control elements on the mimic diagram, it is necessary to

bind the dialog box to the right mouse button (figure 222).
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Mimic diagram dialogs
Terminal mnemoscheme editor
To create a scheme, drag the required elements from the section Elements on Dialogs.

Hlement
Froperties

Elements Dialogs
Element name |dialog

lidth: 150 Height: 160 E

Eu sC Esc Mext .

Caption |Dialog
Font height: 14

I Cancel |Esc |:|

Actions
Add to library
Add button

Remaove button

Copy

Figure 222

5.4.11 Control

5.4.11.1 Switching devices

The Switching devices window, device tree menu Logic part — Control — Switching devices
(figures 223, 224, 225) is designed for viewing and editing the settings of switching devices.

=Xt
% cominame P gonaing pieface | PogEmprtocol Contmimodel (S0
CB-1 Switch |Common | Bthemet 1 61850 direct-withn... | Switching
2 | Switch control2 | Switch | Common | Bthemet 1 61350 direct-withn... |none
3 | Switch controld | Switch |Common | Ethemet 1 61850 direct-withn... |none
4 | Switch controld | Switch |Common | Bthemet 1 61350 direct-with-n... |none

Figure 223 — Switching devices window

The description of switching devices is shown in table 132.
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Table 132 — Description of columns of switching devices

Parameter Function

No. Number of the switching device

Name Name of the switching device

Types of switching devices:

Type — Circuit-breaker;

— Disconnector

Subtypes of the switching device:
Position signaling — Single-phase;

— Three-phase with a common drive

Communication interface Interface of communication

Program protocol Used program protocol

Control model Type of the model for control of the switching device according to

IEC 61850-8-1
Type of calculation of the service life:
N . — Switching;
Remaining life calculation type _ Mechanical:
— None
Parameters Resource
Farameter McTouHMK Value
State off 365: CB opened position
Logic signals table
State On 314: CB closed position
Enable Cff SRS none
Management gic: signals table
e Enable On naone
Substitution sign {g.source) | Logic signals table none
Local contral Logic signals table 346: Local contral
Off circuit 1: Vinput SwitchControl:MM5_Cmd_Open_CB-1
Block: of virtual inputs
On circuit 2 Vinput SwitchControl:MMS_Cmd_Close_CB-1

Figure 224 — Parameters of switching devices

Parameters of switching devices are shown in table 133.

Table 133 — Parameters of switching devices

Parameter Function
Parameter Name of the parameter
Source Source
Value Tripping/closing state
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Parameters Fesource

Curmrent: |<:none> o
I=' Breaker opening table
cap X
b Cumert kA& | Switch off count Initial switch off count
phase A phase B phase C
5.04 300000 0 0 0
5.5555759... | 250000 1] 0 0
72 150000 0 0 0
7.55558 100000 1] 0 0
€ >
I= Breaker closing table
o X
b Cunert. kA | Switch on cournt Initial switch on count
phase A phase B phase C
504 300000 0 0 0
160.00001... |D 0 0 0

I=l Start resource calculation

Start: | By control signal v

phase

Start signal status off

Start signal status on

365: CB opened position

314: CB closed position

B 365: CB opened posttion

314: CB closed position

i

365: CB opened position

314: CB closed position

= Levels of operation

Degree signaling Phase A Phase B Phase C
75.00 75.00 75.00
Degree 2 50.00 50.00 50.00
Degree 3 25.00 25.00 25.00
Degree 4 0.00 0.00 0.00
£

= Current hold time relative to start signals

Whenofims [0 |
When an, ms ICI

Figure 225 — Service life of switching devices

Parameters of the remaining life of switching devices areshown in table 134.
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Table 134 — Parameters of the remaining life of switching devices

Parameter Function
Selection of the current circuit based on the control of which the remaining life
Current L . .
of the switching device will be calculated
Openings table
Current, kA Specified openings current

Quantity of openings

Specified quantity of openings at a given openings current

Initial quantity of openings

Quantity of initial openings of each phase

Closings table

Current, kA

Specified closing current

Quantity of closings

Specified quantity of closings at a given closing current

Initial quantity of closings

Quantity of initial closings of each phase

Remaining life calculation start

Remaining life calculation start

Start of remaining life calculation:
— By control signal;
— By change of position

Phase

Phase A, phase B, phase C

Start signal at opening

Signal upon supply of which the remaining life will be calculated when opened

Start signal at closing

Signal upon supply of which the remaining life will be calculated when closed

Current hold time relative to start signals

At opening, ms

Time from the moment the circuit-breaker is tripped until the device
receives the signal of the opened position of contacts

At closing, ms

Time from the moment the circuit-breaker is closed until the device
receives the signal of the closed position of contacts

Commands of the switching device panel are shown in table 135.

Table 135 — Toolbar commands

Icon Command
o Add
p 4 Delete
* Move up
4 Move down
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5.4.11.2 Electronic switches
The Electronic switches window, device tree menu Logic part — Control — Electronic

switches (figure 226) is designed to configure electronic switches.

Blectronic control keys

Active state Passive state ™

Mumber Mame First time state desc. desc.

Control mode local local remote
FButton shift 51
PButton 52
PButton shift 52
FButton 53
PButton shift 53
FButton 54
FButton shift 54
FButton 55
10 PButton shift 55
11 PButton 56

12 PButton shift 56

9]

-
mmwmm-ﬁ-wMI

Q00|00 |0|0|0|0|0O|0O

Figure 226 — Electronic switches window

The description of window columns is given in table 136.

Table 136 — Description of columns of the Electronic switches window

Parameter Function
Number Number of the electronic switch according to the list
Name Name of the electronic switch
Status at first start Value of the electronic switch at the first start of the IED
Active status Active state of the electronic switch
Inactive status Inactive state of the electronic switch

5.4.11.3 Administration of management
The Administration of management window, device tree menu Logic part — Control — Ad-

ministration of management (figure 227) , is designed for adding/deleting IP addresses.

] Mlowed to manage only from |P addresses specified in the cument list

¥+ X

Mumber IP address Mame Contraol level

» T 27001 Dispatching |~

Figure 227 — Administration of management window

The description of window columns is given in table 137.
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Table 137 — Description of columns of the Administration of management window

Parameter Function
Number Sequence number of the IP address
IP address IP address of the computer
Name Name of the element
Level of control:
Control level — Dispatching;
— Station

5.4.12 Differences by setting groups

The Differences by setting groups window, device tree menu Logic part — Differences by

setting groups (figure 228), is designed to display parameters that differ in various setting groups.

Parameler

Profects:
A Tamb)=ler_1

Settings group 1 (active) Seltings grioup 2 Settings group 3 Seftings group 4 Units  Description

Protection enterad W o o o
I(1] e
T A1) Al 4 Ty Jemgg
(2 1.9 9 3 0.8,
T -30 3 0 -30 leg C
| 1.8 1.8 0.8,
-210 21 g {
li4 1 1.4 0.8,
Tis 10 ( dag.{
[ 16 [§ 8
0 0 dag.C
I 1.5 15 5 5 ) 8
10 0 1 deg
17 1.4 : 1 | &
— & 5 — —
I(8 1.3 1 0.e
= — i — s
105 1.2 2 2 2 0.8
T 40 40 4 Ty fae C
|_nonadp 1.5 - 5 0
Kret 59 939 z 99
K_TS 625 625 525 6.25
1 0TS 12 2 12 d
T_updale 1 Minute

Figure 228 — Differences by setting groups window

The description of window columns is given in table 138.

Table 138 — Description of columns of the Differences by setting groups window

Parameter

Function

Parameter Name of the parameter

Settings group Value of the setting

Units Measurement unit of the parameter
Description Description of the parameter
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5.5 1EC 61850

This node is available, if the configuration has the IEC 61850 Ethernet protocol (see Ethernet
protocols for details).

5.5.1 Outgoing GOOSE

The Outgoing GOOSE window, device tree menu IEC61850 — Outgoing GOOSE (figure 229),
is designed to configure outgoing GOOSE messages for IEC 61850. Adding outgoing GOOSE to the list

is done by pressing button &=, and deleting by using button ){ :

Outgoing messages GOOSE

",:’ Configuring outgoing messages GOOSE for IECE1850

Outgoing GDOSE &= #%  Parameters GOOSE_OUT_1

GOOSE_OUT_1 GOOSE class | none v

Mulitcast MAC-address |01-0c-cd-01-00-6b
Application |dentifier (ApplD. hex) |3
Application [dentifier (ApplD. dec) 3
Cantrol block (GocbRef) |Goose_Out
Data set (DataSet)  Goose_COut_1 v
GOOSE identifier (GelD) |9
GO0SE configuration version (ConfRef) 1
Mormal period of GOOSE transmission, ms | 2000
Minimal period of GOOSE transmission, ms 4
Quantity of messages with & minimal period of transmission, pcs 2
Twofold increaze of period until achieving the penod of normal transmission
Quantity of messages with a twofold increase in transmission period, pcs 2
Enable VLAN [
VLAN ID (VianlD) O
WLAN priority 4
Metwork interface  Ethernet 1 v
Fixed encoding flag ||

Figure 229 — Outgoing GOOSE window

Parameters of outgoing GOOSE messages are shown in table 139.

Table 139 — Parameters of outgoing GOOSE messages for IEC 61850

Parameter Description

Class of the GOOSE message:

— none;
GOOSE message class — 1 (Type 1A);
— 1l (Type 1B);
— 1l (Type 1B)
Multicast MAC address Broadcast address to which GOOSE will be sent
ﬁg);())hcatmn identifier (AppID, Identifier of the application that uses a multicast (hexadecimal presentation)
Application identifier (AppID, | Identifier of the application that uses a multicast (decima presentation: numeric
dec) value, recommended value is 16383)
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Parameter

Description

Control block (GoCBRef)

Name of the control block responsible for the GOOSE multicast (recommended
value is Goose_Out)

Data set (DataSet)

Name of the data set transmitted via GOOSE

ID GOOSE (GolD)

Identifier of the device that transmits the GOOSE packet to the general multicast
(recommended value is ekraN, where N = (1,2,3...))

GOOSE configuration version
(ConfRef)

Number of the current version of GOOSE configuration

Standard period for GOOSE
transmission, ms

Time intervals (in milliseconds) between the transmission of GOOSE messages
in the absence of signal changes. Periodic sending is used to control
the presence of communication. Permissible value range is 100 to 65,000 ms

Minimal period for GOOSE
transmission, ms

Minimum period of cyclic sending in the absence of signal changes. Permissible
value range is 4 to 10,000 ms

Quantity of messages with a
minimal period for transmis-
sion, pcs

Quantity of messages with a minimum transmission period. Permissible value
range is 2 to 10

Doubled period until period
standard transmission

If the box is checked, the transmission period is doubled until it reaches the
standard sending period.

If the box is not checked, the transmission period is doubled for the number of
messages specified in the “Quantity of messages with a doubled period transmis-
sion” parameter, after which the transmission period is immediately taken equal
to the standard

Quantity of messages with a
doubled period transmission,
pcs

Quantity of messages with a doubled transmission period. Permissible value
range is 1 to 10

Enable VLAN

Enabling the use of VLAN in outgoing GOOSE messages

ID VLAN (VlanID)

Integer value, which is used in VLAN for identification

VLAN priority

Integer priority value for outgoing GOOSE messages using VLAN

Network interface

Ethernet interface, through which GOOSE message is sent

Fixed coding checkbox

Enables fixed coding mode for GOOSE packets

5.5.2 Incoming GOOSE
The Incoming GOOSE window, device tree menu IEC61850 — Incoming GOOSE (figure 230),
is for configuring incoming GOOSE messages for IEC 61850.

It consists of two components: list of incoming GOOSE and parameters of the selected GOOSE.
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Incoming messages GOOSE

Configuning incoming messages GOOSE IECE1850

Input GOOSE list = X
GOOSE Value in the Fixed
N5 Multicast ApplD ApplD Control block Data set ID GOOSE T Enable ID  absence of communication/ i
MAC-address (hex) (dec) (Control block) (DataSet) (GolD) aur WLAN WLAMN poor quality fag
versien label TEST in mode "Work” =
GOOSE_IN_1 01-0c-cd-01-00-01 1 1 Goose_Out Goose_Out_1 1 1 ] previous value ]
GOOSE_IN_2  |01-Oc-cd-01-00-02 |2 2 Goose_Out Goose_Out_1 2 1 O previcus valug ™
GOOSE_IN_3  |01-Occd-01-00-03 |3 3 Goose_Out Goose_Out_1 3 1 O previous valus O
GOOSE_IN_4 01-0ccd-01-00-04 (4 4 Goose_Out Goose_Out_1 4 1 : previous value :
GOOSE_IN_5 |01-Dccd-01-00-05 |5 5 Gaosze_Out Goose_Out_1 5 1 ] previous valus ]
GOOSE_IN_6 | 01-0c-cd-01-00-06 |6 6 Goose_Out Goose_Out_1 & 1 ] previous valus (I
Parameters GOOSE_IN_1
Packet data
et 1[4 [X]|O|O[=(@| 4|
GOOSE_INPUT 1 GOOSE_INPUT 2
= — [} & =t uy wr [=1 — J [} =+ uwy w
Al I e T T T T R S SRt I T A AL - AR ®w o = - - - o ele
el e Bl R S B o B BBl B S N T N TR N S R T S TR B TR T R B B
E/ E| EEE E|IE|E|IEIEEE|E|EE|lE|EE|E|E|E|EE|lE|E|E|IEE(E|E E|E X
5 8 R B OB OB R OB R R OB OB R OB R OR|IRE R R OB R OR B R B R OB R ORE OB|E O
2 g 2 Q 2 Q 2 Q 2 Q 2 2 =] 2 =] 2 Q 2 Q 2 Q 2 Q 2 Q 2 Q (=] (=] (=] (=] =] (=] :
(= Q (=} Q (=} Q (=} Q (=} Q (=} L=} i~ L=} i~ (= Q (= Q (=} Q (=} Q (=} Q (=} Q (=} L=} i~ L=} Q (= L
L BTSSR S 4> B B B4 L S > S > B BRL L L B> B Y N JRL B L S L S > B B4 S L SR> SN B> B L RS L L B B I B
Signal name Data type - M M o= o B o omom = NS E B B m e oo~ oeo s =2 N2 FEoEoE]
- - -
1 sps +

Figure 230 — Incoming GOOSE window
GOOSE_INPUT_1, GOOSE_INPUT_2 are virtual input modules for receiving GOOSE messages,
which are added in the Modules tab.
An incoming GOOSE is added to the list by pressing button &=, and deleted by using button 2.

Parameters of the incoming GOOSE packet are shown in table 140.

Table 140 — Parameters of the incoming GOOSE packet

Parameter Description
Name Name of incoming GOOSE messages
Multicast MAC address Broadcast receiving address
AppID (hex) Identifier of the application that uses a multicast (hexadecimal representation)
AppID (dec) Identifier of the application that uses a multicast (decimal representation)
Control block Name of the control block responsible for GOOSE multicast
Data set (DataSet) Name of the data set transmitted via GOOSE
ID GOOSE (GolD) Device identifier from which GOOSE must be received
GOOSE configuration version ;/igrns;ltlan of the GOOSE configuration on the device from which we receive a
Enable VLAN Enabling the use of VLAN in incoming GOOSE messages
ID VLAN Integer value, which is used in VLAN for identification
ZS;lfifyf?rTgéﬁggiﬁi:n /'bad Value to which the signal is set when there is no connection (GOOSE
non-TEST mode packets are not received) or when the data quality is poor (invalid, failure)
Fixed coding checkbox Enables fixed coding mode for GOOSE packets

The packet parameters also include generation of packet data. The quantity of data objects in the

packet is specified in the Data count item. Data objects can be of the following types:
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— none (no data);

— bool (logical type, assigned to virtual inputs via data index);
— int (integer value);

— bitstring (string value);

— bitstring2 (two-bit value);

— float (data type with floating point);

— quality (data quality);

— timestamp;

— sps (structure, which contains a logical type,data quality and a time stamp).

5.5.3 Data sets

The Data sets window, device tree menu IEC61850 — Data sets (figure 231), allows you to specify
several data sets with various binary and analog signals, which can then be used for transmission on the
Report blocks form.

The form allows you to configure the IEC 61850 data sets. The main components of the form are

the list of data sets and parameters of the selected data set.

Data set IEC61850

Configunng the data set IECE1850

Data set list =T K Parameters == ?(

Trip_Protections_t

Alarm_Protections_t Name | Trip_Protections_t

Measurements_t Set type | Digital
Goose_Cut_1 :
Structure type | data object w
Discrete signals Selected signals to send
Index Mame ey Index Name
1 Start disturb. recorder 2 92 12/11> operate
2 Start rec. from keyboard 3 105 3U<«(1) operate
3 ‘wiarning signaling 4 106 3U<(2) operate
4 Start 5 313 Acosleration
b Diagnostics 33 315 Operate of Gas protection
6 Failure 7 17 Operate of ARC 1
7 Failure signaling 8 318 Operate of ARC 2
g Control relay 9 3 Underfrequency load shedding
9 Ready 10 360 CB Lifetime Q= 0%
10 In service 11 34 3|=== oper. t1

Drag sigrals fo enter il 5 data sef from the st on the left fo the st on the nght To select multiple temns, use the Cif
and Shift

Figure 231 — Data sets window

Adding a new data set to the list is done by pressing button &, and deleting by using button ﬁ :
The type of data set is selected when adding it by pressing button .

Parameters of the data set consist of a name, a set type and a structure type.

To select signals for transmission, you need to drag the signals from the left list to the right one.
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5.5.4 Report blocks
The Report blocks window, device tree menu IEC61850 — Report blocks (figure 232), is de-
signed for configuring the IEC 61850 report blocks. It consists of two components: a list of report blocks

and parameters.

Jf Report blocks IEC61850

Report blocks configurating IECE1850

Report blocks list == ?( Farameters

urchSTO1

IJFCI'JSTUE MName \urchSTO1

urchMX01_1 Type | unbuffered discrete ~
urchMX01_2 - =

urchST02_1 Data set | Tnp_Protections_t w
urchST02_2 The penod of sending reporis, ms |2000

E;:Eggl:; Data buffering time, ms 250

brebST02_1 Reports block configuration version |1

brebST02_2

Count of copy of report block |1
Report block identifier

Fields: [ | ENTRYID (Event identifier)
|:| BFONVFL (Buffer overflow sign)
DATREF (Links to data)
DSMAME (Data set name)
RSHNINC {The reason for adding to the report)
REPTTM (Send report ime)
SEQMUM (Sequence number of the repart)
CMHFREY (Configuration data version)

Modes: Gl (Send by request)
[ ] INTEGRT (Periodical sending)
DATUPD (Sending the update data )
GLTCMG (Send by changes quality of data)
DATCNG (Sending data on changes)

Figure 232 — Report blocks window

Parameters of the report are shown in table 141.

Table 141 — Parameters of the report

Parameter Description

Name

Type
(Unbuffered binary)
(Buffered binary)

Identifier of the report block (only available under IEC 61850)

(Unbuffered analog)
(Buffered analog)
(Unbuffered service)
(Buffered service)
(Unbuffered mixed)
(Buffered mixed)

Unbuffered — in the absence of connection, the transmitted data is lost
Buffered — during the time of connection failure, data is accumulated,
when communication is restored, data is transmitted

Data set

Link to the data set created in menu item Data sets

Report send period, ms

Time of periodic sending of current values in milliseconds

Data buffering time, ms

Time of data collection before sending in milliseconds

Report block configuration version

Setting and displaying the version of report block configuration

Quantity of copies of report block

Quantity of identical report blocks, integer in the range of 1 to 60

Report block identifier

Text designation of the data report block

EKRASMS-SP software package manual
EKRA.00019-01 34 02, Edition 05.2023

199




The list of fields (to choose from) that are transmitted in the report is given in table 142.

Table 142 — List of transmitted fields

Field Description
ENTRYID Entry identifier
BFOVFL Buffer overflow sign
DATREF Data reference
DSNAME Data set name
RSNINC Reason for including to report
REPTTM Report transmission time
SEQNUM Sequence number
CNFREV Configuration revision

The list of transmission modes is given in table 143.

Table 143 — List of transmission modes

Mode Description
Gl General interrogation
INTEGRT Periodic transmission
DATUPD Sending data updates
QLTCNG Sending on data quality changes
DATCNG Sending on data changes

5.5.5 Data model
The Data model window, device tree menu IEC61850 — Data model (figure 233), allows the user

to add new and edit existing logical nodes of the 61850 data model and bind binary signals to them.
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|3® |[EC61850 Data model

E1850

b =

g Header
n’c’g Communication
@ [ED

-

Setting Groups

Al co |[] AP
ST 5P Server
MX [ SG

£ >

4 Messages

Figure 233 — Data model window

5.6 Modbus client

The Modbus client here means configuring the device for reading data (both analog and binary)
using the Modbus RTU or Modbus TCP protocol via serial or network communication interfaces from an-
other similar device. Typically, this function is used when configuring bay controllers.

Let's focus on the configuration process. In order to configure Modbus clients, the Modbus client
protocol must be added in the Hardware — System parameters window in the Ethernet protocols tab
or in the Serial protocols tab, otherwise this menu item is missing.

After adding the Modbus client protocol, a new node will be added to the project tree Modbus client
(figure 234).

L—__l@ IEC61350
= Jy Outgoing GOOSE

Figure 234 — Modbus client tab in the device tree

To edit settings of Modbus clients, open the Modbus client window (see figure 235).
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= Sgwers
EI Server 1

[ Data set #1

EI Server 2

B- Data set #1
... Request {Function 2)

Server name: Server 1

Device address: 1 =

Response time, ms: 3000 =

Reconnect time, s: 10 = 2
Number of emors before disconnect: 3 -

Endian: CDAB w

Figure 235 — Modbus client window

The window is divided into two areas. In figure 235, item 1 the hierarchical structure of requests of

Modbus clients is shown, and in figure 235, item 2 — parameters of the selected node in the hierarchy. The

hierarchical structure is represented as a tree and consists of four levels:

a) Servers — contains a list of interrogated servers via Modbus client protocol;

b) Server — interrogated device;

A new server can be added or deleted via context menu of the tree.

Server parameters are specified in table 144.

Table 144 — Server parameters

Parameter

Description

Server name

Name of the interrogated device

Device address

Address of the interrogated device

Response wait time, ms

Time to wait for a response from the device to a request in milliseconds

Reconnect time, s

Period of reconnection to the device when the connection is broken
in seconds

Q-ty of errors before disconnect

Quantity of consecutive erroneous requests, after which the connection
to the device is broken

Endian

Byte order in the memory map (0 — little endian, 1 — big endian)

c) Data set — logically grouped data obtained when interrogating devices. When a data set is se-

lected, parameters of the data set are displayed in the right part of the window (figure 236). A data set can

be added or deleted via context menu of the tree;

=) Servers

B Sgan-'er 1

1
- Request (Function 1)
- Server 2
- Data set #1

‘. Request (Function 2}

202

Data set name: Data set #1
Retry period, ms: 2000 :
Mumber of repeat requests with emar: 2 :

Figure 236 — Data set
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Parameters of the data set are shown in table 145.

Table 145 — Parameters of the data set

Parameter

Description

Data set nam

e

Name of the data set

Retry period,

ms

Period of device interrogation in seconds

Q-ty of repeat requests in case of error

Quantity of request retries in case of error

d) Requests are Modbus protocol functions that are performed when interrogating devices. Re-

guests are added and deleted through the context menu of the tree (figure 237).

[=l- Servers

E| Sgwer 1

E

E| S_erver 2

Remove dataSet

Data =et name: |Data set #1
2000

4k

Retry period, ms:

Add request [

2

4k

Function 1 bsts with emar:

Function 2
Function 3
Function 4
Function 5
Function &

Function 15

Function 16 |

Figure 237 — Requests

Each request can consist of several data elements, which are added and deleted using correspond-

ing buttons (figure 238).

~ | Currentvalue conversion order. 1) Mask 2) Shift 3) Reduction oftype 4) Multiply

Name Mask Text for Text fro Source Receiver Receiver
logic O logic 1 address address
ElementMa... |FFFF 0 1 000001 None

Bl Servers Numbers format: | hex
=8 S_erver 1
= D:ata set #1 ) Parameter Blemert
‘- Request (Function 1) number type
i Data set #1 r uri18
Add Remove

Figure 238 — Data elements

Each request element consists of several parameters. Numbers can be displayed in two formats:

— hex — hexadecimal number format;

— dec — decimal number format.

Parameters of data elements in the request are show in table 146.
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Table 146 — Parameters of data elements in the request

Parameter name

Description

Parameter number

Direct number of the data element. Represents a service field that is required
when setting formulas in calculated values

Element type

It specifies the type of the data element. There can be several types:
— bit;

— bitin register;
— DPJ;

— int8;

— intl6;

— int32;

— int64;

— uint8;

— uintl6;

— uint32;

— uint64;

— float32;

— double64

Name

Name of the data element

Mask

Mask of the data received from the interrogated device

Text for logical O

For functions 3 and 4 it sets an offset. For other functions it will be a text value for logical 0

Text for logical 1

For functions 3 and 4 it sets a multiplier. For other functions it will be a text value for logi-
call

Source address

Source address on the interrogated device

Receiver

Receiver type. There are several types:

binary module;

memory card

If you do not specify the type of receiver, then the data is not saved anywhere. There is a
special type of VinputModbus binary module — it is used to display data received via

the Modbus client protocol

Receiver address

It specifies the receiver address. For the binary module it is the module number, and for the
memory map it is the address in the IED's memory card

5.7 Calculated values

The Calculated values window (figures 239 — 241) is designed to create a list of measurements

that are the result of calculations on IED signals. The calculated values are available for viewing through

the IED menu, and they can also be placed on the mimic diagram.
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Update period, ms

'I[H]El

& Xt &
Calculated values
MNum  Name Lﬂn?tasure Famula
1 [IA A - (]
2 B A = | [1 || F2(V2Fktv2
5 IC A | [1 || F2V3pttv3
4 U H-K v - || [ | 2010
5 a1 logic = | [1 |[Z1MOS{"CB_CLOSED"}+IMOS("VIN.5_CB_OPEMED")
& U kW * | [1 |[=art(F20VE)HktV5 F20WE) btV E+F20VE) btV F 2(VE) Tt V-2 F 20V E) kW5 F2(VE) let V6 "cos(F4(VE)-F4(VE))"0.001
7 f Hz = || [T |[f("1U Y A0
8 5 MWA = | [1 |[Sabe ("1 ", "Lyt V1 ktVE0.000001
3 P MW = | [1 |[Pabe ("1 ", U "tV tv5°0.000001
10 (Q Mvar = | [1 |[QabeY (" ™" U YtV 1t VE0.000001
1 Earth Switch | logic | [1 [IMOS{"VI3.13_ES_CLOSED")
£ >

Figure 239 — Calculated values window

The continuation of the window is given in figure 240.

Fomat condmedvae 1oDSF  Osclemahy IR R e sk
I 42 E ] ] Ol 0;0: 0; 0: 0: ;
42 F O O d 0:0: 0: 0: 0: 0;
a2 F O U O 0:0:0:0:0: 0;
f]32 F] O O O 0: 0: 0: 0: 0: 0
7] [F | O O O 0: 0: 0; 0; 0; 0;
I 22 E L] | O 0: 0: 0; 0; 0; O;
22 F] [] | O 0: 0; 0; 0: 0: 0;
132 F O O O 0; 0 0; 0; 0; 0;
f 32 F O] ] O 0:0:0:0:0: 0
I 32 E L] Ll Ol 0: 0: 0; 0; 0; O;
Z 32 E ] ] Ol 0 0: 0: 0: 0: 0
>
Figure 240 — Continuation of the Calculated values window
Parameters
Parameter Value
W1
Maximum value 6000
Deadband, % of max. value 5
Deadband, absolute value 300
Figure 241 — Parameters of calculated values
The list of calculated values and their description are given in table 147.
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Table 147 — List of calculated values and their description

Parameter Description
Number Sequence number of the calculated value is entered automatically
Name Name of the calculated value is specified
. Itis required to select a measurement unit. Logic value is selected for binary
Meas. unit .
signals
Formula Formula is specified by which calculation will be carried out. Entered formulas
are checked, in case of an error, the cell will be marked with . A detailed
guide on creating formulas can be received by pressing the Help button.
Format It is specified, in which format the value is displayed on the IED screen. Format

string syntax (optional parameters in square brackets):
%][flags][width][.accuracy][size]type

Flags: “” — left alignment, “+” — always specify the character, “space” — place a
space, if the first symbol is not a character, “0” — complement the field with zeros
up to the width

Width: (decimal number or a star symbol) specifies the minimum field width (in-
cluding a character for numbers)

Accuracy is set as a dot followed by a decimal number or an asterisk (*). If there
is no number or asterisk (only a dot is present), then the number is assumed to
be zero.

Size field allows you to specify the size of the data.

Type specifies not only the type of the value (from the point of view of the C pro-
gramming language), but also the specific representation of the output value (for
example, numbers can be displayed in decimal or hexadecimal form). Written as
a single character. Unlike other fields, this field is required.
Type values:

d, i — decimal signed number;

0 — octal unsigned number;

u — decimal unsigned number;

x and X — hexadecimal number;

f and F — floating point numbers.

e and E — floating point numbers in the exponential record form (1.1e+44 type);
e displays “e” character in the lowercase, E displays it in the uppercase (3.14E+0);
g and G - floating point number; the representation form depends on a value (f or
e);

a and A — floating point number in hexadecimal form;

Example: %05.1f

Display calculated value

Enabling display of the calculated value in the Smart Monitor software and in the
IED menu

Transmit to FP

Enabling transmission of results to the functional processor. This parameter is
available only for values with the logic type. When checking the box, this signal
appears on the logic diagram

Disturbance recording

Enabling disturbance recording

Use alarm and validity
thresholds

Enabling use of thresholds

Alarm and validity thresholds

Description of settings of the analog calculated value range

Parameter Parameter of the calculated value
Value Calculated value
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5.7.1 Calculated values settings
The Calculated values ettings window, device tree menu Calculated values — Calculated val-

ues ettings (figure 242), is designed for editing the settings of calculated values.

& X+ 8
Number | Neme F::;fttiigg}lamup 1 Setting Group 2 Setting Group 3 Setting Group 4
] 1 Imax g 5 5 5
Lnit Min. value Max. value Description {nu) E;?cﬁpticln
A [1]0 20

Figure 242 — Calculated values ettings window

The settings of calculated values are added to the list by pressing button ==, and deleted by using

button 2 . The setting parameters of calculated values are shown in table 148.

Table 148 — Parameters of calculated values

Parameter Description
Number Number of the calculated value setting
Name Name of the calculated value setting
Setting group 1 Setting of the calculated value
Unit Measurement unit of the calculated value setting
Min. value Minimum value of the calculated value setting
Max. value Maximum value of the calculated value setting
Description (Ru) Comment in Russian
Description (En) Comment in English

* The quantity of columns depends on the quantity of setting groups in the configuration.

5.8 User data

The User data window (figure 243) is designed for adding user data.

= Xt @
Mumber Group Signal
3 | FP status signals e || 1. Ready w |
Source Destination
data bype wpe Address MName

Figure 243 — User data window

The description of columns of the user data table is given in table 149.
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Table 149 — Description of columns of the user data table

Column Function
Number Number of the user data element
Group Group to which the user data element belongs
Signal Signal based on which the user data element will be generated
Source data type Type of the source signal data

Destination data type Data type of the user data element

Address Address of the user data element in the ModBus memory map

Name Name of the user data element

5.9 103 Protocol Master

The 103 Protocol Master window is shown in figure 244.
The table of variables consists of two components: slave devices and parameters of IEC103Slave.

. Variables table
e Configunng slave devices and vanables table
Slave devices ?{ Parameters IEC103Slavel

IEC103Slave
Russian vanable name | |ECT1035Slavel

English vanable name ||EC1035lave
English vanable name | [ECT1035Slzve
Metwork address |1
Reconnection intenal (sec) 10
Gl interval (sec) 900
Polling interval (ma) | 200
Confirmation timeout (ms) | 2000
Response tmeout [sec) Bl
Retnes count 2

Variables

= X 0 0

# Rusnome Engname  Variable type Address type Farameters
1 Bt BOOL lec103Master Function number = 0, Information number = 0, Destination = Analeg buffer. Destination offset = 0, Destination index = 0, Yalues count = 1

Function number = 0. Information nurber = 0. Destination = 4. Destination offset = 0, Destination index = 0. Values count = 1l

Figure 244 — 103 Protocol Master window
Note — The window is displayed if the IEC103Master protocol is available in menu item System parame-
ters — Serial protocols.
The slave device and variables are added to the list by pressing button ==, and deleting by using

button ﬂ . Parameters of the slave device are shown in table 150.
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Table 150 — Parameters of slave devices

Parameter Description
Name in Russian Slave device in Russian
Name in English Slave device in English
Network address Address of the slave device
Reconnect interval, s Interval between reconnection commands in seconds
Gl interval, s Interval between general interrogation commands in seconds
Polling interval, ms Interval between data requests in milliseconds
Confirmation timeout, ms Maximum time to wait for confirmation in milliseconds
Response timeout, s Maximum time to wait for a slave response in seconds
Retry count Maximum quantity of connection retries

Parameters of variables are shown in table 151.

Table 151 — Parameters of variables

Parameter Description
# Sequence number of the variable for the current device
Ru name Russian name of the slave device
En name English name of the slave device
Variable type Variable type of the slave device
Address type Address type of the slave device
Parameters Parameters of the slave device

5.10 Configuration parameters

The configuration parameters describe main parameters of the configuration file.
5.10.1 Versions

Description of versions of files and libraries (figure 245) included in the configuration:

Configuration;
Library;

Dist. record file;
Event recorder file;
DSP program;
Firmware;

Program assembly.
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Versions  Project files  Client

Configuration: 4511
Library: 4111
Qszcillogram file: 2004
Reqistrator file: 3022
DSP program: 5111

Firmware: 4311

Program assembily: 7111

Figure 245 — Versions tab

5.10.2 Project files
The list of project files (figure 246) is given in table 152.

Table 152 — List of project files

File Description
CZG file File of the project configuration
Logic file File of the project logic
Flexible logic file File of the project flexible logic
IEC61850 model file File of the project IEC61850 model

Versions FProjectfies  Client

CZG -file (217030100000 c2g |
Logic file [t2170301 i |
Flex logic file (2170301 _fle xml |

|

lec61850 model file |t21 7030100000_61850:xml

Figure 246 — Project files tab
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Table 153 — Customer

5.10.3 Customer

Main parameters in the Customer tab (figure 247) are shown in table 153.

Common

Object electric energy industry |Gorashal TPP

Protected object [T 2TR

Cabinet name |

Cabinet serial number |525

Teminal name [ExRA 217 0301

Teminal serial number |-i'| 18

Ki | single v
Functional scheme version |2

Commentary to version FS on RU |0T 03.07.2m7

Commentary to version FS on EN |fr0n'l 03.07.2017

Configuration version |1
Hardware configuration |0364]2.ﬂ8
Program assembly: | 7.1.0.9
Protected objects
Name
-
Protected subobjects
Number Name Short name
-
Project files
C2G -fil [3920852501 czg |
Logic file [35206525.ml |
Flex logic file 39208525 _flexam |

lec61850 model file |392055254]1_61854]me

Figure 247 — Customer tab

Name

Description

Client

Object electric energy industry
Protected object

Cabinet name

Cabinet serial number

IED name

IED serial number

Set

Functional diagram version
Comments to FD in Ru
Comments to FD in En
Configuration version
Hardware configuration
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Name Description

Protected objects List of protected objects

Protected subobjects List of protected subobjects

5.11 Possible failures

5.11.1 Errors when opening the configuration in the Configurator program

The main error when opening the configuration file — is opening a corrupted configuration file. If the
configuration file is corrupted or has an unsupported version, the following message will be displayed:
“Error in the application. CZG version is not supported!”. In addition, there may be an error within the

configuration, which will be reported in the Errors in configuration tab (figure 248).

Errors of configuration

Description

Setting value 1:"Oper.” of protect 16:"Un" is out of range. Setting value: 0.01. Range: 0.3..264.
Mot exists in off matrix Imos 12> Input (130)

Mat exists in off matrix Imas 132 Input {135)

Mot exists in off matrix Imos =14 A Input (144)

e

@8 Output window ] [_,_3 Errors of configuration ]

Figure 248 — Errors in configuration

5.11.2 Errors when working with logic in the Configurator program
Before starting or compiling the logic, make sure that all logic outputs are connected or discon-
nected. Otherwise, a message will be displayed at start: “Logic compilation failed. Your logic diagram has

unused outputs! Disable or connect them” (figure 249). Next, a list of unconnected outputs will be offered

with the option to disable them (figure 250).

Message. >

Compiling logic failed. Your logic circuit is idle conclusions!
Turn them off or connect,

Figure 249 — Message about failure to compile logic
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Scheme : £217030100000.arh

DWW Ind

Accel 1==1) Outl

FAAR Rea

Ind

D1 Outl

DX5 In2

Figure 250 — Unused outputs in the logic
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6 Description of Health Monitor interface

5.1 Start
The program is started via the PC Start menu.

5.2 Program shutdown
Closing the program with the ALT+F4 key combination or by clicking »  on the title bar of the

main window minimizes the program to the system tray by default. To completely close the program, you
need to open the system tray, move the cursor over the program and open the context menu by clicking
the right mouse button. In order for the application to be closed using the above actions, it is necessary to

check the box “Shutdown program when closing window” in the General tab in the program settings.

5.3 General view
The standard window of the Health Monitor program includes the following:

title containing the name and version of the program (figure 251, item 1);
Menu (figure 251, item 2);

IED states (figure 251, item 3);

Event log (figure 251, item 4).

1 - o x|
Terminal states Event log "

o|Q|X|Y¥ Font size: Work Malfunction Tripping  Communication

& Health Monitor 1.0.0.32043

Dist. records auto merge is

Connected TCR/IP 2 disabled

10.27.4.105:502
(oo1)220

Program start (version 1.0.0.32043)

Getting terminal information:
Ethernet_10.27.4.105_502 (Test
KP_Test KP_Test KP)

| 2 (001)220

Figure 251 — Standard Health Monitor window

The Menu tab contains a tree of objects designed for viewing and editing the list of connected

devices.
The IED statuses tab displays a list of connected devices. The device status bar displays device

state indicators: In servise, Error, Operate and Connection. Possible states of indicators:
. “green” — normal (operational) state; the indicator is green;
. “red” — emergency state; the indicator is red;
“orange” — warning failure; the indicator is orange;

. “grey” — undefined state; the indicator is grey.
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Available states of indicators are given in table 154.

Table 154 — States of indicators

Indicator Indicator color Description
Operation Green Normal operation mode of the IED. No failure. The IED is in the “Operation (On)”
mode
Red Emergency failure of the IED or the IED is in a mode other than the “Operation
(On)” mode
Grey Connection to the IED is not available
Error Green Normal operation mode of the IED. No failure
Red Emergency failure of the IED. Requires immediate intervention to disable the IED
and troubleshooting. In this case, the IED does not perform the intended functions
or performs them in a limited amount in accordance with the functional diagram
Orange Emergency failure of the IED.
At the same time, the IED remains in operation, i.e. performs the assigned func-
tions in accordance with the functional diagram. Further operation of the IED with
troubleshooting is possible at any convenient time
Grey Connection to the IED not available
Operate Green No operate
Red There are signals that are configured for alarm
Grey Connection to the IED not available
Connection | Green Informs about the available connection to the IED
Red Connection to the IED is not available. In this case, the first three indicators
change color to grey

Examples of device states:

a) connection to the device is not available (figure 252);

Terminal states

Font size: |:|

Work Malfunction Tripping Communication

(001) Test KP Test KP O

Figure 252 — Connection to the device is not available

b) connection to the device is available; the device is in normal operation state (figure 253);

Terminal states

Font size:

Work Malfunction Tripping  Communication

B (001) Test KP Test KB O

Fig

ure 253 — Connection to the device is available
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c¢) functions have operated or signals have appeared that affect the emergency alarm signal (fig-
ure 254);

Terminal states

Font siza: Malfumction Tripping  Communication

Wark

D (001) Test KP Test KP O

Figure 254 — Operation of functions or appearance of signals

d) device is in non-operating state, not ready for operation and there is a failure (figure 255);

Terminal states

Font size: Work Malfunction Tripping  Communication

2 (001) Test KP Test KP O

Figure 255 — Device is not ready for operation and there is a failure

e) device is in non-operating state, not ready for operation (figure 256).

Terminal states

Font size: Work Malfunction Tripping  Communication

B [(001) Test KP Test KP O

Figure 256 — Device is not ready for operation

If there is a connection to the device, you can start the Smart Monitor program by clicking on the
button & (figure 257).
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Terminal states

Font size: Work Malfunction Tripping

[3] (001) Test kP Test kP 0

Oipen in Smart Monitor

Figure 257 — Start of the Smart Monitor program

Communication

Also in the IED statuses tab, you can change the font size by moving the scale slider (figure 258).

Font size: | Work Malfunction Tripping

B (001) Test KP Test KP 0

Figure 258 — |IED statuses tab

5.3.1 Toolbar

The toolbar of the Menu tab is given in figure 259.

Figure 259 — Toolbar of the Menu tab

The description of the toolbar buttons is given in table 155.

Table 155 — Description of toolbar buttons

Communication

Button Description

o Adding a connection

Search for IEDs in the local network

Q
ﬂ Program settings

?-3-9 Manual merging

The description of the windows and tabs that are displayed when the button is clicked is given

below.
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1) Adding a connection L+ 1

The General tab is given in figure 260.

& Adding - O x

Common ‘ Auto-swing waveforms

Connection type:

Ok Cancel

Figure 260 — Adding a connection

The description of parameters for adding a connection is given in table 156.

Table 156 — Description of parameters for adding a connection

Parameter Description
Connection type: - TCP/IP;
- USB;
-COM

Adding a TCP/IP connection (General tab) (figure 261).
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& Adding — O >

Commeaon || Auto-swing waveforms

Connection type: TCR/IP -
Set name:
Name: Connection 1

Terminal searching on the local network

Terminal IP-address:
Port: 502
Use gateway: v

Gateway IP-address

Gateway Port: 502

Ok Cancel

Figure 261 — Adding a TCP/IP connection

The description of window parameters is given in table 157.

Table 157 — Description of parameters for adding a TCP/IP connection

Parameter Description
Set name: Checked box allows you to set the name of the connection
Name: Field for entering the name of the IED. The field is available after checking

the “Set name” box

Search for IEDs in local network

Possibility to search for IEDs in the local network

IED IP address:

Field for entering the IP address of the IED manually

Port:

Connection port

Use gateway:

Checked box allows using the gateway

Gateway IP address:

Entering the gateway IP address manually

Gateway port:

Field for entering the connection gateway port

The window for IED search in the local network is given in figure 262.
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& Terminal search X
Network adapter: | Intel(R) Ethernet Connection (7)1219-LM ~| | ()

Mame IP address Port Modbus address

Cancel

Figure 262 — IED search in local network

The description of search parameters for IEDs in the local network is given in table 158.

Table 158 — Description of search parameters for IEDs in the local network

Parameter Description
Network adapter: Selecting a network interface for automatic search for IEDs
Name IED name
IP address IP address of the IED
Port Connection port
Modbus address Modbus address of the IED

Adding a USB connection (General tab) (figure 263).

d§ Adding — O *
Common || Auto-swing waveforms
Connection type: UsB
Set name: L4
Name: Connection 1
USB device:
ok Cancel

Figure 263 — Adding a USB connection
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The description of window parameters is given in table 159.

Table 159 — Description of parameters for adding a USB connection

Parameter Description
Set name: Checked box allows you to set the name
Name: Connection nhame
USB device: Selecting the device for connection

Adding a COM connection (General tab) (figure 264).

& Adding - O X
Common || Auto-swing waveforms
Connection type: COM -
Set name:
Name: Connection 1
COM port: comil d
Speed: 115200 v
Terminal address: 1
Ok Cancel

Figure 264 — Adding a COM connection

The description of window parameters is given in table 160.

Table 160 — Description of parameters for adding a COM connection

Parameter

Description

Set name:

Checked box allows you to set the name

Name:

Connection name

COM port:

Selecting the COM port

Speed

Selecting the COM port speed from the drop-down list (bps):
- 110;

- 300;
-1,200;

- 2,400;

- 4,800;

- 9,600;

- 19,200;
- 38,400;
- 57,600;
- 115,200;
- 230,400;
- 460,800;
- 921,600

IED address

Entering the Modbus address of the IED
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To select the parameters for auto-download of disturbance records, go to the Auto-download dist.

records tab and check the “Auto-download” box (figure 265).

& Adding — O x
Common || Auto-swing waveforms

Auto-download: <

Period, ms: 30,000 -

Name format

Name format: Default '

Sending oscillogram by E-mail

Sending by E-mail:
Settings
Logging
Log: ¥
Mode: Default v
Ok Cancel

Figure 265 — Auto-download dist. records tab

The parameters of the Auto-download dist. records tab are given in table 161.

Table 161 — Parameters for auto-download of disturbance records

Parameter Description
Auto-download Checked box indicates automatic download of disturbance records
Period, ms: Period of download of disturbance records

Name format
— By default (the names of automatically downloaded disturbance
record files will have the Oscil_oXXXX format, where <Oscil> is the
name of the configuration file;

<XXXX> — sequence number of the disturbance record, the “
symbol means space);
Example — kp200 00134,
— Date, Time, Timecode, Object, Source, Subject (the names of au-
tomatically downloaded disturbance record files will have the format
Date, Time, Timecode, Object, Source, Subject according to
STO 59012820.29.020.006-2015, where <Object> (object of power
industry) is the name of the substation or power plant, <Source> —
name of ER, <Subject> (subject of power industry) — name of the
legal entity. The date and time of generation of the disturbance rec-
ord are added to the end of the name automatically). Example —
22.09.23, 23.06.30.000, 0t, CHP-3, GT-12;

Name format:

— Set manually (the name of the automatically downloaded file will
have the format <Name>_<Date>_<Time>, where <Name> is the
name of the disturbance record. The date and time of generation of
the disturbance record are added automatically).

Example —tel 23.08.2016. 10.28.24
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Parameter

Description

Sending disturbance records by E-mail

Sending by E-mail:

| Checked box indicates sending disturbance records by E-mail

Logging
Write to log: Checked box indicates writing to the log
— Errors only (writes additional data to the log when errors occur);
— By default (informs about the downloaded disturbance records:
time of downloading the disturbance record, sending via
Mode:

mail);
— Advanced (informs the download of the disturbance record in

step-by-step mode: the beginning of downloading the disturbance
record, conversion, all movements of disturbance records)

The Mail client settings window is given in figure 266.

& Mail client settings

fiail subject

|-c0bje:t>| |cLocation>| |-:Devi|:e>| |~:Da1:e:v| |~:T|me>| |~:Osc>|

Oscillogram <Object> [ <Device> <Time> <Date>

Text mail

|-c0bject>| |cLocaticn>| |-:Device>| |~:Date>| |<'I'|me>| |~:Osc>|

Oscillogram received from device <Device> <Osc>

Mail server
Mail server address:
Mail server port: 25
Authentication:
Encryption (S5L):
Server check

Postal addresses

Sender Email:

Email recipients of
oscillograms (separated by
commas):

Ok Cancel

Figure 266 — Mail client settings window

The description of parameters of the Mail client settings window is given in table 162.
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Table 162 — Description of mail client settings

Parameter Description

Subject of the e-mail to be sent in the format <Object>/<Device>
<Time> <Date>
Allowed tags:
<Object> — <Object name>;
Subject <Location> — <Installation location>;
<Device> — <Device name>;
<Date>;
<Time>;
<Osc> — <Name of disturbance record>
Text Text of the message informing about the disturbance record
Mail server

Mail server address is configured for each device individually. The
Mail server address: data is requested from the administrator of the organization's mail
server
Port on which the mail server is running. The data is requested
from the mail server administrator
Authentication: Authentication (user data and password are entered)
Using encryption when sending e-mail messages. The data is re-
quested from the mail server administrator
Checking server operation (it is recommended to perform this oper-
ation after editing the mail client settings)

Mail addresses

E-mail of sender: String for entering the e-mail address of the sender
E-mail of recipients of disturbance records
(separated by commas):

Mail server port:

Encryption (SSL):

Server check

String for entering the email address of the recipient(s)

2) Add a connection Q (figure 267).

The command allows you finding devices in the local network. When you select a command, a list
of available devices is displayed.

di Termanal search 4 .
Metwork sdapter: | Realtek PCle GbE Family Controller = f-_]
Selection = Name IP-address: Part Bodbus addness
EKRA 21T 0301 10.26.2.119 502 1
EKRAZIE 172.18.63.29 302 1
EXRA ZZ2 0108 10.26.2.181 302 1
Fudd Cancel

Figure 267 — IED search window

Multiple devices can be selected from the list by checking the boxes in the Select column. It is also
possible to select all IEDs or deselect all by clicking on the title of the Select column.
If necessary, you can connect or disconnect all added devices. To do this, right-click the mouse

and select Connect all or Disconnect all from the context menu of the object tree (figure 268).
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olla|[&|[¥
Connected TCR/IP @O B X
10.27.4.105:502
(002)220 Connect all
Disable all

Figure 268 — Context menu of the tree of objects

3) Settings of the program | % | (figures 269 — 271).

7% Settings

Program language:

Interface scale,%:

Program oscill viewer:

— O *
Common || Oscillogram catalog parameters H Auto union oscillograms
Autostart at system startup
Closing the program when closing the window
Disable extended file transfer functions
+| Send statistics and bugs to developers
+| Display oscillogram download statistics
en =
100 -
C:\Program Files (x86)\EKRA\SmartMonitor\Waves\Waves.exe
The interval between connactions in the queue, ms: 2,000 -
Connection attempt interval after connection loss, ms: 10,000 :
Ok Cancel

Figure 269 — General settings of the program

The description of general settings of the program (Figure 269) is given in table 163.

Table 163 — Description of general settings of the program

Parameter

Description

Autostart at system start

Checked box indicates an automatic start of the program at system start

Shutdown program when closing
window

Selected box indicates that the program will be shutdown when closing
the window. If this box is not checked, the program will be hidden in the
system tray

Disable advanced Modbus file
transfer features

Checked box indicates that advanced features of file transfer via Modbus
are disabled

Send statistics and errors to devel-
opers

Checked box allows sending statistics and program errors to developers

Display disturbance record down-
load statistics

Checked box indicates the display of disturbance record download statis-
tics

Program language:

Selecting the program language from the drop-down list:
- ru;
-en

Interface scale, %:

Setting the interface scale
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Parameter Description

Disturbance record viewer: Path to disturbance record viewer

Interval between connections in
queue, ms:

Set the interval between connections in the queue in milliseconds

Connection retry interval after con-
nection loss, ms:

Set connection retry interval after connection loss in milliseconds

The Dist. record directory parameters tab (Figure 270) allows you to configure the template of

the directory for saving disturbance records downloaded from devices. Configuration consists of selecting

a base directory, defining a directory tree hierarchy, defining the method for constructing the “Device lo-

cation” node, and defining the method for constructing the “Start date” node. The location of the default

base directory is determined by the operating system to store application data. Changing the settings

changes the display of this template.

% Settings

Base directory

Common || Oscillogram catalog parameters || Auto union oscillograms ‘

O

| t:\USE re\da-tihonova\AppData\Roaming\EKRA\HealthMonitor\osc

Directory tree hierarchy
(0 <Start date> + <Device location>

® <Device Location> + <5tart Date>
Method of building node <Device location>
~| add object name
add installation location
~| add device name
Method of building node <Start date>
#® split into subnodes <YearMonth> + <Day>
split into subnodes <Year> + <Month> + <Day>

do not split into subnodes (directory <YearMonth_Day>)

Oscillogram storage directory

name>\<Device name=\<Year_Maonth>\<Day>

Ok

C:\Users\da-tihonova\AppData\Roaming\EKRA\HealthMonitor\osc\<Object

Cancel

*

Figure 270 — Dist. record directory parameters tab

The description of disturbance record directory parameters is given in table 164.

Table 164 — Description of general settings of the program

Parameter Description
Base directory Path of the base directory
Directory tree hierarchy Selecting the directory tree hierarchy:

— <Start date>+<Device location>;
— <Device location>+<Start date>
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Parameter

Description

<Device location> node construction
method

Selecting the method for constructing the <Device location> node (multiple
positions can be selected):

— add the name of the object;

— add the location for installation;

— add the name of the device

<Start date> node construction
method

Selecting the method for constructing the <Start date> node:
— split into subnodes <YearMonth>+<Day>;

— split into subnodes <Year>+<Month>+<Day>;

— do not split into subnodes (<YearMonth Day> directory)

Disturbance record storage direc-
tory

Displaying the storage path of disturbance records by selected parameters

% Settings

Auto union

Auto union oscillograms

— a X
‘ Common H Oscillogram catalog parameters || Auto union oscillograms
Settings
Ok Cancel

Figure 271 — Dist. records auto merge tab

The Dist. records auto merge tab is designed to merge disturbance records that belong to the

same event into a single disturbance record according to a specified template. The checked box enables

automatic merging of disturbance records.

To set automatic merging of disturbance records press the Settings button.

EKRASMS-SP software package manual 227
EKRA.00019-01 34 02, Edition 05.2023



% Auto union settings — O b
Amount of templates, pcs.: 1 £
Cheosing a pattern to customize: Pattern 1 -
Configuring the selected pattern
Pattern name: Pattern_1 Encoding UTFB * || Remove pattern -
Add devices, pes: 1 E Save Format .cfg + .dat v

500 .

Permissible time of divergence of the start signals, ms: - | Combining by min. frequency

-

The waiting period of the oscillograms, with: 600

-

Device name

C:\Users\da-tihonova\AppData'\Re Prefix of signal names:

. ~
Catalog of device waveforms:

Storage catalog of the combined oscillogram
C:\Users\da-tihonova\AppData\Roaming\EKRA\HealthMonitor\AutoUnion

Ok Cancel

Figure 272 — Auto merge settings window

The description of parameters of the Auto merge settings window (Figure 272) is given in ta-

ble 165.

Table 165 — Description of parameters of the Auto merge settings window

Parameter

Description

Template count, pcs:

Number of templates added

Select setting template:

Selecting created templates from the drop-down list:
— Template_1;

— Template_2;

— Template_3, etc.

Setting selected template

Template name:

Name for the selected template

Add devices, pcs:

Adding a device for the selected template in the range of values 1 to 999

Permissible start signal divergence
time, ms:

Permissible range of values is 0 to 5,000 ms in 1 ms increments

Disturbance record wait period, s:

Permissible range of values is 10 to 86,400 s in 1 s increments

Encoding

Encoding for saving disturbance records from the drop-down list:
— UTFS;

— Windows1251;

— OEM866

Save format

Saving merged disturbance records in COMTRADE format from the drop-
down list:

—.cfg + .dat;

— cff

Merge by min. frequency

Checked box allows merging of disturbance records by the minimum fre-
guency. For merging, the program selects the minimum sample fre-
guency of converted disturbance records, which is applied to all disturb-
ance records
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Parameter Description

Devices List of added devices
Disturbance record directory 1, 2, 3... | Directory of the selected disturbance record

Possibility to add a corresponding prefix in front of the names of signals
Signal name prefix in the merged disturbance record to identify signals of the same name

from different devices

Merged disturbance record storage
directory

Directory with merged disturbance records

The user manually sets one or more templates for the operation of the automatic disturbance record
merging function (hereinafter referred to as the function). Each template specifies the directories that re-
ceive disturbance records in COMTRADE format from RPA devices. The function checks the directories
specified in the templates for new disturbance records from the moment the function is enabled.

When new disturbance records appear, the function extracts the start date and time (start label)
from each disturbance record. Based on the received start labels, which are included in the range of the
“Permissible start signal divergence time” parameter, the function determines the list of disturbance rec-
ords for subsequent merging. Merging of disturbance records is carried out immediately after finding all
the disturbance records in the directories that belong to one event, or after the “Disturbance record wait

period” time has elapsed (when two or more disturbance records are found).

4) Manual merge a—é-a (figure 273).

7% Manual merging - (] X
Add Waveforms Delete Waveforms Clear all fields
Oscillograms
Oscillogram Starting moment Device Installation location Prefix of signal names

22307022408_20220905_13-57__00082.cfg | 05/09/2022,13:57:56.598000 3KPA 222 0304-61E2  TycuHoo3epckas MP3C
22307022409_20220905_13-51__00518.cfg 05/09/2022,13:51:47.556000 3KPA 222 0304-61E2  [ycuHoo3epckas MPIC
2240108232102_20220601_11-12_ 00135.cfg 01/06/2022,11:12:03.512000 3KPA 222 0108 Bogosabop MNC

HacTpoiiku obbeanHeHua

Permissible time of divergence of the start signals, ms 500
Encoding UTF8 ¥
Save Format .cfg +.dat ¥,

Combining by min. frequency

Storage catalog of the combined oscillogram

C:\Program Files (x86)\EKRA\SmartMonitor

Merge Cancel

Figure 273 — Dist. records manual merge window
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The description of parameters of the Manual merge window is given in table 166.

Table 166 — Parameters of the Manual merge window

Parameter

Description

Add disturbance records

Adding a disturbance record file

Clear selected fields

Clearing selected fields

Clear all fields

Clearing all fields

Disturbance records

Disturbance record

Disturbance record file name

Start moment

Date and time of disturbance record start

Device

Device name

Installation location

Obiject of power industry

Signal name prefix

Possibility to add a corresponding prefix in front of the names of signals in the
merged disturbance record to identify signals of the same name from different
devices

Merge settings

Permissible start signal diver-
gence time, ms

Permissible range of values is 0 to 5,000 ms in 1 ms increments

Encoding for saving disturbance records from the drop-down list:
— UTFS;

Encoding — Windows1251;

— OEM866

Format for saving merged disturbance records from the drop-down list:
Save format — .cfg + .dat;

— cff

Merge by min. frequency

Checked box allows merging by the minimum frequency

Merged disturbance record
storage directory

Location of the directory with merged disturbance records

Each device has its own toolbar.

Possible device connection states are given in table 167.

Table 167 — Device connection states

Command

Description

Connection error
Connection error TCR/IP
10.26.2.112:502
(001) test test O

Possible connection errors:

— TCP/IP is not installed;

— IP address of the PC is not specified when setting the
TCP/IP protocol on the local PC;

— device is not available (turned off or not connected to
the local network)

Connected

Connected TCR/IP

10.27.4.105:502
(oo1)z220

Device is connected

Reconnection

Reconnecting TCR/IP

10.26.1.198:502
(001) E3_S5W91 217 256

Reconnecting the device

Lost connection

The device is not available (problems in the local network
or the device is disconnected from the network)
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Command Description

Connection lost TCR/1P
10.26.1.181:502
(001) KP WWI31111-152GT-27E 1

The description of the device toolbar commands is given in table 168.

Table 168 — Description of the device toolbar

Command Description
Connect Reconnecting the device
Disconnect Disconnecting the device
Settings Editing general device settings, auto-download of disturbance records
Remove Removing the device from the list

5.4 Messages to operator

At program start and execution stages errors may appear. The reasons for such situations can be
incorrect user actions, incorrect program setting, incorrect configuration of the operating environment. As
a rule, the program itself detects errors and if possible troubleshoots them autonomously, otherwise the
user will be provided with detailed information about the error and its troubleshooting.

This section provides a description of the most common errors, indicating the messages generated
by the program, and ways of troubleshooting.

When establishing a connection with the device, an error situation may occur for several reasons:

1) the OS does not have the Modbus TCP/IP protocol installed. In this case, you need to close the
program, open the Control Panel, select the Network shortcut and install the Modbus TCP/IP protocol;

2) it may turn out that the PC at the specified name or IP address is found, but the PC is using a
different TCP port than that specified in the program. In this case, you need to determine which TCP port
is used to connect to the program.

If there are any difficulties, you should contact the administrator of the local network of the enter-

prise.
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Annex A

Logical elements and their designation

Main logical elements used to configure the IED, their principle of operation and purpose are shown

in table A.1. The operation principle is shown on the example of truth tables or timing diagrams.

Table A.1 — Main logical elements

Logical element Name Description Operation principle Notes
DX Input 1 | Input 2 | Output Logical e]ement that perform;
the function of logical multipli-
1 & DXi, 0 0 0 cation. There will be one at
3 | Whereiis el- Logical 0 1 0 the output o_nIy when one ap-
ement num- AND pears at all inputs.
2 ber 1 0 0 Number of element inputs
cannot exceed 30. It has no
1 1 1 settings
Logical element that works
DX 0 0 1 like an AND element, but with
& DXi an inverted output signal.
1 o . 0 1 1 There will be one at the ele-
oO— where iis el- Logical ment output when zero ap-
2 emegt num- | AND —NO 1 0 1 pears at one of its inputs.
er Number of element inputs
cannot exceed 30. It has no
1 1 0 X
settings
Logical element that performs
DW 0 0 0 the function of logical addi-
1 DWi tion. There will be one at the
1 v i 0 1 1 element output when one ap-
4 Whereiisel- Logical pears at least at one of its in-
ement num- OR
2 ber 1 0 1 puts. .
Number of element inputs
cannot exceed 30. It has no
1 1 1 settings
Logical element that works
DW 0 0 1 like an OR element, but with
an inverted output signal.
1 1 Dwi, There will be one at the ele-
where i is el- Logical 0 1 0 ment output only when zeros
ement num- OR-NO appear at all inputs.
2 ber 1 0 0 Number of element inputs
cannot exceed 30. It has no
1 1 0 settings
Logical element that gener-
0 0 0 ates one at the output, if there
is one, at least at one of the
XOR inputs, when one appears at
1| XORi _ both inputs, a zero signal is
here i is,ele— Logical Ex- 0 1 1 generated at the output.
=13 whe clusive OR This element always has ex-
ment number .
o | actly two inputs. It has no set-
1 0 1 tings
1 1 0
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Logical element Name Description Operation principle Notes

Logical element is designed
to determine switching of the
signal at the element input
E TRIG from “1” to “0” and issue a

F_TR_IGi, Determining m pulse at the output.
E |2 | whereiis ele- falling edae n ! If the CLK signal changes at
Q ment number gedge o Tl I the F_TRIG element input
ims '™ ims” Tms from “1” to “0”, a pulse with
duration of 1 ms is generated

at output Q.
It has no settings

Logical element is designed
to determine switching of the
signal at the element input
from “0” to “1” and issue a
pulse at the output.

If the CLK signal changes at
« | the R_TRIG element input
Tms™™ Tms ™ ms from “0” to “17, a pulse with
duration of 1 ms is generated
at output Q.

It has no settings

R_TRIG

R_TRIGi*, .
— Determining
1 2 | whereiis ele-

=1 cLK < rising edge
Q ment number g edg

Logical element that has the
ability to stay in one of two
stable states for a long time.
Designed to record and store
information.
If there is one at input S (set),
S : : ‘ t | one appears at the output, re-
? T —3 wherIZiSiI's cle- w?tﬁ tsrlgg_er_ 2 _L gardless of the signal at input
22— > prior R. The trigger remembers the
ment number ity t . .
out signal and holds it. When
S=0, the presence of one at
¢+ | input R (reset) sets the output
to state O.
It has no settings. With R=1
and S=1 there will be “1” at
the output

Logical element that has the
ability to stay in one of two
stable states for a long time.
Designed to record and store
information.
DS nt With R=0, when one arrives at
1| DS RS trigaer s _| input S (set), one appears at
S *> gy t | the output. The trigger re-
R Tr ——3| whereiis ele- | with R prior- | n2 members the signal and holds
2 ment number ity t | it. When one appears at input
Out \_ﬂ — R (reset), the output signal is
reset, regardless of the signal
atinput S.
It has no settings. With R=1
and S=1 there will be “0” at
the output

Logical element maintaining
DS ] - its state when the operating
1 ] oS N;g-t\:ic;]lgtellre ”1 powecrj suf[;ply %f the IED is

_ . t | turned off and recovering
—Trom——3 whereiis ele- | with R prior- | m2 when the power supply is re-
——R ment number ity 2 stored.

" I
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Logical element

Name

Description

Operation

principle

Notes

The principle of operation is
similar to the operation princi-
ple of the trigger with R prior-
ity.

It has no settings. With R=1
and S=1 there will be “0” at
the output

DC

CT

DCi,
where i is ele-
ment number

Pulse
counter

S L

Number of pulses N=3 (setting)

Logical element that counts
pulses received at input C.
When the number of pulses
N, specified by the setting, is
exceeded, one is generated
at the counter output and is
held until a reset signal is re-
ceived at input R (reset). If the
reset signal appears before
operate setting is reached,
the counted number of pulses
is reset, and the count starts
again.

The value of counter setting is
within the range from 1 to
9,999.000 pulses

VSXi,
whereiis ele-
ment number

Input switch

Input | Input

Input | Out-

Logical element containing
three inputs and one output
and having an option to switch
between two inputs by the sig-
nal of the third input.

When the signal of input 3 is
zero, output signal equals to
the signal at input 1, and
when the signal of input 3 is
one, output signal equals to
the signal at input 2.

It has no settings

DT

DT

DTi,
whereiis ele-
ment number

Operate
time delay
(non-adjust-
able)

Operate
time delay
(adjustable)

T —time delay setting

DTi,
whereiiis ele-
ment number

Reset time
delay
(non-adjust-
able)

Reset time
delay (ad-
justable)

n

T - time delay setting

Out

Logical element that delays
the signal.

Time delays are divided into
adjustable and non-adjusta-
ble.

The value of adjustable time
delay is editable in the range
from 0 to 9,999.000 s, the
change step is 1 ms.

The value of non-adjustable
time delay is not editable
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Logical element

Name

Description

Operation principle

Notes

TMOC,
where i is ele-
ment number

Pulse
former

T — pulse duration (setting)

Logical element that gener-
ates an output pulse with a
duration of T, determined by
the setting, when the state at
the input changes from zero
to one.

The value of time delay for
these elements is within the
range  from 0.001 to
9,999.000 s, the change step
is1ms

TMOIi,
whereiis ele-
ment number

Pulse for-
mer with in-
terruption

T — pulse duration (setting)

[ ]

Logical element that gener-
ates an output pulse with a
duration of T, determined by
the setting, when the state at
the input changes from zero
to one. The output is reset to
logical “0” if the input is set to
“0” before the end of the
pulse.

The value of time delay for
these elements is within the
range  from  0.001 to
9,999.000 s, the change step
is1ms

Gen

Geni,
whereiis ele-
ment number

Rectangular
pulse gen-
erator

Out

Settings: T — pulse period;
t— pulse length (t<T)

N

Logical element that gener-
ates pulses with a duration of
tin the presence of a signal at
the input. It has two settings:
T signal period and t pulse du-
ration.

The signal period is in the
range from 0 to
27 s, the change step is 1 ms.
The pulse duration is always
less than the signal period

VXN

VXN,
whereiis ele-
ment number

Program
switch

Changeable parameter de-
termined when specifying

the settings

It can take two values:
opened (“0”), closed (“17)
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Logical element Name Description Operation principle Notes
Counted by adding | Logical element designed to
(Ncurr=Ncurr+1) (sub- | determine the number of the
tracting (Ncurr=Ncurr-1)) | current step and issue block-
with each appearance of | ing commands in case of
adjustment signal “Add | reaching the maximum and
(C+)”  (“Subtract (C-)”). | minimum OLTC steps. Itis
Counted relative to the ini- | possible to determine the
tial value of the OLTC step | “dead” steps.
(Ninit) specified by the | It has the following settings:
user. When the maximum | - Maximum value of OLTC
(Nmax) (minimum (Nmin)) | step
step is reached, the “Max- | (Nmax = 1...64, Nmax =
imum step” (max) (“Mini- | Nmin);
mum step” (min)) signal is | - Minimum value of OLTC
generated. step
It is possible to determine | (Nmin = 1...64, Nmax =
“‘dead” OLTC steps - | Nmin);
steps which the OLTC | - Initial value of OLTC step
drive skips without adjust- | (Ninit = 1...64, Nmin < Ninit <
ment. The numbers of | Nmax, Nmax = Nmin);
“dead” step are specified | - List of dead step
using settings. When the | (from range Nmin...Nmax)
number of the current step
(Ncurr) is equal to the
number of the dead step,
the “Dead step” (D) signal
is generated.
CHrom Ncurr — state of step coun-
CH ter
1 G+ | rom | max X — previously formed step
CHromi, Counter of | R signal “return to initial
x— C- min —x | whereiis ele- | OLTC drive | step”
ment number steps
x— R D —x
Ncurr X Ninit
R
C+ signal “add”
Ncurr| 1 2
C+
C- signal “subtract”
Ncurr 2 1
c
State of logic outputs for
settings:
Minimum step 2
Dead steps 5
Maximum step 7
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Logical element Name Description Operation principle Notes

Neurr| 2 - 5 7

Cnst Cnsti, T Logical element, at the output
where iis ele- | Constant“1” | 1 of which there is always a log-
«1» —X ment number Unchangeable parameter ical one
Cnsti,
Cnst where iis ele- T Logical element, at the output
ment number | Constant“0” | © Unchangeable parameter > | Of which there is always a log-
«0» —x ical zero
—x Transfer Provides a logical connec- .
- ; It has no settings
(connector) tion between elements
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